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1 Introduction

The ONF held it’s 3rd OpenFlow interoperability event June 4—8 2013 at the Indiana University INCNTRE
SDN Lab in Indianapolis, Indiana. Please refer to the event whitepaper for descriptions of the event,
tests and participants. This document’s purpose is to present many of the issues encountered during the
event. This is not a comprehensive list as not all issues were reported or investigated to the extent
required to report them. We’ve attempted to present a detailed description of each issue wherever
possible, resolutions or temporary workarounds used during the event to overcome those issues and
recommendations for further action to resolve those issues. Due to the temporary nature of the testbed
networks and time constraints, we were not able to fully debug and completely isolate the cause of all
issues, but those issues are presented to increase awareness and further investigation in future events.
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Vendor names were left out of the issue descriptions to help protect the confidentiality of the
participants.
To further identify the relevance of issues, we’ve added the following information to each issue:

Impact Level [low | med | high]
Impact Areas — Areas of implementation or operations that will be impacted by this issue.
Audience — Who needs to pay attention to this issue including implementers and ONF working groups.

2 OpenFlow 1.0 Issues

A single testbed running OF 1.0 testcases was implemented. In parallel, there were 1.0 test frameworks
running ad-hoc testing. Significant progress was made in respect to previous plugfests considering
several new participants. There were no 1.0 specific issues reported. There were still several issues
encountered that affected all versions and are detailed in the cross-version section of this document.

3 OpenFlow 1.2 Issues

Most vendors have chosen to bypass OpenFlow 1.2 and target OpenFlow 1.3 development. There were
a very limited number of 1.2 capable switches and controllers available and most that supported 1.2
were able to run in 1.3 mode as well, so little testing was done with 1.2 only. Several tests were
executed with combined 1.2 & 1.3 testbeds. There were no 1.2 specific issues reported. There were
several issues that affect all versions and are detailed in the cross-version section of this document.

4 OpenFlow 1.3 Issues

For the first time a 1.3 testbed was added to the plugfest. The majority of participants participated in 1.3
interoperability testing. The main issues revolved around basic control channel establishment, multiple
table configuration and multi-part messaging. The table configuration issues in particular should be
reviewed, discussed and addressed by other working groups within the ONF. These issues consumed a
significant amount of time to diagnose, resolve or work around. This limited the ability to progress on to
the main test plans in many cases and pointed out the need for increased prior conformance-like testing
or at least initial basic 1:1 testing at future events.

4.1 Control Channel Establishment

Impact Level: High

Impact Areas: Implementation

Spec Relevance: 1.3

Audience: Implementers

Description: In OF 1.3, the controller needs to discover a significant amount of additional information
from the switch. Many controllers would attempt to discover this information from the switch after the
first hello, but prior to establishment of the control channel. In some cases, the requests would come
too quickly. Some switches would reply too slowly to large data informational/statistics requests and the



Open Networking Foundation Technical Paper

channel would not be established, or would be turned down. In other cases, all expected features would
not be listed as supported, or an error would be received in response to a request, so the control
channel would never be established. Multipart Request messages in particular, seemed to generate a
significant number of errors from the switches.
Spec Wording:

OpenFlow Spec v1.3.2

7.3.5 Multipart Messages - Multipart messages are used to encode requests or replies that
potentially carry a large amount of data and would not always fit in a single OpenFlow
message, which is limited to 64KB. The request or reply is encoded as a sequence of
multipart messages with a specific multipart type, and re-assembled by the receiver.
Multipart messages are primarily used to request statistics or state information from the
switch.

Comments: Openflow version 1.3.2 has many optional features, and implements special messages
allowing the controller to gather detailed information about a device. The controller nevertheless needs
to take into account the load generated by requesting this information. One could argue that the initial
information exchange is part of the control channel setup. In some cases this information may be
required for operational purposes. As a work around during the event, controllers manually configured
device properties without trying to actively query the device. This issue could be hidden when the
controller drops and reconnects the channel. The channel could possibly come up in a subsequent
attempt.

Recommendations: Controllers should be more graceful in handling the information gathering process
by spacing requests, increasing timeouts or retrying failed requests. Extensibility should evaluate if the
spec should define additional steps in the control channel setup, including initial device information
exchange and under what conditions the controller is allowed to drop the connection. Should also
evaluate addition of maximum message rate, implementation of barrier messages for informational
requests or mechanism for switch to respond with error message indicating resources are exhausted.

4.2 Multiple Table Instantiation
Impact Level: High
Impact Areas: Initial device configuration and reconfiguration of operational devices.
Spec Relevance: 1.3
Audience: Extensibility, Config Management, Implementors
Description: Currently, the 1.3 specification allows for the controller to instruct the switch on the
configuration of its Flow Table Structure. While this may be relatively straightforward with a software
based switch, it is extremely difficult to accomplish runtime configuration of table structures in
hardware based switches.
Spec Wording:
OpenFlow Spec v1.3.2
7.3.5.5.1 Table Features request and reply
If the request body contains an array of one or more ofp_table_features structs, the
switch will attempt to change its flow tables to match the requested flow table
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configuration. This operation configures the entire pipeline, and the set of flow tables in
the pipeline must match the set in the request, or an error must be returned.
Comments: A reboot may be required for some hardware configurations to modify the flow-table
structure. Since this is a long term state and should not be changed often, it might be better configured
using OF-Config. The ability to configure the table structure during run-time will greatly affect how
conformance testing is performed.
Recommendations: The Extensibility Working Group should re-evaluate runtime configuration of table
structures to see if it falls within their scope or if this is a feature that is reasonably required or if it
should be made optional. The Config Management Working Group should consider methods for initial

table configuration using OF-Config.

4.3 Multiple Table Support
Impact Level: High
Impact Areas: Features or use cases requiring multiple table support in hardware based devices.
Spec Relevance: 1.3
Audience: Forwarding Abstraction, Extensibility, Config Management, Implementors
Description: To ensure no loops are developed in jumping between tables. OpenFlow indicates a
requirement of only jumping from lower table number to higher table number, which simplifies the logic
and coding, but still allows for all possible combinations of jumps as long as it obeys this requirement.
Again, it may be relatively straight forward to configure any possible combination the controller can
dream up in a software based switch, but there are architecture limitations that vary significantly with
hardware based switches.
The specification allows for the switch to report its current flow table pipeline setup, but there is no
mechanism to report the complete range of possible configurations which could grow exponentially as
the number of tables being used increases.
Spec Wording:
OpenFlow Spec v1.3.2
7.3.5.5.1 Table Features request and reply
A flow entry can only direct a packet to a flow table number which is greater than its own
flow table number, in other words pipeline processing can only go forward and not
backward.
Comments: This area has a lot of overlap with hardware constraints and the mapping of controller side
application logic to the most appropriate switch configuration. Controllers need to be aware of
constraints they may encounter. Until NDMs/TTPs are defined It might be useful to allow for manual
configuration of parameters or information that can not be transferred via OpenFlow messages.

Recommendations: The Extensibility working group should reconsider direct configuration of table
structures in hardware devices using the OF wire protocol. The FAWG has proposed that the set function
of the table feature message should be disabled when using NDMs/TTPs. FAWG should consider
addressing these issues in the TTP model currently being designed by proposing a limited number of
well-known combinations / topologies / patterns of table hierarchy and features. The Config
Management working group should consider TTP configuration methods using OF-Config.
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5 OpenFlow Cross-Version Issues

5.1 Port Reporting
Impact Level: High/Medium
Impact Areas: This highly impacts monitoring, planning and reporting functions.
Spec Version Relevance: All
Audience: Extensibility, Implementers
Description: Disparity between switches in how they report OpenFlow ports. Some implementations
report all OpenFlow physical ports regardless of status. Some only report OpenFlow Ports that are up.
Some reported OpenFlow ports as up, but dropped all packets.
Spec Wording:
OpenFlow Spec v1.0
5.3.1 Handshake The ports field is an array of ofp_phy port structures that describe all the
physical ports in the system that support OpenFlow.
OpenFlow Spec v1.3.2
7.3.5.7 Port Description The port description request OFPMP_PORT DESCRIPTION enables

the controller to get a description of all the ports in the system that support OpenFlow.

Comments: The controller must deal with multiple behaviors of switches and has no way of knowing
what behavior to expect. The 1.0 spec indicates that all physical ports that support OpenFlow should be
reported. The 1.3 spec seems to remove the physical port statement which may indicate the intention
was to encompasses both physical and logical ports.

Recommendations: The 1.3 spec should clarify requirements for port reporting. OpenFlow switches
should report all OpenFlow enabled physical and existing OpenFlow enabled logical ports regardless of
status allowing the controller to report available interfaces to applications and operators. This also
allows controllers to track and report ports that may be down due to maintenance or outages.

5.2 VLAN based hybrids

Impact Level: Low/Medium
Impact Areas: VLAN based hybrid networks and network application that require the use of VLANSs.
Spec Relevance: All
Audience: Config Management, Extensibility, Implementers
Description: VLAN based hybrid switches must know required vlans ahead of time and have them
configured on all ports supporting openflow. This limits the use of VLANs by the controller. In addition
there is some question about processing packets prior to entry of the OpenFlow domain on a VLAN
based hybrid. Is a hybrid switch allowed to add or modify the VLAN tag of a packet in order to put the
packet on the OF VLAN thereby entering the OF domain.
Spec Wording:

OpenFlow Spec v1.3.2
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5.1 OpenFlow Header For example, a switch may use the VLAN tag or input port of the packet to

decide whether to process the packet using one pipeline or the other, or it may direct all packets to

the OpenFlow pipeline. This classification mechanism is outside the scope of this specification.
Comments: VLAN configuration is outside the scope of the OF-Wire specification, but might be within

the scope of OF-Config.

There are several schools of thought on how this should be dealt with.

1. The VLAN header of the packet MUST NOT be changed in any way outside of the OpenFlow process.
It must be forwarded as it was received at the switch ingress port or upon output from a Flow Rule
or Flow Table after the action set has been applied.

In this case the port would be tagged with the OpenFlow enabled VLAN(s). The normal switch
802.1q process would send any packets entering the port with the correct VLAN tag(s) to

the OpenFlow VLAN(s) to be handled by the OpenFlow process. Any packets arriving without a tag
or with another non-OpenFlow VLAN ID would be sent to the normal L2 switch process.

If this were strictly enforced, untagged packets could never enter the OF domain.

2. The switch would be allowed to add the OpenFlow enabled VLAN tag at the ingress/egress port prior
to the packet entering the OF processing pipeline. The controller would not be aware of the
OpenFlow enabled VLAN, VLAN restrictions on the switch or that a modification has been made to
the incoming packet. The OpenFlow Enabled VLAN ID could be excluded in any packet_in to the

controller.

This would allow a host, non-OF capable device or OF device from another OF domain may send
packets to the switch that would not be tagged. The port would be untagged in the OF VLAN.
Untagged packets would have the correct OpenFlow VLAN ID added by the normal switch 802.1q
process before being handed off to the OpenFlow process. The reverse process must occur on

egress.

The controller in this instance is not required to have any special knowledge of the device
configurations, but would not be able to utilize VLANs in the network or match on any VLAN ID other
than the OpenFlow enabled VLAN ID. If the switch supports QinQ, then other VLANs could be used
and matched against, but the match would need to be made against the inner VLAN ID.

3. The switch would be allowed to add a VLAN tag at the ingress/egress port prior to the packet
entering the OF processing pipeline. The controller would not be aware that a modification has been
made to the incoming packet, but would be aware of all VLAN restrictions on the device.

This would allow one or more VLANSs in a single OF domain and allowed on an untagged port as in
the previous example or a tagged port. If an untagged packet arrived on the tagged port it would be
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sent to the normal L2 switch process. If untagged packets arriving on the tagged port were required
to be part of the OF domain , then the default VLAN would also have to be an OF VLAN in which the
default VLAN ID would be added by the normal switch 802.1q process before being handed off to
the OpenFlow process which is the same behavior as the previous example.

Recommendations: There are too many possible scenarios to address in this document. The question of
packet processing prior to entering the OF domain should go back to other ONF working Groups for
further discussion and clarification. This type of question was originally under the purview of the Hybrid
WG. Since that working group has disbanded, it is unclear which WG should deal with this issue.

The Config Management working groups should consider if configuration of VLANs within an OF Logical

switch is within their particular scope.

Extensibility and Config Management should consider if either the OpenFlow Wire Protocol or OF-Config
should allow for communication of VLAN implementation constraints to the controller if they exist.

5.3 VLAN Tag in packet_in

Impact Level: High
Impact Areas: Any network or network application that requires the use of VLANs
Spec Relevance: All
Audience: Extensibility, Switch Implementers
Description: Some switches added an internal VLAN tag to the packet_in header. We saw in previous
events VLAN tags in packet_in were missing, or changed.
Spec Wording:
OpenFlow Spec v1.3.2
7.4.1 Packet-In Message The data field contains the packet itself, or a fraction of the packet if the
packet is buffered. The packet header reflect any changes applied to the packet in previous
processing.
Comments: It is important to maintain the integrity of the packet including the VLAN header.

Recommendations: The spec should clarify internal treatment of a packet header. The Header of the
packet inside the packet_in MUST NOT be changed in any way. It must be forwarded as it was received
at the switch ingress port or upon output from a Flow Rule or Flow Table after the action set has been
applied. The spec should be modified to limit previous processing of the packet header to OpenFlow
processing only. Special exception might be made for VLAN based hybrid switches (refer to VLAN based

hybrids)

5.4 Topology Discovery

Impact Level: High

Impact Areas: All

Spec Relevance: All

Audience: Architecture Working Group, Implementors
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Description: Controllers are still exhibiting issues with topology discovery logic such as:
* Deleting flows in switches
* Installing default rules to drop all or forward LLDP to the controller

* Sending LLDP (or other discovery packet) Packet_out on all up interfaces.

Hybrid switches often still do not turn off LLDP processing on OpenFlow ports by default. Spurious LLDP
packets are being generated and sent to the controller, confusing the controller if the controller is using
LLDP as a discovery mechanism. In other cases LLDP discovery packets are being sent to the normal L2
pipeline instead of the OpenFlow pipeline resulting in lost packets and failed discovery.

Spec Wording: none

Comments: Topology discovery is out of the scope of the specification, but it is extremely important to
interoperability.

Recommendations: Architecture and Testing & Interop should create a Best Practices White Paper for

topology discovery behavior.

5.5 Fail-Secure
Impact Level: High
Impact Areas: Initial switch startup and controller connection, recovery from loss of control channel
connection.
Spec Relevance: All
Audience: Extensibility, Controller Implementers
Description: When a switch is operating in “fail secure” mode and the control channel session is lost,
flows remain in the switch flow table as expected. When the control channel session is re-established,
the controller does not query switch for flow rules. Some controllers flush the table upon reconnection
without regard for previous flows left due to “fail secure” mode.
Spec Wording: There is no description of the “fail secure mode” or “fail standalone mode” recovery
process in the 1.0 or 1.0.1 specifications.
OpenFlow Spec v1.3.2
6.3.2 Connection Interruption In “fail secure mode”, the only change to switch behavior is
that packets and messages destined to the controllers are dropped. Flow entries should
continue to expire according to their timeouts in “fail secure mode”. In “fail standalone
mode”, the switch processes all packets using the OFPP_NORMAL reserved port; in other
words, the switch acts as a legacy Ethernet switch or router. The “fail standalone mode”
is usually only available on Hybrid switches (see 5.1).

Upon connecting to a controller again, the existing flow entries remain. The controller
then has the option of deleting all flow entries, if desired.

The first time a switch starts up, it will operate in either “fail secure mode” or “fail
standalone mode” mode, until it successfully connects to a controller. Configuration of
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the default set of flow entries to be used at startup is outside the scope of the OpenFlow

protocol.
Comments: It appears that the intention of the spec was to allow for this behavior of deleting flows
upon reconnections, but the order of the wording is very confusing and seems to be applied to “fail
standalone” mode. While there may be use cases for flushing the table upon reconnection, this behavior
defeats the purpose of “fail secure mode” and will cause interruptions in traffic.
Recommendations: Upon reconnection, controller implementations should be aware that a lost control
channel means the device could be down, or that the control channel may have been interrupted, but
traffic is still flowing as expected. Controllers should analyze the remaining flow table on the switch
when reconnecting and not flush the flow-table by default. This would help minimize traffic
interruption. Extensibility should clarify existing language in 1.3.2 spec to indicate flushing the table is
not the only option. Extensibility to evaluate and recommend course of action to determine if recovery
process should be defined in specification, white paper or just left to controller implementers to decide.

6 OF-Config Issues

None Reported

7 Test FrameWork Issues

None Reported

8 Additional Comments
8.1 Tools

The tools to troubleshoot 1.2 and above were still lacking during the event. Wireshark’s ability to dissect
1.2 & 1.3 packets was still limited. In addition, there is presently no way to dissect multiple versions.

8.2 Issue Reporting

The June PlugFest was extremely useful to all who attended. Unfortunately, the reporting of issues was
sporadic and inconsistent in detail levels. With 4 parallel testbeds, and with the large size of some of the
testbeds, there were not enough observers to dedicate to maintaining the testbeds, troubleshooting
and documenting the issues in each testbed. The Controller vendors running each test case were asked
to document and share issues to include in the technical document, but this was not always done
consistently. To help improve reporting, future events will include standard initial testing in each test
bed and coinciding results forms.
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{

  "NDM_metadata": {

    "authority": "org.opennetworking.fawg",

    "type": "TTPv1",

    "name": "L2-L3-ACLs",

    "version": "1.0.0",

    "OF_protocol_version": "1.3.3",

    "doc": ["Example of a TTP supporting L2 (unicast, multicast, flooding), L3 (unicast only),",

            "and an ACL table."]

  },



  "security": {

    "doc": ["This TTP is not published for use by ONF. It is an example and for",

            "illustrative purposes only.",

            "If this TTP were published for use it would include",

            "guidance as to any security considerations in this doc member."]

  },

  

  "table_map": {

    "ControlFrame": 0,

    "IngressVLAN": 10,

    "MacLearning": 20,

    "ACL": 30,

    "L2": 40,

    "ProtoFilter": 50,

    "IPv4": 60,

    "IPv6": 80

  },



  "identifiers": [

    {"var": "<port_vid>",

     "doc": "A VLAN ID to be assigned to untagged or priority tagged frames received on a port."},

    {"var": "<local_vid>",

     "range": "1..4094",

     "doc": "A VLAN ID valid on the wire at a port."},

    {"var": "<relay_vid>",

     "doc": "A VLAN ID valid internal to the switch."},

    {"var": "<VID>",

     "doc": "A VLAN ID"},

    {"var": "<Router_MAC_DA>",

     "doc": "A unicast MAC address used to reach the L3 flow tables"},

    {"var": "<Group_MAC>",

     "doc": "A group (multicast) MAC address."},

    {"var": "<Router_IP>",

     "doc": ["An IP address used to reach L3 control functions,",

             "e.g. a loopback address in the Router."]},    {"var": "<LocalSubnet>",

     "doc": "An IP subnet (address prefix) allocated to a directly attached L2 network or link."},

    {"var": "<port_no>",

     "doc": "A valid port number on the logical switch."},

    {"var": "<local_MAC>",

     "doc": "The unicast MAC address of a Router port on which a new L2 frame is transmitted."},

    {"var": "<dest_MAC>",

     "doc": "The destination MAC address for a new L2 frame."},

    {"var": "<subnet_VID>",

     "doc": "The VLAN ID of a locally attached L2 subnet on a Router."},

    {"var": "<<group_entry_types:name>>",

     "doc": ["An OpenFlow group identifier (integer) identifying a group table entry",

             "of the type indicated by the variable name"]}

  ],



  "features": [

    {"feature": "ext187",

     "doc": "Flow entry notification Extension – notification of changes in flow entries"},

    {"feature": "ext235",

     "doc": "Group notifications Extension – notification of changes in group or meter entries"}

  ],

  

  "meter_table": {

    "meter_types": [

      {"name": "ControllerMeterType",

       "bands": [{"type": "DROP", "rate": "1000..10000", "burst": "50..200"}]

      },

      {"name": "TrafficMeter",

       "bands": [{"type": "DSCP_REMARK", "rate": "10000..500000", "burst": "50..500"},

                 {"type": "DROP", "rate": "10000..500000", "burst": "50..500"}]

      }

    ],

    "built_in_meters": [

      {"name": "ControllerMeter", "meter_id": 1,

        "type": "ControllerMeterType", "bands": [{"rate": 2000, "burst": 75}]},

      {"name": "AllArpMeter", "meter_id": 2,

        "type": "ControllerMeterType", "bands": [{"rate": 1000, "burst": 50}]}

    ]

  },

  

  "flow_tables": [

    {

      "name": "ControlFrame",

      "doc": ["Filters L2 control reserved destination addresses and",

              "may forward control packets to the controller.",

              "Directs all other packets to the Ingress VLAN table."],

      "flow_mod_types": [

        {

          "name": "Frame-To-Controller",

          "doc": ["This match/action pair allows for flow_mods that match on either",

                  "ETH_TYPE or ETH_DST (or both) and send the packet to the", 

                  "controller, subject to metering."],

          "match_set": [

            {"field": "ETH_TYPE", "match_type": "all_or_exact"},

            {"field": "ETH_DST",  "match_type": "exact"}

          ],

          "instruction_set": {"exactly_one": [

           [

             {"instruction": "METER", "meter_name": "ControllerMeter",

                "doc": ["This meter may be used to limit the rate of PACKET_IN frames",

                       "sent to the controller"]},

             {"instruction": "APPLY_ACTIONS",

                "actions": [{"action": "OUTPUT", "port": "CONTROLLER"}]

             }],

           [

             {"instruction": "APPLY_ACTIONS",

                "actions": [{"action": "OUTPUT", "port": "CONTROLLER"}]

             }]

          ]}

        }

      ],

      "built_in_flow_mods": [

        {

          "name": "Control-Frame-Filter",

          "doc": "Mandatory filtering of control frames with C-VLAN Bridge reserved DA.",

          "priority": 1,

          "match_set": [{"field":"ETH_DST","mask":"0xfffffffffff0","value":"0x0180C2000000"}],

          "instruction_set": []

        },

        {

          "name": "Non-Control-Frame",

          "doc": "Mandatory miss flow_mod, sends packets to IngressVLAN table.",

          "priority": 0,

          "match_set": [],

          "instruction_set": [{"instruction": "GOTO_TABLE", "table": "IngressVLAN"}]

        }

      ]

    },

    {

      "name": "IngressVLAN",

      "doc": ["Ingress VID processing table, including:",

              " - accepting or blocking untagged and priority tagged frames",

              " - accepting or blocking VLAN tagged frames",

              " - ingress VID filtering control",

              " - (optional) ingress VID translation" ],

      "flow_mod_types": [

       {"all": [

        {

          "name": "Block-Untagged",

          "priority": "2..3",

          "doc": "Block untagged traffic on a port or all ports.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_NONE"}

          ],

          "instruction_set": [

            {"instruction": "CLEAR_ACTIONS"}

          ]

        },

        {

          "name": "Allow-Untagged",

          "priority": 3,

          "doc": "Allow untagged traffic.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "exact"},

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_NONE"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "PUSH_VLAN"},

                {"action": "SET_FIELD", "field": "VLAN_VID", "value": "<port_vid>"}]},

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        },

        {

          "name": "Block-Priority-Tagged",

          "priority": "5..7",

          "doc": "Block priority tagged traffic on a port or all ports.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "CLEAR_ACTIONS"}

          ]

        },

        {

          "name": "Allow-Priority-Tagged",

          "priority": "6..7",

          "doc": "Allow priority tagged traffic on a port or all ports.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "SET_FIELD", "field": "VLAN_VID", "value": "<port_vid>"}]},

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        }



       ],

       "zero_or_more": [

        {

          "name": "Enable-Ingress-VID-Filter",

          "priority": "2..3",

          "doc": "Used to enable ingress VID filtering on all ports or a specific port.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "mask": "0x1000", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "CLEAR_ACTIONS"}

          ]

        },

        {

          "name": "Disable-Ingress-VID-Filter",

          "priority": 3,

          "doc": "Used to disable ingress VID filtering on a specific port.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "exact"},

            {"field": "VLAN_VID", "mask": "0x1000", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        },

        {

          "name": "Ingress-VID-Allow",

          "priority": 4,

          "doc": "Used to allow a specific VID to ingress at a port or all ports.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "const_mask": "0xf000", "const_value": "0x1000",

               "mask": "0x0fff", "value": "<local_vid>"}

          ],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        },

        {

          "opt_tag": "VID-X",

          "name": "Ingress-VID-Translate",

          "priority": "4..5",

          "doc": "Used to translate specific VIDs at ingress at a port or all ports.",

          "match_set": [

            {"field": "IN_PORT", "match_type": "all_or_exact"},

            {"field": "VLAN_VID", "const_mask": "0xf000", "const_value": "0x1000",

             "mask": "0x0fff", "value": "<local_vid>"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "SET_FIELD", "field": "VLAN_VID", "value": "<relay_vid>"}]},

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        }

       ]}

      ],

      "built_in_flow_mods": [

        {

          "name": "Default-Allow-Untagged",

          "priority": 1,

          "doc": "Default to allow untagged traffic on all ports, default port VID is 1.",

          "match_set": [

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_NONE"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "PUSH_VLAN"},

                {"action": "SET_FIELD", "field": "VLAN_VID", "value": 1}]},

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        },

        {

          "name": "Default-Allow-Priority-Tagged",

          "priority": 4,

          "doc": ["Default flow_mod to allow priority tagged traffic on all ports,",

                  "default port VID is 1."],

          "match_set": [

            {"field": "VLAN_VID", "mask": "0x1fff", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "SET_FIELD", "field": "VLAN_VID", "value": 1}]},

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        },

        {

          "name": "Default-Disable-Ingress-VID-Filter",

          "priority": 1,

          "doc": "Default to disable ingress VID filtering on all ports.",

          "match_set": [

            {"field": "VLAN_VID", "mask": "0x1000", "value": "OFPVID_PRESENT"}

          ],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "MacLearning"}

          ]

        }

      ],	

      "table_subsets": [

        {"name": "IV-pass",

         "subset": [ "Allow-Untagged", "Allow-Priority-Tagged", "Disable-Ingress-VID-Filter",

                     "Ingress-VID-Allow", "Ingress-VID-Filter", "Ingress-VID-Translate",

                     "Default-Allow-Untagged", "Default-Allow-Priority-Tagged",

                     "Default-Disable-Ingress-VID-Filter" ]

        },

        {"name": "IV-drop",

         "subset": [ "Block-Untagged", "Block-Priority-Tagged", "Enable-Ingress-VID-Filter",

                     "MISS" ]

        }

      ]

    },

    {

      "name": "MacLearning",

      "doc": ["By default sends packets whose Source MAC address is ",

              "received on a new IN_PORT to controller for learning.",

              "The controller is expected to install flow_mods for learned",

              "addresses, and remove stale entries when required.",

              "The controller may also disable MAC learning for a VLAN ",

              "by installing a flow_mod to simply go to the next table."],

      "flow_mod_types": [

        {

          "name": "Known-MAC",

          "priority": 2,

          "doc": "Type used to create an entry for a learned MAC",

          "match_set": [

            {"field": "IN_PORT"},

            {"field": "VLAN_VID"},

            {"field": "ETH_SRC"}

          ],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "ACL"}

          ]

        },

        {

          "name": "Disable-MAC-Learning",

          "priority": 2,

          "doc": "Type used to disable MAC learning on a VLAN",

          "match_set": [{"field": "VLAN_VID"}],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "ACL"}

          ]

        },

        {

          "name": "MAC-Miss-limit",

          "doc": "Send unknown MACs to the controller, subject to metering.",

          "priority": 1,

          "match_set": [],

          "instruction_set": [

            {"instruction": "METER", "meter_name": "ControllerMeter",

             "doc": ["This meter may be used to limit the rate of PACKET_IN frames",

                     "sent to the controller"]},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}

              ]

            },

            {"instruction": "GOTO_TABLE", "table": "ACL"}

          ]

        }

      ],

      "built_in_flow_mods": [

        {

          "name": "MAC-Miss",

          "doc": "Send unknown MACs to the controller.",

          "priority": 0,

          "match_set": [],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}

              ]

            },

            {"instruction": "GOTO_TABLE", "table": "ACL"}

          ]

        }

      ]

    },

    {

      "name": "ACL",

      "doc": "Simple 5-tuple firewalling ACL table.",

      "flow_mod_types": [

        {

          "name": "IP5-Tuple-Block",

          "doc": ["This type allows matching on an IP 5-tuple and",

                  "dropping packets."],

          "match_set": [{

            "exactly_one": [

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ]

            ]

          }],

          "instruction_set": [

            {"instruction": "CLEAR_ACTIONS"}

          ]

        },

        {

          "name": "IP-5Tuple-Intercept",

          "doc": ["This type allows matching on an IP 5-tuple and",

                  "forwarding to the controller."],

          "match_set": [{

            "exactly_one": [

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ]

            ]

          }],

          "instruction_set": [

            {"instruction": "METER", "meter_name": "ControllerMeter",

                "doc": ["This meter may be used to limit the rate of PACKET_IN frames",

                        "sent to the controller"]},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}]

            }

          ]

        },

        {

          "name": "IP-5Tuple-Allow",

          "doc": ["This type allows matching on an IP 5-tuple and",

                  "sending on to the L2 table, overriding a lower",

                  "priority block or intercept."],

          "match_set": [{

            "exactly_one": [

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 2048},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV4_SRC", "match_type": "mask"}, 

                {"field": "IPV4_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 6},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "TCP_SRC",  "match_type": "mask"}, 

                {"field": "TCP_DST",  "match_type": "mask"}

              ],

              [

                {"field": "ETH_TYPE", "value": 34525},

                {"field": "IP_PROTO", "value": 17},

                {"field": "IPV6_SRC", "match_type": "mask"}, 

                {"field": "IPV6_DST", "match_type": "mask"}, 

                {"field": "UDP_SRC",  "match_type": "mask"}, 

                {"field": "UDP_DST",  "match_type": "mask"}

              ]

            ]

          }],

          "instruction_set": [

              {"instruction": "GOTO_TABLE", "table": "L2"}

          ]

        }

      ],

      "built_in_flow_mods": [

        {

          "name": "ACL-skip",

          "doc": "Mandatory miss flow mod, sends packets to L2 table.",

          "priority": 0,

          "match_set": [],

          "instruction_set": [{"instruction": "GOTO_TABLE", "table": "L2"}]

        }

      ]

    },

    {

      "name": "L2",

      "doc": ["MAC forwarding table"],

      "flow_mod_types": [

        {

          "name": "VID-flood",

          "priority": 1,

          "doc": "Flood frames with unknown DA.",

          "match_set": [

            {"field": "VLAN_VID", "const_mask": "0x1000", "const_value": "0x1000",

               "mask": "0x0fff", "value": "<VID>"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<VIDflood>"}

              ]

            },

            {"zero_or_one": {"instruction": "GOTO_TABLE", "table": "ProtoFilter",

             "doc": "Include this instruction of the VID is registered on the Router port."}}

          ]

        },

        {

          "name": "L2-Unicast",

          "priority": 2,

          "doc": "Unicast forwarding entry.",

          "match_set": [

            {"field": "VLAN_VID", "const_mask": "0x1000", "const_value": "0x1000",

               "mask": "0x0fff", "value": "<VID>"},

            {"field": "ETH_DST"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<EgressPort>"}

              ]

            }

          ]

        },

        {

          "name": "L2-Router-MAC",

          "priority": 2,

          "doc": "Router MAC address, so send toward IP flow tables.",

          "match_set": [

            {"field": "VLAN_VID", "const_mask": "0x1000", "const_value": "0x1000",

               "mask": "0x0fff", "value": "<VID>"},

            {"field": "ETH_DST", "value": "<Router_MAC_DA>"}

          ],

          "instruction_set": [

            {"instruction": "GOTO_TABLE", "table": "ProtoFilter"}

          ]

        },

        {

          "name": "L2-Multicast",

          "priority": 2,

          "doc": "L2 Multicast forwarding entry.",

          "match_set": [

            {"field": "VLAN_VID", "const_mask": "0x1000", "const_value": "0x1000",

               "mask": "0x0fff", "value": "<VID>"},

            {"field": "ETH_DST", "value": "<Group_MAC>"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<L2Mcast>"}

              ]

            }

          ]

        }

      ],

      "built_in_flow_mods": [

        {

          "name": "L2-Drop",

          "priority": 0,

          "doc": ["Discard frames with no VID registration,",

                  "i.e., VID without a <VIDflood> group and",

                  "corresponding VIDflood flow table entry."],

          "match_set": [],

          "instruction_set": [

            {"instruction": "CLEAR_ACTIONS"}

          ]

        }

      ],

      "table_subsets": [

        {"name": "L2-Forward",

         "subsets": ["VIDflood", "L2Unicast", "L2Multicast"]

        }

      ]

    },

    {

      "name": "ProtoFilter",

      "doc": ["Selects IP version flow table and forwards ARPs to controller."],

      "built_in_flow_mods": [

        {

          "name": "IPv4",

          "priority": 1,

          "doc": "Direct IPv4 packets to IPv4 flow table.",

          "match_set": [

            {"field": "ETH_TYPE", "value": 2048},

            {"field": "ETH_DST", "value": "<Router_MAC_DA>"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "GOTO_TABLE", "table": "IPv4"}

          ]

        },

        {

          "opt_tag": "IPv6",

          "name": "IPv6",

          "priority": 1,

          "doc": "Direct IPv6 packets to IPv6 flow table.",

          "match_set": [

            {"field": "ETH_TYPE", "value": 34525},

            {"field": "ETH_DST", "value": "<Router_MAC_DA>"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "GOTO_TABLE", "table": "IPv6"}

          ]

        },

        {

          "name": "Router-ARP",

          "priority": 2,

          "doc": "Direct targeted ARP packets to controller.",

          "match_set": [

            {"field": "ETH_TYPE", "value": 2054},

            {"field": "ARP_TPA", "value": "<Router_IP>"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}]

            }

          ]

        },

        {

          "name": "All-ARP",

          "priority": 1,

          "doc": "Direct ARP packets to controller.",

          "match_set": [

            {"field": "ETH_TYPE", "value": 2054}

          ],

          "instruction_set": [

            {"instruction": "METER", "meter_name": "AllArpMeter",

                "doc": ["This meter may be used to limit the rate of PACKET_IN frames",

                        "sent to the controller.  A separate controller meter is used",

                        "here, with a lower rate than main controller meter, to limit ARPs",

                        "before limiting other packets to the controller."]},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}]

            }

          ]

        }

      ]

    },

    {

      "name": "IPv4",

      "doc": ["IPv4 unicast forwarding table.  To achieve LPM the flow_mod",

              "priority must be the length of the prefix mask."],

      "flow_mod_types": [

        {

          "name": "v4-Unicast",

          "doc": ["LPM forwarding entry. Valid only if the priority value",

                  "matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV4_DST", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<NextHop>"}]

            }

          ]

        },

        {

          "name": "v4-Unicast-ECMP",

          "doc": ["LPM forwarding entry with ECMP. Valid only if the priority value",

                  "matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV4_DST", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<L3ECMP>"}]

            }

          ]

        },

        {

          "name": "Local-ARP",

          "doc": ["Local subnet address needing ARP. Valid only if the priority value",

                  "matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV4_DST", "value": "<LocalSubnet>", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}]

            }

          ]

        }

      ]

    },

    {

      "opt_tag": "IPv6",

      "name": "IPv6",

      "doc": ["IPv6 unicast forwarding table.  To achieve LPM the flow_mod",

                      "priority must be the length of the prefix mask."],

      "flow_mod_types": [

        {

          "name": "v6-Unicast",

          "doc": ["LPM forwarding entry. Valid only if the priority value",

                  "matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV6_DST", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<NextHop>"}]

            }

          ]

        },

        {

          "name": "v6-Unicast-ECMP",

          "doc": ["LPM forwarding entry with ECMP. Valid only if the priority value",

                  "matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV6_DST", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"zero_or_one": {"instruction": "METER", "type": "TrafficMeter"}},

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "GROUP", "group_id": "<L3ECMP>"}]

            }

          ]

        },

        {

          "name": "Local-ND",

          "doc": ["Local subnet address needing Neighbor Discovery. Valid only",

                  "if the priority value matches the length of the prefix mask."],

          "match_set": [

            {"field": "IPV6_DST", "value": "<LocalSubnet>", "match_type": "prefix"}

          ],

          "instruction_set": [

            {"instruction": "APPLY_ACTIONS",

              "actions": [

                {"action": "OUTPUT", "port": "CONTROLLER"}]

            }          ]

        }

      ]

    }

  ],



  "group_entry_types": [

    {

      "name": "EgressPort",

      "doc": ["Output to a port, removing VLAN tag if needed.",

              "Entry per port, plus entry per untagged VID per port."],

      "group_type": "INDIRECT",

      "bucket_types": [

        {"name": "OutputTagged",

         "action_set": [{"action": "OUTPUT", "port": "<port_no>"}]

        },

        {"name": "OutputUntagged",

         "action_set": [{"action": "POP_VLAN"},

                         {"action": "OUTPUT", "port": "<port_no>" }]

        },

        {"opt_tag": "VID-X",

         "name": "OutputVIDTranslate",

         "action_set": [{"action": "SET_FIELD", "field": "VLAN_VID", "value": "<local_vid>"},

                         {"action": "OUTPUT", "port": "<port_no>" }]

        }

      ]

    },

    {

      "name": "VIDflood",

      "doc": ["Output to all ports registered for a VID (except IN_PORT).",

              "Entry per VID."],

      "group_type": "ALL",

      "bucket_types": [

        {"name": "VIDport",

         "action_set": [{"action": "GROUP", "group_id": "<EgressPort>"}]

        }

      ]

    },

    {

      "name": "L2Mcast",

      "doc": ["Output to all ports in a multicast tree (except IN_PORT).",

              "Entry per L2 group address."],

      "group_type": "ALL",

      "bucket_types": [

        {"name": "MCASTport",

         "action_set": [{"action": "GROUP", "group_id": "<EgressPort>"}]

        }

      ]

    },

    {

      "name": "NextHop",

      "doc": ["Decrement IP TTL and add L2 header for next hop.",

              "Entry per next hop IP address."],

      "group_type": "INDIRECT",

      "bucket_types": [

        {"name": "KnownMAC",

         "action_set": [

           {"action": "DEC_NW_TTL"},

           {"action": "SET_FIELD", "type": "ETH_SRC", "value": "<local_MAC>"},

           {"action": "SET_FIELD", "type": "ETH_DST", "value": "<dest_MAC>"},

           {"action": "SET_FIELD", "type": "VLAN_VID", "value": "<subnet_VID>"},

           {"action": "GROUP", "group_id": "<EgressPort>"}]

        },

        {"name": "UnknownMAC",

         "action_set": [

           {"action": "DEC_NW_TTL"},

           {"action": "SET_FIELD", "type": "ETH_SRC", "value": "<local_MAC>"},

           {"action": "SET_FIELD", "type": "ETH_DST", "value": "<dest_MAC>"},

           {"action": "SET_FIELD", "type": "VLAN_VID", "value": "<subnet_VID>"},

           {"action": "GROUP", "group_id": "<Flood>"}]

        }

      ]

    },

    {

      "name": "L3ECMP",

      "doc": ["Output to one port in an ECMP set.",

              "Entry per destination border node."],

      "group_type": "SELECT",

      "bucket_types": [

        {"name": "nextHopOption",

         "action_set": [{"action": "GROUP", "group_id": "<NextHop>"}]

        }

      ]

    },

    {"zero_or_more": {

      "name": "NextHopFF",

      "doc": ["Decrement IP TTL and add L2 header for next hop.",

              "Entry per next hop IP address.",

              "Fast Failover allows multiple buckets, picks first operational."],

      "group_type": "FF",

      "bucket_types": [

        {"name": "KnownMAC",

         "action_set": [

           {"action": "DEC_NW_TTL"},

           {"action": "SET_FIELD", "type": "ETH_SRC", "value": "<local_MAC>"},

           {"action": "SET_FIELD", "type": "ETH_DST", "value": "<dest_MAC>"},

           {"action": "SET_FIELD", "type": "VLAN_VID", "value": "<subnet_VID>"},

           {"action": "GROUP", "group_id": "<EgressPort>"}]

        },

        {"name": "UnknownMAC",

         "action_set": [

           {"action": "DEC_NW_TTL"},

           {"action": "SET_FIELD", "type": "ETH_SRC", "value": "<local_MAC>"},

           {"action": "SET_FIELD", "type": "ETH_DST", "value": "<dest_MAC>"},

           {"action": "SET_FIELD", "type": "VLAN_VID", "value": "<subnet_VID>"},

           {"action": "GROUP", "group_id": "<Flood>"}]

        }

      ]

    }}

  ],

  "parameters": [

    {"name": "ACL::TableSize", "type": "integer"},

    {"name": "L2::TableSize", "type": "integer"},

    {"name": "IPv4::TableSize", "type": "integer"},

    {"name": "IPv6::TableSize", "type": "integer"},

    {"name": "Meter::TableSize", "type": "integer",

       "doc": "Number of meters that can be configured in the switch."},

    {"name": "Meter::Accuracy", "type": "integer",

       "doc": "Accuracy of meters on the switch."},

    {"name": "OptFunc", "type": "array of opt_tag values",

       "doc": "Support for optional functions can be negotiated using the OptFunc parameter."}

  ],

  "flow_paths": [

    {"doc": ["This object contains just a few examples of flow paths, it is not",

            "a comprehensive list of the flow paths required for this TTP.  It is",

            "intended that the flow paths array could include either a list of",

            "required flow paths or a list of specific flow paths that are not",

            "required (whichever is more concise or more useful."],

     "name": "L2-2",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACLskip","L2-Unicast",

              "EgressPort"]

    },

    {"name": "L2-3",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACLskip","L2-Multicast",

              "L2Mcast", [ "EgressPort" ]]

    },

    {"name": "L2-4",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACL-skip","VID-flood",

              "VIDflood", [ "EgressPort" ] ]

    },

    {"name": "L2-5",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACLskip","L2-Drop"]

    },

    {"name": "v4-1",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACLskip","L2-Router-MAC",

              "IPv4","v4-Unicast",

              "NextHop", "EgressPort"]

    },

    {"name": "v4-2",

     "path": ["Non-Control-Frame","IV-pass","Known-MAC","ACLskip","L2-Router-MAC",

              "IPv4","v4-Unicast-ECMP",

              "L3ECMP", "NextHop", "EgressPort"]

    }

  ]

}





