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Introduction 
This is the first report of the ONOS Security & Performance Analysis (sec&perf) brigade              
launched​ ​in​ ​February​ ​2017​ ​[1],​ ​and​ ​lead​ ​by​ ​Stefano​ ​Secci​ ​from​ ​LIP6,​ ​UPMC,​ ​France. 

The goal of sec&perf brigade reports is to raise awareness about weaknesses of the              
ONOS system, and to provide feedback to ONOS developers on the quality of their              
code and the impact of pieces of code on the ONOS performance. A level of               
performance is meant here to characterize the continuity in network performance, the            
system security and the robustness against various system and network impairments,           
endogeneous​ ​flaws​ ​or​ ​external​ ​attacks. 

In the following, we report the major activities of the brigade, distinguishing between             
performance analysis and security analysis. Code updates arising from the analysis are            
identified,​ ​where​ ​appropriate. 

Editorial note​: the report is not self-contained as a scientific publication could be, i.e., a               
prior technical knowledge on the various technologies (e.g., LISP control-plane          
architecture, OpenFlow message types, OSGi containers, etc) are needed to fully           
understand​ ​the​ ​content​ ​of​ ​the​ ​report. 
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1.​ ​Performance​ ​Analysis 
In​ ​this​ ​section,​ ​we​ ​report​ ​on​ ​​three​ ​major​ ​activities​ ​in​ ​which​ ​the​ ​brigade​ ​was​ ​involved: 

1. LISP​ ​SBI​ ​performance​ ​test. 
2. Control-plane​ ​performance​ ​under​ ​bundle​ ​failure. 
3. Evaluation​ ​of​ ​ONOS​ ​performance​ ​and​ ​scalability. 

 

1.1 LISP​ ​South-Bound​ ​Interface​ ​performance​ ​evaluation 
Contributors: Dung Chi Phung (LIP6), Loundja Imkounache (LIP6), Sofiane Kirati (LIP6),           
Florentin Betombo (LIP6), Lyasmine Fedaoui (LIP6), Jian Li (ONF), Stefano Secci           
(LIP6) 

We evaluated the performance of the ONOS LISP (Locator/Identifier Separation          
Protocol) SouthBound Interface (LISP-SBI), on which ONF, POSTECH and LIP6 are           
working on. The rest of this section is organized as follows: section 1.1.1 introduces the               
LISP protocol; section 1.1.2 describes the testbed; the performance results are           
presented​ ​in​ ​section​ ​1.1.3. 

1.1.1 The​ ​Locator/Identifier​ ​Separation​ ​Protocol​ ​(LISP) 
The Locator/Identifier Separation Protocol (LISP) introduces a two-level routing         
infrastructure on top of the current IP routing architecture, mapping an endpoint            
identifier (EID) to one or several routing locators (RLOCs). RLOCs remain globally            
routable, while EIDs become provider-independent and only routable in the local           
domain. The main advantages of the resulting overlay routing architecture can be the             
reduction of the BGP routing table size if properly configured, and the support of              
efficient traffic engineering with seamless IP mobility across the LISP network edge.            
Moreover, LISP enables a large set of applications and use cases such as virtual              
machine mobility management, layer 2 and layer 3 virtual private networks,           
intra-autonomous​ ​system​ ​(AS)​ ​traffic​ ​engineering,​ ​and​ ​stub​ ​AS​ ​traffic​ ​engineering​ ​[2]. 

More technically, LISP uses a map-and-encap approach, where a mapping (i.e., a            
correspondence between an EID-Prefix and its RLOCs) is first retrieved and used to             
encapsulate the packet in a LISP-specific header that uses only RLOCs as addresses.             
Such a map-and-encap operation in LISP is performed using a distributed mapping            
database for the first packet of a new flow, i.e., an EID destination,. After that, the                
mapping is cached locally for all subsequent packets of the given flow. The LISP control               
plane is based on signaling protocols necessary to handle EID-to-RLOC registrations           
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and resolutions, dynamically populating mapping caches at LISP network nodes. In           
practice, when a host sends a packet to another host at another LISP site, it sends a                 
native IP packet with the EID of the targeted host as the destination IP address; the                
ingress tunnel router (ITR) maps EID to RLOCs, appends a LISP header and an              
external IP/UDP header with the ITR as source address, and, as the destination             
address, an RLOC selected from the mapping of the destination EID. The egress tunnel              
router (ETR) that owns the destination RLOC strips the outer header (i.e., decapsulates)             
and​ ​sends​ ​the​ ​native​ ​packet​ ​to​ ​the​ ​destination​ ​EID. 

 

Figure​ ​1:​ ​​An​ ​example​ ​of​ ​LISP​ ​communications​ ​between​ ​two​ ​LISP​ ​sites.​ ​Source:​ ​[2] 

For example, in Figure 1 the traffic from host 1.1.1.1 to host 2.2.2.2 is encapsulated by                
the ITR (i.e., RLOC1 in this example) toward one of the RLOCs (the one with the                
highest priority, i.e., RLOC3), which acts as the ETR and decapsulates the packet             
before forwarding it to its final destination. On the way back to 1.1.1.1, RLOC4’s xTR               
queries the mapping system and gets two RLOCs with equal priorities, hence            
performing​ ​load-balancing,​ ​as​ ​suggested​ ​by​ ​the​ ​weight​ ​metric.  

For scalability reasons, ITRs learn mappings on-demand via the so-called mapping           
system. The mapping system is composed of the mapping database system and the             
map-service interface. On one hand, the mapping database system forms the           
infrastructure that stores mappings on the global scale, potentially using complex           
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distributed algorithms. On the other hand, the map-service interface hides this           
complexity via two network elements, the map resolver (MR) and map server (MS),             
deployed at the edge of the mapping database system, which LISP sites contact to              
retrieve and register mappings. More precisely, when an ITR is willing to obtain a              
mapping for a given EID, it sends a map-request message to an MR. The MR is                
connected to the mapping database system and implements the lookup logic in order to              
determine at which LISP site the map-request must be delivered (to any of its ETRs),               
and delivers it. The ETR receiving the query will return the mapping directly to the               
requesting ITR with a map-reply message. The map-reply has the same nonce value             
copied from Map-request. It is worth noting that the ETR of a LISP site is not directly                 
involved in the mapping database system but is instead connected to an MS. The ETR               
sends a map-register message to that MS, which later ensures that the mapping is              
registered in the mapping database system. The MS verifies the authenticity of            
messages before updating to the mapping database. Optionally, the MS can           
acknowledge the registration with a map-notify message with the nonce value copied            
from​ ​the​ ​header​ ​of​ ​the​ ​map-register​ ​message. 

For the performance evaluation of the LISP SBI, we focus on the two most important               
LISP control-plane functions; the Map-Server and Map-Resolver functions. We use a           
message generator to send messages to the LISP-SBI at different speeds, and we             
exploit message captures to calculate the number of lost messages and the latency of              
message​ ​processing​ ​latency. 

The tests were run on the LISP SBI version available up to Q1 2017 in ONOS 1.11.0                 
(commi​t: ​0b5b35ddc1be6b29948e4ed8b8397303564a5610)​. The results of the tests lead to         
the identification of the fact that the LISP-SBI mapping database structure was the main              
performance bottleneck. This lead to code improvements integrated in ONOS 1.11.0           
(commit: ​f17e0c9c9175fbcdc3248918d19ab96f8741fbbe​) master version onward. We show       
the​ ​stress-test​ ​performance​ ​results​ ​for​ ​both​ ​the​ ​original​ ​and​ ​improved​ ​versions.  

1.1.2 Testbed​ ​description 
We used a testbed with two physical servers with a 3.4 GHz quad-core CPU and 16                
Gbytes of live memory, as depicted in Figure 2. They are directly connected by two               
10-Gbits/s links. In the first server, we deployed ONOS 1.11, in the default             
configuration: a single node cluster (note the LISP SBI repository still needs to be              
extended to exploit distributed repositories). In the second server, we installed the            
message generator (MG) which can generate control-plane messages at different          
speeds​ ​and​ ​with​ ​LISP​ ​sites​ ​of​ ​different​ ​size​ ​(i.e.,​ ​number​ ​of​ ​prefixes​ ​per​ ​LISP​ ​site).  
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The message capture is done directly in the ONOS server. We use TCPdump to              
capture the messages when they arrive and the messages when they leave the             
controller. Looking at the nonce value, by analyzing the pcap file we can match the               
incoming messages with the reply messages and we calculate the packet loss and the              
latency. For the MS, the latency corresponds to the time taken to check the validity of                
the map-register message, to update the mapping entry in the mapping database, and             
to send back map-notify messages. For the MR, the processing latency corresponds to             
the​ ​mapping​ ​lookup​ ​time​ ​and​ ​the​ ​time​ ​to​ ​return​ ​the​ ​map-reply. 

 

Figure​ ​2:​​ ​LISP​ ​SBI​ ​testbed​ ​configuration 

  

For the sake of realism, we fed the EID-to-RLOC database IPv4 prefixes of the DANTE               
network public routing table, fragmenting /16 prefixes into /24 prefixes. Thus, we            
obtained a mapping database of more than 260,000 different EID prefixes. Randomly            
selecting EID prefixes from the database, we constructed the LISP sites, each site             
having from 1 to ​e EID prefixes. We vary the number of LISP sites from 50 to 1500                  
(roughly 10 times the number of sites currently connected to the LISP Beta Network),              
with a step of 50 sites; ​e takes a random value between 1 and 5, in order to encompass                   
use-cases where LISP sites intensively performing multihoming traffic engineering and          
IP/prefix​ ​mobility​ ​across​ ​RLOCs.  
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1.1.3 Results  
Figures 3 and 4 show the result of the MS stress tests using boxplots (min, max, and                 
quantiles). We use four different message rates, from 1200 to 10000 messages per             
second (shown in different colors in the pictures). We note that the packet loss is very                
low with low rates but becomes significant (3% to 6%) with higher message rates. In               
terms of processing latency, it is sub-ms for 1200 message/second rates and it             
increases to 2-4 ms for higher rates. These results suggest that the logic implemented              
for the update of the mapping database represents a light portion of the overall              
processing load. It is also worth noting that in the tests the map-register message was               
authenticated only by using the key value. The EID-prefix was not checked to verify that               
it​ ​was​ ​under​ ​control​ ​of​ ​the​ ​LISP​ ​site. 

 

Figure​ ​3:​​ ​MS​ ​performance​ ​test​ ​result​ ​-​ ​packet​ ​loss 
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Figure​ ​4:​​ ​MS​ ​performance​ ​test​ ​result​ ​-​ ​processing​ ​latency 

 

Figures 5 and 6 show the MR performance results. The map-request rate increases             
from​ ​200​ ​to​ ​1200​ ​messages​ ​per​ ​second.  

Figure 5 results show that the message loss and latency are both highly dependent on               
the packet rate and the number of LISP sites. With only 200 packets/second, with more               
than 1400 LISP sites we have more than 1% packet loss. Increasing from 200 to 1200                
packets/second, the loss rate increases to 50%, and more than 80% when the number              
of​ ​LISP​ ​sites​ ​is​ ​higher​ ​than​ ​1400.  

Figure 6 shows that there is a limit in the number of LISP sites after which the                 
processing latency increases to unacceptable values in the order of dozens of seconds.             
This limit is around 1300 sites at low rate (200 packets/second), and decreases to 450               
and​ ​250​ ​with​ ​600​ ​and​ ​1200​ ​packets/s,​ ​respectively. 
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Figure​ ​5:​​ ​MR​ ​performance​ ​test​ ​result​ ​-​ ​packet​ ​loss 

 

Figure​ ​6:​ ​​MR​ ​performance​ ​test​ ​result​ ​-​ ​processing​ ​latency 
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1.1.4 Test​ ​results​ ​after​ ​improvement 
Having shared the results reported in 1.1.3 with LISP SBI developers, some            
improvements were made to the LISP SBI. The results of testing following these             
improvements​ ​are​ ​presented​ ​in​ ​this​ ​section. 

In ONOS 1.11.0 (comm​it: ​f17e0c9c9175fbcdc3248918d19ab96f8741fbbe)​, t​he mapping       
database structure is changed to a radix-tree structure, a structure conventionally used            
in many IP router software such as the OpenLISP control-plane developed by LIP6             
[2,3]. 

The MS interface performance (Figures 7 and 8) improved, scaling better with the             
control-plane packet rate. In order to get performance comparable to those obtained            
with the previous ONOS version, we increased the rate range from [1200,10000] to             
[50000,450000] packets per second. This indicates how better the new LISP SBI            
mapping database structure scales. There is no relevant dependence on the number of             
registered​ ​LISP​ ​sites. 

 

Figure​ ​7:​​ ​MS​ ​performance​ ​test​ ​result​ ​after​ ​improvement​ ​-​ ​packet​ ​loss 
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Figure​ ​8:​ ​​MS​ ​performance​ ​test​ ​result​ ​after​ ​improvement​ ​-​ ​processing​ ​latency 

 

For the MR interface performance (Figures 9a and 9b), we increased the packet rate              
range from [200-1200] to [50000, 600000] packets per second. Even with such high             
rates, the processing latency is no longer in the order of dozens of seconds but in the                 
order​ ​of​ ​hundreds​ ​of​ ​microseconds.​ ​In​ ​terms​ ​of​ ​packet​ ​loss,​ ​it​ ​is​ ​always​ ​below​ ​5%. 
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Figure​ ​9a:​ ​​MR​ ​performance​ ​test​ ​result​ ​after​ ​improvement​ ​-​ ​packet​ ​loss 

 

Figure​ ​9b:​ ​​MR​ ​performance​ ​test​ ​result​ ​after​ ​improvement​ ​-​ ​processing​ ​latency 

Overall, the improvements have resulted in a scalable LISP SBI offering acceptable            
performance​ ​for​ ​operational​ ​deployment.  
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1.2​ ​Controller​ ​availability​ ​against​ ​bundle​ ​failure​ ​analysis 
Contributors: Kamel Attou (LIP6), Samia Kossou (LIP6), Mamadou Ndiaye (LIP6),          
Albert​ ​Su​ ​(LIP6),​ ​Coumba​ ​Sall​ ​(LIP6),​ ​Stefano​ ​Secci​ ​(LIP6) 

The ONOS subsystem is built on top of the Apache Karaf feature service, which in turn                
is built using the standard OSGi bundle management services. The Karaf feature            
service essentially provides means to activate and deactivate a collection of OSGi            
bundles as a single feature. ​ONOS allows the definition and packaging of multi-bundle             
and multi-feature applications. For that reason, any attack to some bundles may affect             
the​ ​performance​ ​of​ ​different​ ​applications,​ ​including​ ​control-plane​ ​traffic​ ​processing.  

During ONOS Build 2016, we run a survey, asking to senior participants and French              
SDN professionals to respond to 24 questions about the importance of eight failure             
modes in an SDN environment. 132 SDN experts replied to the survey. The survey              
asked a rating from 1 to 5 on the severity, probability of occurrence and detectability of                
eight failure modes against an SDN system, including also two types of bundle failures.              
We​ ​included​ ​the​ ​following​ ​failure​ ​modes: 

Failure​ ​1​:​ ​bundle​ ​failure​ ​in​ ​a​ ​single-instance​ ​setting 
Failure​ ​2​:​ ​inter-module​ ​channel​ ​failure  1

Failure​ ​3​:​ ​controller​ ​instance​ ​failure​ ​in​ ​a​ ​single-instance​ ​setting 
Failure​ ​4​:​ ​bundle​ ​failure​ ​in​ ​a​ ​multi-instance​ ​setting 
Failure​ ​5​:​ ​physical​ ​switch​ ​node​ ​failure 
Failure​ ​6​:​ ​virtual​ ​switch​ ​node​ ​failure 
Failure​ ​7​:​ ​southbound​ ​control-plane​ ​link​ ​failure 
Failure​ ​8​:​ ​data-plane​ ​link​ ​failure 

Figure 10 reports the result of the survey. Results on the most common and              2

understandable failures, i.e., failures 3, and 5 to 8, show intuitive responses, such as,              
for instance, that virtual switch failure is considered as less severe and frequent than              
the physical switch failure. In terms of bundle failures, the survey indicates that the              
general feeling is that there is no difference between bundle failure in a single instance               
setting instead than in a multi-instance setting. A closer look reveals that bundle failure              
in a distributed setting is considered as less detectable, and bundle failure in a              

1 Meant as inter-bundle and inter-thread channel, also in a single-instance configuration, accounting for              
live​ ​memory​ ​attacks..​ ​We​ ​have​ ​not​ ​explored​ ​this​ ​failure,​ ​eventually. 
2 ​using quantile boxplots: the red line is the median, between the blue box from the first and the third                    
quantiles, with the upper and lower bound black lines indicating the maximum and the minimum, and the                 
red​ ​‘+’​ ​the​ ​outliers. 
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single-instance setting is considered as occurring a bit more often than in the distributed              
setting.​ ​These​ ​are​ ​subjective​ ​collective​ ​results​ ​on​ ​a​ ​not​ ​well​ ​known​ ​failure​ ​mode. 

 

Figure​ ​10​:​ ​ONOS​ ​Build​ ​2016​ ​SDN​ ​failure​ ​questionnaire​ ​results 

Therefore, in order to better understand bundle failures, ​we performed a quantitative            
analysis to experimentally evaluate the impact of specific bundle failures on the            
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control-plane availability of a basic network setting controlled by ONOS, in both the             
single​ ​instance​ ​and​ ​multiple​ ​instances​ ​configurations.  

1.2.1 Methodology 
We emulate the impact of bundle failure via bundle deactivation as follows: for each              
test, we store a control-plane traffic capture file from the virtual interface at the controller               
virtual machine level (this allows the control-plane traffic from the virtual switch in the              
controller physical machine to be discarded). We stop a bundle after 40 seconds of              
normal bundle execution, we reactivate it after 40 seconds, and we capture for another              
40​ ​seconds​ ​to​ ​observe​ ​the​ ​behavior​ ​after​ ​bundle​ ​reactivation. 

From the generated traffic capture file, we trace an I/O Graph, as represented in ​Figure               
11. ​The illustration is explained as follows: the marker trace represents the number of              
OpenFlow packets per second for a given OpenFlow type; from the controller to the              
switches on the top (“Outgoing traffic”), and from the switches to the controller on the               
bottom​ ​(“Incoming​ ​traffic”). 

 

Figure​ ​11:​ ​​Example​ ​of​ ​an​ ​I/O​ ​graph​ ​result​ ​of​ ​a​ ​given​ ​bundle 
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