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“It’s not magic, it’s math.”
⎯ Many different people
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The Plan

•

•

•
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Network Under Test
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Network Under Test with Data Injection/Collection Points
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Traffic injection/collection point
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P4 Hop Latency

•

•
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Using Hop Latency to Predict Hop Latency
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Incorporating Packet Path Into Predictive Data

•

•

•

Hop Latency By Switch

SW203 SW204 SW205 SW206 SW207 SW208 SW226 SW227 SW246 SW247
13 0 0 0 0 11 10 0 11 0

31 0 0 0 0 26 9 0 10 0

0 0 0 0 10 15 0 0 0 13

0 463 0 0 0 42 0 11 0 17

0 0 11 0 0 0 0 12 0 14
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Connected Devices Correlate
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Incorporating Packet Path Into Predictive Data

•

•

•

Hop Latency By Switch

SW203 SW204 SW205 SW206 SW207 SW208 SW226 SW227 SW246 SW247
13 0 0 0 0 11 10 0 11 0

31 0 0 0 0 26 9 0 10 0

0 0 0 0 10 15 0 0 0 13

0 463 0 0 0 42 0 11 0 17

0 0 11 0 0 0 0 12 0 14



Copyright © Ciena Corporation 2018. All rights reserved. Confidential & Proprietary. 11

Oh, that is the Queue ID … Correlation

switchid ingress_port egress_port queue_occup hop_latency

switchid 1.0 -0.1 -0.11 -0.089 -0.11
ingress_port -0.1 1.0 -0.092 0.063 -0.0002
egress_port -0.11 -0.092 1.0 -0.042 0.03
queue_occup -0.089 0.063 -0.042 1.0 0.78
hop_latency -0.11 -0.0002 0.03 0.78 1.0

switchid ingress_port egress_port queue_occup hop_latency

switchid 1.0 -0.16 -0.14 -0.19 0.079
ingress_port -0.16 1.0 -0.17 0.025 -0.0037
egress_port -0.14 -0.17 1.0 0.0065 -0.044
queue_occup -0.19 0.025 0.0065 1.0 0.3
hop_latency 0.079 -0.0037 -0.044 0.3 1.0

Spearman Correlation

Pearson Correlation
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Correlate the World

queue_occup hop_latency s203_hl s203_qo s204_hl s204_qo s205_hl s206_hl s206_qo s207_hl s207_qo s208_hl s208_qo s226_hl s226_qo s227_hl s227_qo s246_hl s246_qo
queue_occup 1.0 0.75 0.071 0.093 0.75 0.98 -0.00032 0.055 0.069 0.06 0.067 0.029 0.012 -0.014 0.0044 0.01 0.008 -0.0064 0.0093
hop_latency 0.75 1.0 0.096 0.082 0.98 0.74 0.0023 0.041 0.044 0.045 0.046 0.036 0.017 0.00064 0.013 0.0043 0.0086 -0.0052 0.013
s203_hl 0.071 0.096 1.0 0.84 -0.0077 -0.01 0.0018 -0.0025 -0.00092 -0.0032 -0.0017 0.0008 -0.00081 0.0007 -0.00033 -0.007 0.00093 0.00074 0.00058
s203_qo 0.093 0.082 0.84 1.0 -0.004 -0.0045 0.0012 -0.00095 -0.00044 -0.0016 -0.00092 -0.00015 -0.0006 0.00044 -0.00021 -0.0029 0.00042 0.00096 0.0011
s204_hl 0.75 0.98 -0.0077 -0.004 1.0 0.78 -0.0038 -0.0096 -0.0033 -0.0081 -0.003 0.016 -0.0018 -0.018 -0.0024 0.0029 0.00063 -0.024 -0.0036
s204_qo 0.98 0.74 -0.01 -0.0045 0.78 1.0 -0.0026 -0.011 -0.0039 -0.0047 -0.0025 0.022 0.00015 -0.021 -0.0019 0.0089 -0.0012 -0.019 -0.0028
s205_hl -0.00032 0.0023 0.0018 0.0012 -0.0038 -0.0026 1.0 -0.00069 -0.0003 -0.0011 -0.00042 0.0014 0.00065 -0.00078 -7.7E-05 -0.0025 -0.00022 -0.0004 -0.00011
s206_hl 0.055 0.041 -0.0025 -0.00095 -0.0096 -0.011 -0.00069 1.0 0.92 -9.9E-05 -1.8E-05 -0.0025 -0.00053 -0.0042 -0.00022 0.019 0.0016 -0.002 -0.00044
s206_qo 0.069 0.044 -0.00092 -0.00044 -0.0033 -0.0039 -0.0003 0.92 1.0 -0.00017 -0.00042 -0.0012 -0.00042 -0.0027 -0.0003 0.0082 0.00033 -0.0019 -0.00045
s207_hl 0.06 0.045 -0.0032 -0.0016 -0.0081 -0.0047 -0.0011 -9.9E-05 -0.00017 1.0 0.92 -0.0035 4.9E-05 -0.003 -0.0002 0.017 0.00069 -0.0007 5.3E-05
s207_qo 0.067 0.046 -0.0017 -0.00092 -0.003 -0.0025 -0.00042 -1.8E-05 -0.00042 0.92 1.0 -0.00068 0.00011 -0.0023 -0.0002 0.0077 0.0002 -0.0017 -0.00027
s208_hl 0.029 0.036 0.0008 -0.00015 0.016 0.022 0.0014 -0.0025 -0.0012 -0.0035 -0.00068 1.0 0.85 -0.019 -0.0015 0.011 0.00096 -0.014 -0.0022
s208_qo 0.012 0.017 -0.00081 -0.0006 -0.0018 0.00015 0.00065 -0.00053 -0.00042 4.9E-05 0.00011 0.85 1.0 -0.0022 -0.00017 0.002 -0.00012 -0.0017 -0.00026
s226_hl -0.014 0.00064 0.0007 0.00044 -0.018 -0.021 -0.00078 -0.0042 -0.0027 -0.003 -0.0023 -0.019 -0.0022 1.0 0.84 -0.024 -0.0015 0.092 0.049
s226_qo 0.0044 0.013 -0.00033 -0.00021 -0.0024 -0.0019 -7.7E-05 -0.00022 -0.0003 -0.0002 -0.0002 -0.0015 -0.00017 0.84 1.0 -0.0019 -0.00012 0.075 0.05
s227_hl 0.01 0.0043 -0.007 -0.0029 0.0029 0.0089 -0.0025 0.019 0.0082 0.017 0.0077 0.011 0.002 -0.024 -0.0019 1.0 0.88 -0.019 -0.0029
s227_qo 0.008 0.0086 0.00093 0.00042 0.00063 -0.0012 -0.00022 0.0016 0.00033 0.00069 0.0002 0.00096 -0.00012 -0.0015 -0.00012 0.88 1.0 -0.0012 -0.00018
s246_hl -0.0064 -0.0052 0.00074 0.00096 -0.024 -0.019 -0.0004 -0.002 -0.0019 -0.0007 -0.0017 -0.014 -0.0017 0.092 0.075 -0.019 -0.0012 1.0 0.91
s246_qo 0.0093 0.013 0.00058 0.0011 -0.0036 -0.0028 -0.00011 -0.00044 -0.00045 5.3E-05 -0.00027 -0.0022 -0.00026 0.049 0.05 -0.0029 -0.00018 0.91 1.0
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Global Queue Occupancy v. Hop Latency

•
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Queue Occupancy v. Hop Latency by Switch



Copyright © Ciena Corporation 2018. All rights reserved. Confidential & Proprietary. 15

Training

Without Path

With Path
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Predicted Hop Latency (no path component)

Predicted Actual
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Predicted Hop Latency (with path component)

Predicted Actual
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Incorporating ONOS Port Statistics

* Some [useless] columns/rows removed  
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Post Mortem 

•

•

•
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Direction – Adaptive Model Generation (simplified)

Telemetry
CollectorNetwork

Production
Model

Candidate 0
Model

Promote candidate 0 to 
production model when 
candidate model has 
statistically smaller 
prediction error rate

Telemetry
Storage

Calculate
Correlation
Features

Candidate N
Model

Promote candidate N 
model to N-1 when 
model has statistically 
smaller prediction error 
rate

Train

Sliding Data Window
Create a new candidate 
model when correlation 
features or model 
weights (I.e. policy) 
dictates 

Policy

Closed Loop
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Direction – Adaptive Closed Loop

Machine 
Learning

Prediction

Control
System

Machine Learning is Watching



Copyright © Ciena Corporation 2018. All rights reserved. Confidential & Proprietary. 22

Direction - Adaptive Machine Learning

Data
Cleansing [no reflex]

Reflexive
Action

[reflex]

Invoke

[ignore]

[interesting]
[suggested action]

[pattern discovered]

Feature
Recognition

Cross Feature
Recognition

Feature
Cleansing

Correlation
Calculation

Memory

[learned reflex]

add / remove learned reflex

add / remove learned cleansing process 

A learned reflex is a combination of data 
cleansing rules, [cross] feature calculation, 

and linear inferencing formula.
Cross Feature

Generation

add / remove learned cross features 

What is the 
relationship?

Feedback Loop
(i.e. did action have 

desired affect)

[desired affect not realized]

raw data

Raw data must be 
available for higher 
cognitive analysis.

[no correlation]

Cortex

Spinal Cord
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“If Your Data Is Bad, Your 
Machine Learning Tools Are 

Useless”
Thomas C. Redman - https://hbr.org/2018/04/if-your-data-is-bad-your-machine-learning-tools-are-useless

“As data scientists, our job is 
to extract signal from noise.”

Daniel Tunkelang, Consultant / Advisor



Copyright © Ciena Corporation 2018. All rights reserved. Confidential & Proprietary. 24

Coming soon to open source …

•
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