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NICs: dumb, basic, smart, intelligent, programmable
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Network Interface Cards
(also known as Adapters)

Disclaimer: Vendor associations are illustrative, and not necessarily precisely mapped to dumb, basic, smart, intelligent, programmable.

More things offloaded to, or accelerated by, the NIC

SoC

FPGA

NPU



NICs vs. switches; NICs in endpoints and middleboxes
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Look pretty similar P4 use cases:
It’s the programmable data plane pipeline that matters

EndpointNIC

MiddleboxNIC

Look pretty similar: it’s a NIC on a server



Xilinx Labs ‘Adaptive NIC’ taxonomy
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Xilinx Labs Type 2/3 NIC prototypes, 2015-2018
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40/50G Ethernet MAC/PHY

Ingress 
datapath
offload

P4

Application 
function 

acceleration 

C/C++

PCIe/SRIOV

Virtual Machines hosted on CPU
DPDK

Egress 
datapath
offload

P4

Memory

Later upgraded to 100G Ethernet Experimental use cases



Current playpen:
Xilinx Labs supported base shell
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Xilinx Vivado IP

Xilinx Labs open IP

†  See P4 Roundtable 2020 talk: “Towards an Open P4 Programmable Hardware Platform”

2 x 100Gb/s
FPGA
SRAM, DRAM
PCIe Gen3 x 16

P4 playpen



P4 Portable NIC Architecture (PNA) project
• Some issues being considered:

• There are ingress and egress pipelines
• What are the standard components of each pipeline?

• Which are P4 programmable?
• Is more variability needed than in PSA?

• What about in-line externs, particularly fixed-function NIC blocks?
• What lookaside externs might be needed?

• Is direct interaction between ingress and egress allowed?
• What about isolation/virtualization?
• Should the collection of network ports be modelled explicitly?
• Is there a switch within the NIC?

• How is host CPU interface modelled?
• Differentiate data plane CPU, and control plane CPU, roles
• Impact on P4Runtime

• Beyond packet forwarding:
• Is protocol (e.g., TCP) termination covered?
• Is ‘Type 3’ NIC covered – payload processing as well as forwarding?

• Aiming for modular spec that has as much in common 
with PSA as possible

• Wondering what extensions to P4 might be needed

• Current P4.org architecture sub-group
• Active helpers wanted …
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One initial proposal



Thank You

Contact info for further questions:
Gordon.Brebner@Xilinx.com
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What Are We Going to Talk About? 

Two use cases

● TCP connection tracking

○ Benefits of P4 writable tables

● Generic Segmentation Offload (GRO) and Large Receive 

Offload (LRO)

○ Value of a PSA variant

An overview of the Distributed Services Card

● Our P4 playground
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The Distributed Services Card (DSC)

PCIe Programmable Platform 

● 2 x 25Gb/s Ethernet ports

● 2 x 100Gb/s Ethernet ports
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DSC Programmable Processor Architecture
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Host Interface

PCIe Memory

Coherent Interconnect

ARM
Cores

Service
Processing
Offloads

P4
Packet Processing 

Dataplane

Packet Buffer
Traffic Manager

Ethernet Port Ethernet Port

Network Interface Network 
Interface

A more detailed 
explanation in the 
P4 Expert 
Roundtable Series 
talk 
“Programmable 
Data Plane 
Architecture for the 
Network Edge”
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A case for P4 
enhancements

Use Case 1




