oM~ .

S~POTUIGHT

BROADBAND

Taking open source software to production readiness
With ONF distributed devops

Suchitra Vemuri
ONF Director of QA

2020



The Challenge

For a typical vendor to deliver a “carrier
grade” production ready software to a
service provider represents a big

challenge....



The Challenge

+ a solution with multiple components




The Challenge

+ delivering with the new CI/CD paradigm




The Challenge

+ delivering it in an open source
community with many companies
participating with different levels of

commitment makes it impossible




Operator challenge: bringing open source to production quality

How does one ensure quality software in an open source based solution?

m  How to organize a community spanning multiple companies with different processes?
m How to have ownership of issues? How to quickly resolve issues?

m How to establish common code/testing principles/quidelines?

m How to create common automation framework required to tame complexity?

m  How to include real world production traffic which is required to get to production level?

o M=



Production releases achieved by ONF Community

- Comcast (Trellis, ONOS)

Trellis is a multi-purpose leaf-spine fabric running on ONOS and supporting
distributed access networks and edge cloud applications.

Deployed in 20+ geographies with total 300k+ subscribers
e« T-Mobile Poland (OMEC)

OMEC is the first full-featured, scalable, high performance open source EPC -

providing fixed mobile (FMS) substitution in the Polish market.
First roll out - limited customers to run for 30-day grace period

- ATT, DT, TT (SEBA/VOLTHA - in progress)

SEBA supports a variety of virtualized access technologies at the edge of the carrier

network. A key platform is VOLTHA used to virtualize access to PON infrastructure. =



Taking SEBA/VOLTHA to production readiness ...



Our Focus - SEBA/Voltha Project
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Testing to production level

Comparing incumbent vendor vs open source

Vendor

Single business unit
(clear authority and responsibility)

Multiple groups within the organization (development, multiple
test groups)

Single process/workflow defined by the organization
Tools/frameworks are well known

Various types of testing (system, scale, performance, stress,
soak)

Vendor works closely with the operator during field
trials/deployments

Multiple-year release cycles

Open Source

Multiple organizations
(authority and responsibilities need to be coordinated by ONF)

Groups spread across organizations

Multiple processes/workflows
Tools/frameworks are different

Various types of testing (spread across community coordinated
by ONF)

Closely work with the operator under ONF’s coordination (with
multiple vendors)

Continuous release cycles



Can we achieve a better result in an open source environment?

Better test coverage
Faster issue discovery and resolution
Faster time to scale, performance, interoperability

Faster cycles of incorporating changes

Yes - ONF community test process



ONF Community Testing - Best Practices

e Distributed DevOps

Need to define good processes for CI/CD and establish coding/testing
guidelines

Establish a good continuous feedback model

Establish good turn around times for handling issues

Automate as much as possible with good tools/frameworks in place

Automation required in
unit, functional, integration, scale, performance, soak/stability testing



._~'UnitTesting
. Frameworks -

Robot

DevOps Model

DevOps software strategy bridges gap between the development and operations
side of the company and helps us to deliver quality software in time



ONF Distributed DevOps

Brigades

Operators
(DT, TT, ATT)

Multicast &
. Voltha . ONOS
[ Stabilization }[ BAL3.0 }[ ECAPS } [ 1|YIuIt|-TCON }[ FCAPS }[

BBSim/Scal Test
ability Automation

|

Total of 8o contributors

Team divided into brigades/work groups
Process/workflows were defined

Each brigade has specific goals and objectives

Brigade progress was monitored/reviewed and shared with operators

Communication established within and across groups



Testing in DevOps

Version - Continuous Continuous Continuous
Control Integration Delivery Deployment

Build,

CodeReview, Deploy on
UnitTest, Test Servers

for end user
testing

Deploy on
Prod servers
and Monitor

Source Code

Management Functional

Tests




SEBA/Voltha Common Test Automation Framework
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Voltha-system-tests repo

Written in Robot Framework/python
Supports testing on hardware
(OLT/ONU) and BBSim (simulated
OLT/ONU)

Supports testing of various
workflows (ATT, DT, TT)

Provides debug/logging capabilities
on tests

Supports component level and
system level tests


https://github.com/opencord/voltha-system-tests

Patch Set Verifications - Cl

______________

i ¢ i i . BUILD i oo ;
: % i Fetch »E ? Jenkins ' l !
= : 1 Commits e DEPLOY
! % | i l | : ( Hardware :
: < — | . | POD: :
! " ; TEST OLT/ONU
- el : - lemow )
i _____________ | ~4oTepos ~250 Cl jobs

° Lint Tests

° License Tests

e  Tag Collision Tests

Feedback ° Unit Tests
i (Success/Failure) e  Sanity Tests (various
workflows)

° Functional/Integration Tests
’ Maintains developer velocity

’ Faster feedback loop
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Example - Cl jobs from SEBA/Voltha

Jenkins VOLTHA 2.x verify
= imagebuilder
1 idle

nfosys-test-pod

1 Idle

= menlo-demo-pod

1 Idle
#, menlo-soak-pod (@ offline)

® nhg40-host-node

1 Idle

2 Idle

3 Idle

4 Idle

= onf-build
1 Idle
2 Idle

onf-pod1-head-node

1 voltha-scale-measurements-2-16-32- #49

activation

= orange-box-node-9

0000000000000

verify ofagent-py_sanity-test

verify_ofagent-py_unit-test

verify_pyvoltha licensed

verify_pyvoltha tag-collision

verify_pyvoltha unit-test

verify voltctl licensed
verify_voltctl sanity-test

verify_voltctl tag-collision

verify_voltctl _unit-test

verify voltha-docs licensed

verify_volti
verify voltha-go licensed

verify_voltha-go sanity-test

verify_voltha-go_tag-collision

verify_voltha-go_unit-test-lint

rify_voltha-go unit-te

verify_voltha-helm-charts helm-lint

verify voltha-helm-charts licensed

verify_voltha-helm-charts sanity-test

verifv voltha-helm-charts taa-collision

3 mo 4 days - #27
3 mo 4 days - #29
3 mo 4 days - #32
7 days 12 hr - #367
7 days 12 hr - #367
7 days 12 hr - #312
2 days 12 hr - #313
2 days 12 hr - #150
2 days 12 hr - #311
2 days 12 hr - #326
2 mo 13 days - #53
2 mo 13 days - #57
9 hr 12 min - #2216
9 hr 13 min - #1023
9 hr 9 min - #1879
9 hr 11 min - #1960
9 hr 12 min - #1965
2 hr 34 min - #382
2 hr 38 min - #393
2 hr 34 min - #259

2 hr 36 min - #385

N/A

N/A

N/A

N/A

21 days - #360

22 days - #305
N/A

13 days - #139

13 days - #300

10 days - #318
N/A

N/A

2 days 11 hr - #2210
1 day 13 hr - #1021

13 days - #1846

1 day 13 hr - #1958
1 day 13 hr - #1963
1day 13 hr - #378
16 days - #352

1 day 13 hr - #255

10 davs - #368

12 min

1 min 41 sec

2 min 43 sec

31 sec

27 sec

1 min 63 sec

29 sec

16 min

32 sec

5 min 1 sec

29 sec

2 min 49 sec

34 sec

16 min

36 sec

2 min 47 sec

1 min 58 sec

41 sec

26 sec

22 min

27 sec

reswan App.

1/1 pass

2 /2 pass

2/ 2 pass

2/ 2 pass



Nightly Jobs - CD

Source [ode

Code will be Deploys
pulled at PODs
night i
g »  Build Server
...... Runs all
T test suites
@ Jenkins
| IR “joCDjobs Lt
t e
J:« Feedback Publish Robot :
. “. Framework
| Results

1
| Management |1
Switch

Compute Node 1
Compute Node 2 |
Compute Node 3

o { Jenkins
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Pushes required test combinations
Executes all functional tests
Failure/Restart/Stability tests

DataPlane Tests



Example - CD Jobs in SEBA/Voltha

Jenkins v VOLTHA-2.X-Tests

Edit View s W Name 4 Last Success
® Delete View ) build Default onf-soak-pod master manual 20 days - #21
), Project Relationship = ;
- u @ build Default onf-soak-pod master test 20 days - #10
4= | Check File Fingerprint =
. . 9 build flex-ocp-cord 1TT4AGEM voltha 2.3 10 hr - #145
@ Query and Trigger Gerrit Patches
2 Job Config History O build flex-ocp-cord 1TAGEM voltha 2.3 test 9 hr 1 min - #140
{’e Manage Jenkins g build flex-ocp-cord 1TTAGEM voltha master 11 hr - #130
& My views o @ build flex-ocp-cord 1T4AGEM voltha master test 11 hr - #126
Open Blue Ocean ~
@ o build flex-ocp-cord Default voltha master 13 hr - #373
.-f‘ Lockable Resources =
9 % build flex-ocp-cord Default voltha master test 13 hr - #370
BB New View ore
o build onf-de oltha master 10 hr - #133
Cloud Statistics O 7 build onf-demo-pod 1TAGEM voltha master test 9 hr 36 min - #101
build onf-demo-pod 1T8GEM DT voltha 2.3 6 hr 42 min - #93
Build Queue —

build onf-demo-pod 1T8GEM DT voltha master

No builds in the queue.

Build Executor Status =
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build onf-demo-pod 1T8GEM voltha DT master test 4/days 7 hr - #139

1, EC2 (CORDEC2) - ubuntu16.04- build_onf-demo-pod Default voltha 2.3 1 hr - #144

basebuild-4c-8g (i-

01fd67f333cdc6719) (suspended) pod Default voltha 2.3 test 11 hr - #125
1 verify kind-voltha sanity- #192 (DT 13 hr - #376

test-2.3 workflow)

oltha master test 6 days 13 hr - #342

000

%, EC2 (CORDEC2) - ubuntu16.04-
° Master, released

) QoS Profiles
° Operator workflows

Last Failure

21 days - #17

20 days - #8

1 mo 4 days - #100
6 days 10 hr - #134
23 days - #97
1day 11 hr - #125
24 days - #337
1day 13 hr - #369
8 days 10 hr - #126
2 days 9 hr - #99
6 days 6 hr - #81

4 days 21 hr - #163
5 days 20 hr - #67
7 hr 32 min - #143
1day 11 hr - #143
5 days 22 hr - #120
1day 13 hr - #375

13 hr - #347

Last Duration

14 min

1 hr19 min

1 hr 50 min

1 hr 41 min

21 min

1 hr 59 min

11 min

2 hr 1 min

1 hr 4 min

1 hr 54 min

1 hr 6 min

1 hr 8 min

39 min

1 hr 44 min

19 min

1 hr 32 min

13 min

1 hr 53 min

Fav Robot Results + Duration Trend
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Various types of testing performed in SEBA/Voltha

+ Unit testing

- Component/Functional verifications
Alarms, RedFish etc
- Use Case/End user validations

End-end integration, Stability, Failure/Recovery, DataPlane, Error
checks

- Scale/Performance testing



Automation Status and Progress

Test type/Functional % of Automated Tests
Area 3 versions 2 versions VOL:VOLTHA v1.5 2 versions 2 versions VOL:VOLTHA v2.3
Voltha-2.2 Voltha-2.3 Voltha-2.4
500
System AT&T 15% 80% 90% v
Level workflow
Functional
Testing DT workflow - | 0% 35% 90% 300
FTTH
200
TT workflow 0% 0% 2%
100
Scalability X 35% 60%
06 Nov 2017 02 Mar 2018 26 Jun 28 19 t 2018 12 Feb 2019 08 Jun 2019 02 Oct 2019 25 Jan 2020 20 May 2020
Stability X 60% 90%
40
30
Alarms Functional X 90% 90% 5
10
BBSim( Functional Coverage) X 95% 95% )
06 Nov 2017 02 Mar 2018 26 Jun 2018 19 Oct 2018 12 Feb 2019 08 Jun 2019 02 Oct 2019 25 Jan 2020 20 May 2020
Device Management X 80% Issues in the last 1,000 days (grouped weekly) View in Issue Navigator
O Created issues (538)
BAL upgrade 3.4 X 80% O Resolved issues (541)
Clustered ONOS X 30% D h r_




What have we achieved so far with SEBA/Voltha?

Aligned 11+ community organizations toward a set of goals
Developed closed loop feedback between development and testing
Reduced turn around time in finding/fixing bugs
Common automation framework

Achieved multiple types of testing
Created robust processes around CI/CD

Automated deployments on PODs around the community through
ONF Jenkins

Keeps everyone up to date, increasing velocity



What's Missing and Next Steps?

- Continuous Deployment (reduce time to production)
Production style deployments (hardware)
Deploy staging pods continuously and run production payloads
Monitoring tools/systems for feedback/disaster recovery

+ Other types of testing

Soak/Stress

More Automation
Multi-clustered ONOS, Multi-OLT, TT workflow
Chaos monkey



Operator challenge: bringing open source to production quality

How does one ensure quality software in an open source based solution?

7

% How to organize a community spanning multiple companies with different processes?
> Align around the distributed devops model

< How to have ownership of issues? How to quickly resolve issues?
> ONF drives teams called brigades

% How to establish common code/testing principles/quidelines?
> With distributed devops approach, defined workflows/quidelines for coding/testing

% How to create common automation framework required to tame complexity?
> Use of powerful open source tools such as Robot Framework and Jenkins

% How to include real world production traffic which is required to get to production level?

> Through use of common pods(share staginqg/field PODs) and Cl/CD process
g f pods( ging/fi ) p OM=



Summary

- Community testing of open source solutions to production level is
difficult, but can be achieved.

- ONF provides the focus needed to coordinate multiple organizations.

ONF community iterating on Distributed Devops practice
Common tooling and extensive automation is key to shortening test cycles
and improving quality.
- Good progress, but more work needed to get to continual deployment
models.

Join ONF Community, contribute and shape the project
OMF-
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