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Specified Behavior

Great Power… Great Responsibility



Should  
this packet  

be here?

Properties 
• Connectivity 
•  Loop-freedom 
•  Waypointing 
•  Resilience  
•  Isolation

Fundamental Question
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/* -*- P4_16 -*- */ 
#include <core.p4> 
#include <v1model.p4> 

const bit<16> TYPE_IPV4 = 0x800; 

/********************** H E A D E R S  ***********************************/ 

typedef bit<9>  egressSpec_t; 
typedef bit<48> macAddr_t; 
typedef bit<32> ip4Addr_t; 

header ethernet_t { 
    macAddr_t dstAddr; 
    macAddr_t srcAddr; 
    bit<16>   etherType; 
} 

header ipv4_t { 
    bit<4>    version; 
    bit<4>    ihl; 
    bit<8>    diffserv; 
    bit<16>   totalLen; 
    bit<16>   identification; 
    bit<3>    flags; 
    bit<13>   fragOffset; 
    bit<8>    ttl; 
    bit<8>    protocol; 
    bit<16>   hdrChecksum; 
    ip4Addr_t srcAddr; 
    ip4Addr_t dstAddr; 
} 

struct metadata { 
    /* empty */ 
} 

struct headers { 
    ethernet_t   ethernet; 
    ipv4_t       ipv4; 
} 

/*********************** P A R S E R  **********************************/ 

parser MyParser(packet_in packet, 
                out headers hdr, 
                inout metadata meta, 
                inout standard_metadata_t standard_metadata) { 

    state start { 
        transition parse_ethernet; 
    } 

    state parse_ethernet { 
        packet.extract(hdr.ethernet); 
        transition select(hdr.ethernet.etherType) { 
            TYPE_IPV4: parse_ipv4; 
            default: accept; 
        } 
    } 

    state parse_ipv4 { 
        packet.extract(hdr.ipv4); 
        transition accept; 
    } 

}



         Verifiable Networks

Static Approaches 
•Use programmability to get precise model 
•Check network properties via static analysis 

Dynamic Approaches 
•Use programmability to instrument network 
•Check observations against formal specification



Static 
Verification



High-Level 
Specification

Verifier    
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SDN Controller

Mathematical 
Model    

Static Verification
Approach 

• Start with a program 
•  Extract mathematical model 
•  Check properties of interest



Example: ACL

TM  ACL

10.0.1.1

Server
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Internet



This is not a toy example!



Demo



1. Start with P4 Program 
2. Annotate with assertions 
3. Translate to imperative code 
4. Apply standard optimizations 
5. Generate first-order formula 
6. Send to theorem prover 
7. Success or counterexample 

• Input packet 
• Program trace 
• Violated assertion

p4v Architecture



Evaluation: switch.p4
Statistics 

• 5,599 LoC 
• 58 parser states 
• 120 match–action tables 

Control-plane interface 
• 758 LoC 
• ~2 days’ programmer effort 
• Default actions (31) 
• Fabric wellformedness (14) 
• Table actions (66) 
• Guarded reads (10) 
• Action data (14) 

Found 10 bugs 
• Parser bugs (2) 
• Action flaws (4) 
• Infeasible control-plane (3) 
• Invalid table read (1)

/* At the time of this writing, this control-plane assumption 
suffices 
* to prove both header validity and the no default-drop 
assumption for the 
* P4Lang version of switch.p4 with INT disabled. 
* 
* To run it, execute the following steps: 
* 1. Clone switch from https://github.com/p4lang/switch. 
* 2. In p4src/includes/p4features.h, comment out or otherwise 
disable the two 
*    lines 
* 
*   #define INT_EP_ENABLE 
*   #define INT_TRANSIT_ENABLE 
* 
* 3. Run: 
*        p4v -assume switch.p4a \ 
*            -assume switch-default-actions.p4a \ 
*            -assume switch-config-params.p4a \ 
*            -valid switch/p4src/switch.p4 
* 
* You should see output like this 
* [Loading] switch.p4 
* [Assuming] 
* [Optimizing] 
* [Passivizing] 
* [VCGen] 
* [Verifying] 
* [Result] Passed 
*/ 

/********************* Network-Traffic Assumptions 
*********************/ 

/***** Table: fabric_ingress_dst_lkp *****/ 

// All packets on fabric device 127 are multicast (and vice 
versa). 
assume reach(fabric_ingress_dst_lkp) 
    implies 
        (reads(fabric_ingress_dst_lkp, 
fabric_header.dstDevice) == 127 
         iff 
             
fabric_ingress_dst_lkp_valid_fabric_header_multicast == 1) 

// If we terminate a CPU packet, we better have a CPU header. 
Also, all inbound 
// CPU packets get terminated. 
// 
// The control plane realizes this assumption by looking at 
// fabric_header.dstDevice. The CPU port has a dedicated 
device number, and all 
// packets on that device have fabric_header_cpu valid. 
assume action(fabric_ingress_dst_lkp) == terminate_cpu_packet 
    iff 
        (reach_action(fabric_ingress_dst_lkp) and 
         fabric_ingress_dst_lkp_valid_fabric_header_cpu == 1) 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// NONE, then all of the following better be invalid: vxlan, 
genv, nvgre, 
// mpls[0]. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 0) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 0)) 
    implies 
        (fabric_ingress_dst_lkp_valid_vxlan == 0 and 
         fabric_ingress_dst_lkp_valid_genv == 0 and 
         fabric_ingress_dst_lkp_valid_nvgre == 0 and 
         fabric_ingress_dst_lkp_valid_mpls_0 == 0) 

// If we have a fabric unicast/multicast packet, its 
ingressTunnelType is 
// NONE and gre is valid, then the gre header better not have 
any of the 
// following values: 0x00000800, 0x000086dd. 
assume (((fabric_ingress_dst_lkp_valid_fabric_header_unicast 
== 1 and 
          
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 0) or 
         (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
          
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 0)) and 
        fabric_ingress_dst_lkp_valid_gre == 1) 
    implies 
        not(fabric_ingress_dst_lkp_gre_C == 0 and 
            fabric_ingress_dst_lkp_gre_R == 0 and 
            fabric_ingress_dst_lkp_gre_K == 0 and 
            fabric_ingress_dst_lkp_gre_S == 0 and 
            fabric_ingress_dst_lkp_gre_s == 0 and 
            fabric_ingress_dst_lkp_gre_recurse == 0 and 
            fabric_ingress_dst_lkp_gre_flags == 0 and 
            fabric_ingress_dst_lkp_gre_ver == 0 and 
            (fabric_ingress_dst_lkp_gre_proto == 0x0800 or 
             fabric_ingress_dst_lkp_gre_proto == 0x86dd)) 

// If we have a fabric unicast/multicast packet, its 
ingressTunnelType is 
// NONE and inner_ipvX is valid, then so must be gre. 
assume (((fabric_ingress_dst_lkp_valid_fabric_header_unicast 
== 1 and 
          
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 0) or 
         (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
          
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 0)) and 
        (fabric_ingress_dst_lkp_valid_inner_ipv4 == 1 or 
         fabric_ingress_dst_lkp_valid_inner_ipv6 == 1)) 
    implies 
        fabric_ingress_dst_lkp_valid_gre == 1 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// VXLAN, then vxlan better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 1) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 1)) 
    implies 
        fabric_ingress_dst_lkp_valid_vxlan == 1 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// GRE, then gre better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 2) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 2)) 
    implies 
        fabric_ingress_dst_lkp_valid_gre == 1 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// IP-in-IP, then ipvX and inner_ipvX better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 3) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 3)) 
    implies 
        ((fabric_ingress_dst_lkp_valid_ipv4 == 1 or 
          fabric_ingress_dst_lkp_valid_ipv6 == 1) and 
         (fabric_ingress_dst_lkp_valid_inner_ipv4 == 1 or 
          fabric_ingress_dst_lkp_valid_inner_ipv6 == 1)) 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// Geneve, then genv better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 4) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 4)) 
    implies 
        fabric_ingress_dst_lkp_valid_genv == 1 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// NVGRE, then nvgre better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 5) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 5)) 
    implies 
        fabric_ingress_dst_lkp_valid_nvgre == 1 

// If we have a fabric unicast/multicast packet, then its 
ingressTunnelType 
// better not be VXLAN_GPE. Switch only supports VXLAN-GPE in 
the context of 
// INT, which aren't using. 
assume fabric_ingress_dst_lkp_valid_fabric_header_unicast == 1 
    implies 
        
not(fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnel
Type == 12) 
assume fabric_ingress_dst_lkp_valid_fabric_header_multicast == 
1 
    implies 
        
not(fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunn
elType == 12) 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// unknown (or MPLS), then assume we have an MPLS packet, and 
mpls[0] better be 
// valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
not(fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnel
Type == 0 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 1 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 2 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 3 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 4 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 5 or 
             
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 12)) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
not(fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunn
elType == 0 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 1 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 2 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 3 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 4 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 5 or 
             
fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 12))) 
    implies 
        fabric_ingress_dst_lkp_valid_mpls_0 == 1 

// If we have a fabric unicast/multicast packet and its 
ingressTunnelType is 
// MPLS_L2VPN, then inner_ethernet better be valid. 
assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast == 
1 and 
         
fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType 
== 6) or 
        (fabric_ingress_dst_lkp_valid_fabric_header_multicast 
== 1 and 
         
(fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelT
ype == 6))) 
    implies 
        fabric_ingress_dst_lkp_valid_inner_ethernet == 1 

/********************** Control-Plane Assumptions 
**********************/ 

/***** Table: validate_mpls_packet *****/ 

// The set_valid_mpls_label1 action should only be taken when 
mpls[0] is valid. 
assume action(validate_mpls_packet) == set_valid_mpls_label1 
    implies 
        reads(validate_mpls_packet, mpls[0]) == 1 

// The set_valid_mpls_label2 action should only be taken when 
mpls[1] is valid. 
assume action(validate_mpls_packet) == set_valid_mpls_label2 
    implies 
        reads(validate_mpls_packet, mpls[1]) == 1 

// The set_valid_mpls_label3 action should only be taken when 
mpls[2] is valid. 
assume action(validate_mpls_packet) == set_valid_mpls_label3 
    implies 
        reads(validate_mpls_packet, mpls[2]) == 1 

// If we care about mpls[0].label or mpls[0].bos, then mpls[0] 
had better be 
// valid. 
assume (reach(validate_mpls_packet) and 
        not(wildcard(validate_mpls_packet, mpls[0].label) and 
            wildcard(validate_mpls_packet, mpls[0].bos))) 
    implies 
        reads(validate_mpls_packet, mpls[0]) == 1 

// If we care about mpls[1].label or mpls[1].bos, then mpls[1] 
had better be 
// valid. 
assume (reach(validate_mpls_packet) and 
        not(wildcard(validate_mpls_packet, mpls[1].label) and 
            wildcard(validate_mpls_packet, mpls[1].bos))) 
    implies 
        reads(validate_mpls_packet, mpls[1]) == 1 

// If we care about mpls[2].label or mpls[2].bos, then mpls[2] 
had better be 
// valid. 
assume (reach(validate_mpls_packet) and 
        not(wildcard(validate_mpls_packet, mpls[2].label) and 
            wildcard(validate_mpls_packet, mpls[2].bos))) 
    implies 
        reads(validate_mpls_packet, mpls[2]) == 1 

/***** Table: validate_outer_ethernet *****/ 

// If the packet is validated as being double-tagged, both 
vlan_tag_ slots 
// better be valid. 
assume (action(validate_outer_ethernet) == 
set_valid_outer_unicast_packet_double_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_multicast_packet_double_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_broadcast_packet_double_tagged) 
    implies 
        (reads(validate_outer_ethernet, vlan_tag_[0]) == 1 and 
         reads(validate_outer_ethernet, vlan_tag_[1]) == 1) 

// If the packet is validated as being qinq or single-tagged, 
vlan_tag_[0] had 
// better be valid. 
assume (action(validate_outer_ethernet) == 
set_valid_outer_unicast_packet_qinq_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_multicast_packet_qinq_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_broadcast_packet_qinq_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_unicast_packet_single_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_multicast_packet_single_tagged or 
        action(validate_outer_ethernet) == 
set_valid_outer_broadcast_packet_single_tagged) 
    implies 
        reads(validate_outer_ethernet, vlan_tag_[0]) == 1 

/***** Table: adjust_lkp_fields *****/ 

// The ipv4_lkp action should be taken exactly when ipv4 is 
valid. 
assume reach(adjust_lkp_fields) 
    implies 
        (action(adjust_lkp_fields) == ipv4_lkp 
         iff 
            reads(adjust_lkp_fields, ipv4) == 1) 

// The ipv6_lkp action should be taken exactly when ipv6 is 
valid. 
assume reach(adjust_lkp_fields) 
    implies 
        (action(adjust_lkp_fields) == ipv6_lkp 
         iff 
            reads(adjust_lkp_fields, ipv6) == 1) 

/***** Table: native_packet_over_fabric *****/ 

// The ipv4_over_fabric action should be taken when ipv4 is 
valid. 
assume action(native_packet_over_fabric) == ipv4_over_fabric 
    implies 
         reads(native_packet_over_fabric, ipv4) == 1 

// The ipv6_over_fabric action should be taken when ipv6 is 
valid. 
assume action(native_packet_over_fabric) == ipv6_over_fabric 
    implies 
         reads(native_packet_over_fabric, ipv6) == 1 

/***** Table: vlan_decap *****/ 

// The remove_vlan_single_tagged action should only be taken 
when vlan_tag_[0] 
// is valid. 
assume action(vlan_decap) == remove_vlan_single_tagged 
    implies 
        reads(vlan_decap, vlan_tag_[0]) == 1 

// The remove_vlan_double_tagged action should only be taken 
when the packet is 
// double vlan-tagged. 
assume action(vlan_decap) == remove_vlan_double_tagged 
    implies 
        (reads(vlan_decap, vlan_tag_[0]) == 1 and 
         reads(vlan_decap, vlan_tag_[1]) == 1) 

/***** Table: rewrite_multicast *****/ 

// If we care about ipv4.dstAddr, then ipv4 had better be 
valid. 
assume (reach(rewrite_multicast) and 
        not(wildcard(rewrite_multicast, ipv4.dstAddr))) 
    implies 
        reads(rewrite_multicast, ipv4) == 1 

// If we care about ipv6.dstAddr, then ipv6 had better be 
valid. 
assume (reach(rewrite_multicast) and 
        not(wildcard(rewrite_multicast, ipv6.dstAddr))) 
    implies 
        reads(rewrite_multicast, ipv6) == 1 

// Better have an IPv4 header when rewriting IPv4 multicast. 
assume action(rewrite_multicast) == rewrite_ipv4_multicast 
    implies 
        reads(rewrite_multicast, ipv4) == 1 

/***** Table: port_vlan_mapping *****/ 

// If we care about vlan_tag_[0].vid, then vlan_tag_[0] had 
better be valid. 
assume (reach(port_vlan_mapping) and 
        not(wildcard(port_vlan_mapping, vlan_tag_[0].vid))) 
    implies 
        reads(port_vlan_mapping, vlan_tag_[0]) == 1 

// If we care about vlan_tag_[1].vid, then vlan_tag_[1] had 
better be valid. 
assume (reach(port_vlan_mapping) and 
        not(wildcard(port_vlan_mapping, vlan_tag_[1].vid))) 
    implies 
        reads(port_vlan_mapping, vlan_tag_[1]) == 1 

/***** Table: l3_rewrite *****/ 

// If we care about ipv4.dstAddr, then ipv4 had better be 
valid. 
assume (reach(l3_rewrite) and 
        not(wildcard(l3_rewrite, ipv4.dstAddr))) 
    implies 
        reads(l3_rewrite, ipv4) == 1 

// If we care about ipv6.dstAddr, then ipv6 had better be 
valid. 
assume (reach(l3_rewrite) and 
        not(wildcard(l3_rewrite, ipv6.dstAddr))) 
    implies 
        reads(l3_rewrite, ipv6) == 1 

// If an ipv4 rewrite action is taken, ipv4 better be valid. 
assume (action(l3_rewrite) == ipv4_unicast_rewrite or 
        action(l3_rewrite) == ipv4_multicast_rewrite) 
    implies 
         reads(l3_rewrite, ipv4) == 1 

// If an ipv6 rewrite action is taken, ipv6 better be valid. 
assume (action(l3_rewrite) == ipv6_unicast_rewrite or 
        action(l3_rewrite) == ipv6_multicast_rewrite) 
    implies 
         reads(l3_rewrite, ipv6) == 1 

// If the mpls_rewrite action is taken, at least mpls[0] 
should be valid. 
assume action(l3_rewrite) == mpls_rewrite 
    implies 
         reads(l3_rewrite, mpls[0]) == 1 

/***** Table: mpls *****/ 

// Can only terminate with IPv4 if we have an inner_ipv4. 
assume action(mpls) == terminate_ipv4_over_mpls 
    implies 
        reads(mpls, inner_ipv4) == 1 

// Can only terminate with IPv6 if we have an inner_ipv6. 
assume action(mpls) == terminate_ipv6_over_mpls 
    implies 
        reads(mpls, inner_ipv6) == 1 

// Can only terminate with EoMPLS or VPLS if we have a valid 
inner_ethernet. 
// The table doesn't read the validity of inner_ethernet 
directly, but the 
// incoming MPLS packet has a label that identifies the packet 
as having a 
// valid inner Ethernet header. 
assume (action(mpls) == terminate_eompls or 
        action(mpls) == terminate_vpls) 
    implies 
        mpls_valid_inner_ethernet == 1 

// If taking the terminate_eompls action, the provided 
tunnel_type must be 
// either INGESS_TUNNEL_TYPE_MPLS_L2VPN or some user-defined 
type that doesn't 
// conflict with an existing tunnel type. 
assume action(mpls) == terminate_eompls 
    implies 
            // INGRESS_TUNNEL_TYPE_NONE 
        not(action_data(mpls, terminate_eompls, tunnel_type) 
== 0 or 
            // INGRESS_TUNNEL_TYPE_VXLAN 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 1 or 
            // INGRESS_TUNNEL_TYPE_GRE 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 2 or 
            // INGRESS_TUNNEL_TYPE_IP_IN_IP 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 3 or 
            // INGRESS_TUNNEL_TYPE_GENEVE 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 4 or 
            // INGRESS_TUNNEL_TYPE_NVGRE 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 5 or 
            // INGRESS_TUNNEL_TYPE_MPLS_L3VPN 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 9 or 
            // INGRESS_TUNNEL_TYPE_VXLAN_GPE 
            action_data(mpls, terminate_eompls, tunnel_type) 
== 12) 

// If taking the terminate_vpls action, the provided 
tunnel_type must be 
// either INGESS_TUNNEL_TYPE_MPLS_L2VPN or some user-defined 
type that doesn't 
// conflict with an existing tunnel type. 
assume action(mpls) == terminate_vpls 
    implies 
            // INGRESS_TUNNEL_TYPE_NONE 
        not(action_data(mpls, terminate_vpls, tunnel_type) == 
0 or 
            // INGRESS_TUNNEL_TYPE_VXLAN 
            action_data(mpls, terminate_vpls, tunnel_type) == 
1 or 
            // INGRESS_TUNNEL_TYPE_GRE 
            action_data(mpls, terminate_vpls, tunnel_type) == 
2 or 
            // INGRESS_TUNNEL_TYPE_IP_IN_IP 
            action_data(mpls, terminate_vpls, tunnel_type) == 
3 or 
            // INGRESS_TUNNEL_TYPE_GENEVE 
            action_data(mpls, terminate_vpls, tunnel_type) == 
4 or 
            // INGRESS_TUNNEL_TYPE_NVGRE 
            action_data(mpls, terminate_vpls, tunnel_type) == 
5 or 
            // INGRESS_TUNNEL_TYPE_MPLS_L3VPN 
            action_data(mpls, terminate_vpls, tunnel_type) == 
9 or 
            // INGRESS_TUNNEL_TYPE_VXLAN_GPE 
            action_data(mpls, terminate_vpls, tunnel_type) == 
12) 

// If taking the terminate_ipv4_over_mpls action, the provided 
tunnel_type must 
// be either INGESS_TUNNEL_TYPE_MPLS_L3VPN or some user-
defined type that 
// doesn't conflict with an existing tunnel type. 
assume action(mpls) == terminate_ipv4_over_mpls 
    implies 
            // INGRESS_TUNNEL_TYPE_NONE 
        not(action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 0 or 
            // INGRESS_TUNNEL_TYPE_VXLAN 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 1 or 
            // INGRESS_TUNNEL_TYPE_GRE 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 2 or 
            // INGRESS_TUNNEL_TYPE_IP_IN_IP 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 3 or 
            // INGRESS_TUNNEL_TYPE_GENEVE 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 4 or 
            // INGRESS_TUNNEL_TYPE_NVGRE 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 5 or 
            // INGRESS_TUNNEL_TYPE_MPLS_L2VPN 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 6 or 
            // INGRESS_TUNNEL_TYPE_VXLAN_GPE 
            action_data(mpls, terminate_ipv4_over_mpls, 
tunnel_type) == 12) 

// If taking the terminate_ipv6_over_mpls action, the provided 
tunnel_type must 
// be either INGESS_TUNNEL_TYPE_MPLS_L3VPN or some user-
defined type that 
// doesn't conflict with an existing tunnel type. 
assume action(mpls) == terminate_ipv6_over_mpls 
    implies 
            // INGRESS_TUNNEL_TYPE_NONE 
        not(action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 0 or 
            // INGRESS_TUNNEL_TYPE_VXLAN 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 1 or 
            // INGRESS_TUNNEL_TYPE_GRE 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 2 or 
            // INGRESS_TUNNEL_TYPE_IP_IN_IP 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 3 or 
            // INGRESS_TUNNEL_TYPE_GENEVE 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 4 or 
            // INGRESS_TUNNEL_TYPE_NVGRE 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 5 or 
            // INGRESS_TUNNEL_TYPE_MPLS_L2VPN 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 6 or 
            // INGRESS_TUNNEL_TYPE_VXLAN_GPE 
            action_data(mpls, terminate_ipv6_over_mpls, 
tunnel_type) == 12) 

/***** Table: tunnel *****/ 

// Can only terminate with IPv4 if inner_ipv4 is valid. 
assume (action(tunnel) == terminate_tunnel_inner_ipv4 or 
        action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv4) 
    implies 
        reads(tunnel, inner_ipv4) == 1 

// Can only terminate with IPv6 if inner_ipv6 is valid. 
assume (action(tunnel) == terminate_tunnel_inner_ipv6 or 
        action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv6) 
    implies 
        reads(tunnel, inner_ipv6) == 1 

// Can only terminate with non-IP if inner_ipv4 and inner_ipv6 
are not valid. 
assume action(tunnel) == terminate_tunnel_inner_non_ip 
    implies 
        (reads(tunnel, inner_ipv4) == 0 and 

         reads(tunnel, inner_ipv6) == 0) 

// GRE, IP-in-IP, and MPLS L3 tunnels don't have inner 
Ethernet headers. 
assume (action(tunnel) == terminate_tunnel_inner_ethernet_ipv4 
or 
        action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv6) 
    implies 
        not(reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 2 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 3 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 9) 

// For undefined tunnel types, the control plane knows best. 
assume ((action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv4 or 
         action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv6) and 
        not(reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 0 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 1 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 2 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 3 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 4 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 5 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 6 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 9 or 
            reads(tunnel, tunnel_metadata.ingress_tunnel_type) 
== 12)) 
    implies 
        tunnel_valid_inner_ethernet == 1 

/***** Table: tunnel_lookup_miss *****/ 

// The ipv4_lkp action should only be taken when ipv4 is 
valid. 
assume action(tunnel_lookup_miss) == ipv4_lkp 
    implies 
        reads(tunnel_lookup_miss, ipv4) == 1 

// The ipv6_lkp action should only be taken when ipv6 is 
valid. 
assume action(tunnel_lookup_miss) == ipv6_lkp 
    implies 
        reads(tunnel_lookup_miss, ipv6) == 1 

/***** Table: egress_l4port_fields *****/ 

// Can only set egress TCP ports if we have a TCP header. 
assume action(egress_l4port_fields) == 
set_egress_tcp_port_fields 
    implies 
        reads(egress_l4port_fields, tcp) == 1 

// Can only set egress UDP ports if we have a UDP header. 
assume action(egress_l4port_fields) == 
set_egress_udp_port_fields 
    implies 
        reads(egress_l4port_fields, udp) == 1 

// Can only set egress ICMP ports (type codes) if we have an 
ICMP header. 
assume action(egress_l4port_fields) == 
set_egress_icmp_port_fields 
    implies 
        reads(egress_l4port_fields, icmp) == 1 

/***** Table: mtu *****/ 

// Can only check IPv4 MTUs if we have an IPv4 header. 
assume action(mtu) == ipv4_mtu_check 
    implies 
        reads(mtu, ipv4) == 1 

// Can only check IPv6 MTUs if we have an IPv6 header. 
assume action(mtu) == ipv6_mtu_check 
    implies 
        reads(mtu, ipv6) == 1 

/***** Table: tunnel_encap_process_inner *****/ 

// Can only take IPv4 rewrite actions if we have an IPv4 
header. 
assume (action(tunnel_encap_process_inner) == 
inner_ipv4_udp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv4_tcp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv4_icmp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv4_unknown_rewrite) 
    implies 
        reads(tunnel_encap_process_inner, ipv4) == 1 

// Can only take IPv6 rewrite actions if we have an IPv6 
header. 
assume (action(tunnel_encap_process_inner) == 
inner_ipv6_udp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_tcp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_icmp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_unknown_rewrite) 
    implies 
        reads(tunnel_encap_process_inner, ipv6) == 1 

// Can only take UDP rewrite actions if we have a UDP header. 
assume (action(tunnel_encap_process_inner) == 
inner_ipv4_udp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_udp_rewrite) 
    implies 
        reads(tunnel_encap_process_inner, udp) == 1 

// Can only take TCP rewrite actions if we have a TCP header. 
assume (action(tunnel_encap_process_inner) == 
inner_ipv4_tcp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_tcp_rewrite) 
    implies 
        reads(tunnel_encap_process_inner, tcp) == 1 

// Can only take ICMP rewrite actions if we have an ICMP 
header. 
assume (action(tunnel_encap_process_inner) == 
inner_ipv4_icmp_rewrite or 
        action(tunnel_encap_process_inner) == 
inner_ipv6_icmp_rewrite) 
    implies 
        reads(tunnel_encap_process_inner, icmp) == 1 

/***** Table: tunnel_decap_process_outer *****/ 

// Can only decap inner IPv4 if we actually have an inner 
IPv4. 
assume (action(tunnel_decap_process_outer) == 
decap_vxlan_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_genv_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_nvgre_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_gre_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_ip_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop3 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop3) 
    implies 
        reads(tunnel_decap_process_outer, inner_ipv4) == 1 

// Can only decap inner IPv6 if we actually have an inner 
IPv6. 
assume (action(tunnel_decap_process_outer) == 
decap_vxlan_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_genv_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_nvgre_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_gre_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_ip_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop3 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop3) 
    implies 
        reads(tunnel_decap_process_outer, inner_ipv6) == 1 

// Can only decap inner non-IP if we don't have an inner IP 
packet. 
assume (action(tunnel_decap_process_outer) == 
decap_vxlan_inner_non_ip or 
        action(tunnel_decap_process_outer) == 
decap_genv_inner_non_ip or 
        action(tunnel_decap_process_outer) == 
decap_nvgre_inner_non_ip or 
        action(tunnel_decap_process_outer) == 
decap_gre_inner_non_ip or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop3) 
    implies 
        (reads(tunnel_decap_process_outer, inner_ipv4) == 0 
and 
         reads(tunnel_decap_process_outer, inner_ipv6) == 0) 

// Can only decap VXLAN if we have a VXLAN tunnel. 
assume (action(tunnel_decap_process_outer) == 
decap_vxlan_inner_ipv4 or 

        action(tunnel_decap_process_outer) == 
decap_vxlan_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_vxlan_inner_non_ip) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 1 or // 
INGRESS_TUNNEL_TYPE_VXLAN 
         reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 12) // 
INGRESS_TUNNEL_TYPE_VXLAN_GPE 

// Can only decap Geneve if we have a Geneve tunnel. 
assume (action(tunnel_decap_process_outer) == 
decap_genv_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_genv_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_genv_inner_non_ip) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 4) // 
INGRESS_TUNNEL_TYPE_GENV 

// Can only decap NVGRE if we have an NVGRE tunnel. 
assume (action(tunnel_decap_process_outer) == 
decap_nvgre_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_nvgre_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_nvgre_inner_non_ip) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 5) // 
INGRESS_TUNNEL_TYPE_NVGRE 

// Can only decap GRE if we have a GRE tunnel. 
assume (action(tunnel_decap_process_outer) == 
decap_gre_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_gre_inner_ipv6 or 
        action(tunnel_decap_process_outer) == 
decap_gre_inner_non_ip) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 2) // 
INGRESS_TUNNEL_TYPE_GRE 

// Can only decap IP-in-IP if we have an IP-in-IP tunnel. 
assume (action(tunnel_decap_process_outer) == 
decap_ip_inner_ipv4 or 
        action(tunnel_decap_process_outer) == 
decap_ip_inner_ipv6) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 3) // 
INGRESS_TUNNEL_TYPE_IP_IN_IP 

// Can only decap L2 over MPLS if we have an MPLS_L2VPN. 
// Here, we allow for user-defined tunnel-type identifiers. 
assume (action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv4_pop3 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_ipv6_pop3 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ethernet_non_ip_pop3) 
    implies 
        (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 6 /* 
INGRESS_TUNNEL_TYPE_MPLS_L2VPN */ or 
         // For these two, the value of ingress_tunnel_type 
should match that 
         // set by the mpls action. 
         action(mpls) == terminate_eompls or 
         action(mpls) == terminate_vpls) 

// Can only decap L3 over MPLS if we have an MPLS_L3VPN. 
// Here, we allow for user-defined tunnel-type identifiers. 
assume (action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop1 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop2 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv4_pop3 or 
        action(tunnel_decap_process_outer) == 
decap_mpls_inner_ipv6_pop3) 
    implies 
         (reads(tunnel_decap_process_outer, 
tunnel_metadata.ingress_tunnel_type) == 9 /* 
INGRESS_TUNNEL_TYPE_MPLS_L3VPN */ or 
         // For these two, the value of ingress_tunnel_type 
should match that 
         // set by the mpls action. 
         action(mpls) == terminate_ipv4_over_mpls or 
         action(mpls) == terminate_ipv6_over_mpls) 

/***** Table: tunnel_decap_process_inner *****/ 

// decap_inner_tcp action requires inner_tcp valid. 
assume (action(tunnel_decap_process_inner) == decap_inner_tcp) 
    implies 
        reads(tunnel_decap_process_inner, inner_tcp) == 1 

// decap_inner_udp action requires inner_udp valid. 
assume (action(tunnel_decap_process_inner) == decap_inner_udp) 
    implies 
        reads(tunnel_decap_process_inner, inner_udp) == 1 

// decap_inner_icmp action requires inner_icmp valid. 
assume (action(tunnel_decap_process_inner) == 
decap_inner_icmp) 
    implies 
        reads(tunnel_decap_process_inner, inner_icmp) == 1 

/***** Table: rewrite *****/ 

// Can only take the set_mpls_swap actions when mpls[0] is 
valid. 
// 
// The rewrite table matches on l3_metadata.nexthop_index. By 
examining this 
// value, the control plane can determine that it has an MPLS 
packet. (See note 
// at the bottom of this file.) 
assume (action(rewrite) == set_mpls_swap_push_rewrite_l2 or 
        action(rewrite) == set_mpls_swap_push_rewrite_l3) 
    implies rewrite_valid_mpls_0 == 1 

/***** Table: ingress_port_mapping *****/ 

// port_type action data is 0, 1, or 2. 
assume action(ingress_port_mapping) == set_ifindex 
    implies 
        (action_data(ingress_port_mapping, set_ifindex, 
port_type) == 0 or 
         action_data(ingress_port_mapping, set_ifindex, 
port_type) == 1 or 
         action_data(ingress_port_mapping, set_ifindex, 
port_type) == 2) 

// fabric_header is invalid on normal port types. 
assume (action(ingress_port_mapping) == set_ifindex and 
        action_data(ingress_port_mapping, set_ifindex, 
port_type) == 0) 
    implies 
        not(ingress_port_mapping_valid_fabric_header == 1) 

// fabric_header is valid and fabric_header_cpu is invalid on 
fabric port 
// types. 
assume (action(ingress_port_mapping) == set_ifindex and 
        action_data(ingress_port_mapping, set_ifindex, 
port_type) == 1) 
    implies 
        (ingress_port_mapping_valid_fabric_header == 1 and 
         not(ingress_port_mapping_valid_fabric_header_cpu == 
1)) 

// Both fabric_header and fabric_header_cpu are valid on CPU 
port types. 
assume (action(ingress_port_mapping) == set_ifindex and 
        action_data(ingress_port_mapping, set_ifindex, 
port_type) == 2) 
    implies 
        (ingress_port_mapping_valid_fabric_header == 1 and 
         ingress_port_mapping_valid_fabric_header_cpu == 1) 

/***** Table: fabric_ingress_dst_lkp *****/ 

// Fabric device 127 is the multicast device. 
assume action(fabric_ingress_dst_lkp) == 
terminate_fabric_multicast_packet 
    implies 
        reads(fabric_ingress_dst_lkp, fabric_header.dstDevice) 
== 127 

assume (action(fabric_ingress_dst_lkp) == 
switch_fabric_unicast_packet or 
        action(fabric_ingress_dst_lkp) == 
terminate_fabric_unicast_packet) 
    implies 
        not(reads(fabric_ingress_dst_lkp, 
fabric_header.dstDevice) == 127) 

/***** Table: nat_src *****/ 

// nat_src has a meaningful hit only when 
ipv4_metadata.lkp_ipv4_sa is non-zero 
// (which means that either ipv4 or inner_ipv4 is valid). 
assume (reach_action(nat_src) and 
        not(action(nat_src) == on_miss)) 
    implies 
        not(reads(nat_src, ipv4_metadata.lkp_ipv4_sa) == 0) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_src) == set_src_nat_rewrite_index 
    implies 
        not(action_data(nat_src, set_src_nat_rewrite_index, 
                        nat_rewrite_index) == 0) 

/***** Table: nat_dst *****/ 

// nat_dst has a meaningful hit only when 
ipv4_metadata.lkp_ipv4_da is non-zero 
// (which means that either ipv4 or inner_ipv4 is valid). 
assume (reach_action(nat_dst) and 

        not(action(nat_dst) == on_miss)) 
    implies 
        not(reads(nat_dst, ipv4_metadata.lkp_ipv4_da) == 0) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_dst) == set_dst_nat_nexthop_index 
    implies 
        not(action_data(nat_dst, set_dst_nat_nexthop_index, 
                        nat_rewrite_index) == 0) 

/***** Table: nat_twice *****/ 

// nat_twice has a meaningful hit only when 
ipv4_metadata.lkp_ipv4_sa and 
// ipv4_metadata.lkp_ipv4_da are non-zero (which means that 
either ipv4 or 
// inner_ipv4 is valid). 
assume (reach_action(nat_twice) and 
        not(action(nat_twice) == on_miss)) 
    implies 
        (not(reads(nat_twice, ipv4_metadata.lkp_ipv4_sa) == 0) 
and 
         not(reads(nat_twice, ipv4_metadata.lkp_ipv4_da) == 
0)) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_twice) == set_twice_nat_nexthop_index 
    implies 
        not(action_data(nat_twice, 
set_twice_nat_nexthop_index, 
                        nat_rewrite_index) == 0) 

/***** Table: nat_flow *****/ 

// nat_flow has a meaningful action only when 
ipv4_metadata.lkp_ipv4_sa and 
// ipv4_metadata.lkp_ipv4_da are non-zero (which means that 
either ipv4 or 
// inner_ipv4 is valid). 
assume (action(nat_flow) == set_src_nat_rewrite_index or 
        action(nat_flow) == set_dst_nat_nexthop_index or 
        action(nat_flow) == set_twice_nat_nexthop_index) 
    implies 
        (not(reads(nat_flow, ipv4_metadata.lkp_ipv4_sa) == 0) 
and 
         not(reads(nat_flow, ipv4_metadata.lkp_ipv4_da) == 0)) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_flow) == set_src_nat_rewrite_index 
    implies 
        not(action_data(nat_flow, set_src_nat_rewrite_index, 
                        nat_rewrite_index) == 0) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_flow) == set_dst_nat_nexthop_index 
    implies 
        not(action_data(nat_flow, set_dst_nat_nexthop_index, 
                        nat_rewrite_index) == 0) 

// nat_rewrite_index action data cannot be zero. 
assume action(nat_flow) == set_twice_nat_nexthop_index 
    implies 
        not(action_data(nat_flow, set_twice_nat_nexthop_index, 
                        nat_rewrite_index) == 0) 

/***** Table: egress_nat *****/ 

// Can only take nat rewrite actions if nat_rewrite_index is 
non-zero (i.e., 
// when a value was supplied by a hit in a nat table). 
assume (action(egress_nat) == set_nat_dst_rewrite or 
        action(egress_nat) == set_nat_src_rewrite or 
        action(egress_nat) == set_nat_src_dst_rewrite) 
    implies 
        not(reads(egress_nat, nat_metadata.nat_rewrite_index) 
== 0) 

// TCP-rewrite actions are only taken when we have a valid TCP 
header. 
// 
// The control plane realizes this assumption by looking at 
// nat_metadata.nat_rewrite_index. This value is set by the 
// nat_{src,dst,twice,flow} tables, which examine 
l3_metadata.lkp_ip_proto to 
// determine the L4 protocol. 
assume (action(egress_nat) == set_nat_src_dst_tcp_rewrite or 
        action(egress_nat) == set_nat_src_tcp_rewrite or 
        action(egress_nat) == set_nat_dst_tcp_rewrite) 
    implies 
         egress_nat_valid_tcp == 1 

// UDP-rewrite actions are only taken when we have a valid UDP 
header. 
// 
// The control plane realizes this assumption by looking at 
// nat_metadata.nat_rewrite_index. This value is set by the 
// nat_{src,dst,twice,flow} tables, which examine 
l3_metadata.lkp_ip_proto to 
// determine the L4 protocol. 
assume (action(egress_nat) == set_nat_dst_udp_rewrite or 
        action(egress_nat) == set_nat_src_udp_rewrite or 
        action(egress_nat) == set_nat_src_dst_udp_rewrite) 
    implies 
         egress_nat_valid_udp == 1 

/***** Table: system_acl *****/ 

// The system_acl table drops all packets that are flagged to 
be dropped. 
assume (reach_action(system_acl) and 
        reads(system_acl, ingress_metadata.drop_flag) == 1) 
    implies 
        (action(system_acl) == redirect_to_cpu or 
         action(system_acl) == redirect_to_cpu_with_reason or 
         action(system_acl) == drop_packet or 
         action(system_acl) == drop_packet_with_reason or 
         action(system_acl) == negative_mirror) 

/***** Table: tunnel_rewrite *****/ 

// The set_mpls_rewrite_pushN action is taken when 
tunnel_encap_process_outer 
// takes an MPLS pushN rewrite action. 
// 
// The control plane realizes this assumption through the 
following 
// relationship between the rewrite, 
tunnel_encap_process_outer, and 
// tunnel_rewrite tables: 
// 
//     1. The rewrite table takes a set-MPLS-rewrite action 
and sets 
//        tunnel_index, egress_tunnel_type (to the appropriate 
MPLS type), and 
//        egress_header_count. The tunnel_index is an 
identifier from which the 
//        control plane can derive the corresponding 
egress_tunnel_type and 
//        egress_header_count. 
// 
//     2. The tunnel_encap_process_outer table matches on 
egress_tunnel_type 
//        and egress_header_count and takes the appropriate 
MPLS pushN rewrite 
//        action. 
// 
//     3. The tunnel_rewrite table matches on tunnel_index to 
take the 
//        corresponding set_mpls_rewrite_pushN action. 

assume action(tunnel_rewrite) == set_mpls_rewrite_push1 
    implies 
        (action(tunnel_encap_process_outer) == 
mpls_ethernet_push1_rewrite or 
         action(tunnel_encap_process_outer) == 
mpls_ip_push1_rewrite) 

assume action(tunnel_rewrite) == set_mpls_rewrite_push2 
    implies 
        (action(tunnel_encap_process_outer) == 
mpls_ethernet_push2_rewrite or 
         action(tunnel_encap_process_outer) == 
mpls_ip_push2_rewrite) 

assume action(tunnel_rewrite) == set_mpls_rewrite_push3 
    implies 
        (action(tunnel_encap_process_outer) == 
mpls_ethernet_push3_rewrite or 
         action(tunnel_encap_process_outer) == 
mpls_ip_push3_rewrite) 

/***** Table: tunnel_src_rewrite *****/ 

// The rewrite_tunnel_ipvX_src action is taken when 
tunnel_encap_process_outer 
// takes a corresponding IPvX rewrite action. 
// 
// The control plane realizes this assumption through the 
following 
// relationship between the rewrite, 
tunnel_encap_process_outer, 
// tunnel_rewrite, and tunnel_src_rewrite tables: 
// 
//     1. The rewrite table matches on 
l3_metadata.nexthop_index. By examining 
//        this value, the control plane can determine that it 
has an IPv4/IPv6 
//        packet (see note at the bottom of this file). The 
rewrite table takes 
//        the set_l3_rewrite_with_tunnel action and sets 
tunnel_index and 
//        egress_tunnel_type. The egress_tunnel_type 
identifies the egress 
//        tunnel as using IPv4/IPv6. The tunnel_index is an 
identifier from 
//        which the control plane can derive the corresponding 
//        egress_tunnel_type. 
// 
//     2. The tunnel_encap_process_outer table matches on 
egress_tunnel_type 
//        and takes the appropriate IPvX rewrite action. 
// 
//     3. The tunnel_rewrite table matches on tunnel_index to 
take the 
//        set_tunnel_rewrite_details action. The action sets 
tunnel_src_index, 
//        which is an identifier from which the control plane 
can determine 
//        that the IPvX source address should be rewritten. 
// 
//     4. The tunnel_src_rewrite table matches on 
tunnel_src_index to take the 
//        rewrite_tunnel_ipv6_src action. 

assume action(tunnel_src_rewrite) == rewrite_tunnel_ipv4_src 
    implies 
        (action(tunnel_encap_process_outer) == 
ipv4_vxlan_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv4_genv_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv4_nvgre_rewrite or 

         action(tunnel_encap_process_outer) == 
ipv4_gre_rewrite or 
         action(tunnel_encap_process_outer) == ipv4_ip_rewrite 
or 
         action(tunnel_encap_process_outer) == 
ipv4_erspan_t3_rewrite) 

assume action(tunnel_src_rewrite) == rewrite_tunnel_ipv6_src 
    implies 
        (action(tunnel_encap_process_outer) == 
ipv6_vxlan_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_genv_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_nvgre_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_gre_rewrite or 
         action(tunnel_encap_process_outer) == ipv6_ip_rewrite 
or 
         action(tunnel_encap_process_outer) == 
ipv6_erspan_t3_rewrite) 

/***** Table: tunnel_dst_rewrite *****/ 

// The rewrite_tunnel_ipvX_dst action is taken when 
tunnel_encap_process_outer 
// takes a corresponding IPvX rewrite action. 
// 
// The reasoning for how this is possible is analogous to that 
for 
// tunnel_src_rewrite. 

assume action(tunnel_dst_rewrite) == rewrite_tunnel_ipv4_dst 
    implies 
        (action(tunnel_encap_process_outer) == 
ipv4_vxlan_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv4_genv_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv4_nvgre_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv4_gre_rewrite or 
         action(tunnel_encap_process_outer) == ipv4_ip_rewrite 
or 
         action(tunnel_encap_process_outer) == 
ipv4_erspan_t3_rewrite) 

assume action(tunnel_dst_rewrite) == rewrite_tunnel_ipv6_dst 
    implies 
        (action(tunnel_encap_process_outer) == 
ipv6_vxlan_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_genv_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_nvgre_rewrite or 
         action(tunnel_encap_process_outer) == 
ipv6_gre_rewrite or 
         action(tunnel_encap_process_outer) == ipv6_ip_rewrite 
or 
         action(tunnel_encap_process_outer) == 
ipv6_erspan_t3_rewrite) 

/***** Table: ip_acl *****/ 

// If we care about tcp.flags, then the 
l3_metadata.lkp_ip_proto had better be 
// TCP (6). 
assume not(wildcard(ip_acl, tcp.flags)) 
    implies 
        l3_metadata.lkp_ip_proto == 6 

/********************** Bugs **********************/ 

/***** Bug: parser *****/ 

// fabric_header_mirror not supported 
assume not(fabric_ingress_dst_lkp_valid_fabric_header_mirror 
== 1) 

// Geneve tunnels should always have valid inner_ethernet 
headers. 
// 
// FIXED (PR accepted) 
assume ingress_valid_genv == 1 
    implies 
        ingress_valid_inner_ethernet == 1 

/***** Bug: table_rewrite *****/ 

// fabric_multicast_rewrite action modifies fields in 
fabric_header_multicast 
// before adding the header. 
// 
// FIXED (PR submitted) 

/***** Bug: fabric_ingress_dst_lkp *****/ 

// Should never take 'nop' action. 
// 
// FIXED (PR submitted) 
assume reach_action(fabric_ingress_dst_lkp) 
    implies 
        (action(fabric_ingress_dst_lkp) == 
terminate_cpu_packet or 
         action(fabric_ingress_dst_lkp) == 
switch_fabric_unicast_packet or 
         action(fabric_ingress_dst_lkp) == 
terminate_fabric_unicast_packet or 
         action(fabric_ingress_dst_lkp) == 
switch_fabric_multicast_packet or 
         action(fabric_ingress_dst_lkp) == 
terminate_fabric_multicast_packet) 

/***** Bug: port_vlan_mapping *****/ 

// vlan_tag_[0].vid and vlan_tag_[1].vid have exact match keys 
when they should 
// be ternary. 
// 
// FIXED (in working copy, PR not submitted) 

/***** Bug: egress_nat *****/ 

// Control plane doesn't have enough information to realize 
this assumption. 
// 
// egress_nat matches on nat_metadata.nat_rewrite_index. This 
is set by 
// nat_{src,dst,twice,flow}, which match on l3_metadata.vrf 
and 
// ipv4_metadata.lkp_ipv4_sa. This is not enough information, 
since IPv4 and 
// IPv6 addresses can be mixed in a VRF, and lkp_ipv4_sa might 
be copied from 
// inner_ipv4 in a 4in6 tunnel. 
assume (action(egress_nat) == set_nat_src_dst_rewrite or 
        action(egress_nat) == set_nat_src_rewrite or 
        action(egress_nat) == set_nat_dst_rewrite or 
        action(egress_nat) == set_nat_src_dst_tcp_rewrite or 
        action(egress_nat) == set_nat_src_tcp_rewrite or 
        action(egress_nat) == set_nat_dst_tcp_rewrite or 
        action(egress_nat) == set_nat_dst_udp_rewrite or 
        action(egress_nat) == set_nat_src_udp_rewrite or 
        action(egress_nat) == set_nat_src_dst_udp_rewrite) 
    implies 
        egress_nat_valid_ipv4 == 1 

/***** Bug: ip_acl *****/ 

// If have inner_tcp, possible for tcp to be invalid with 
// l3_metadata.lkp_ip_proto == TCP. 
assume not(wildcard(ip_acl, tcp.flags)) 
    implies 
        ip_acl_valid_tcp == 1 

/***** Bug: ipv6_acl *****/ 

// If have inner_tcp, possible for tcp to be invalid with 
// l3_metadata.lkp_ip_proto == TCP. 
assume not(wildcard(ipv6_acl, tcp.flags)) 
    implies 
        ipv6_acl_valid_tcp == 1 

/***** Bug: mpls *****/ 

// These actions should be used for terminating L3 tunnels, 
which don't have 
// inner Ethernet headers. Neither of these actions should 
read inner_ethernet, 
// but they do. 
assume (action(mpls) == terminate_ipv4_over_mpls or 
        action(mpls) == terminate_ipv6_over_mpls) 
    implies 
        mpls_valid_inner_ethernet == 1 

/***** Bug: tunnel *****/ 

// Should never take 'nop' action. 
assume reach_action(tunnel) 
    implies 
        (action(tunnel) == tunnel_lookup_miss or 
         action(tunnel) == terminate_tunnel_inner_non_ip or 
         action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv4 or 
         action(tunnel) == terminate_tunnel_inner_ipv4 or 
         action(tunnel) == 
terminate_tunnel_inner_ethernet_ipv6 or 
         action(tunnel) == terminate_tunnel_inner_ipv6) 

/******************************** Notes 
********************************/ 

/* 

l3_metadata.nexthop_index 
========================= 

This is an index into a data structure stored by the control 
plane. Based on 
this index, the control plane is able to determine whether the 
packet being 
processed is IPv4, IPv6, or MPLS. This is possible because the 
control plane 
sets the nexthop_index in the following places: 

    - In the ipv4_fib, ipv4_fib_lpm, ipv6_fib, and 
ipv6_fib_lpm tables, when 
      the fib_hit_nexthop or fib_hit_ecmp action is taken. 
    - In the mpls table, when the forward_mpls action is 
taken. 

*/ 

// vim: sts=4 sw=4 syntax=c 
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• Efficiency: can we make collection and analysis of 
fine-grained telemetry scalable and efficient? 

• Expressiveness: can we use run-time techniques 
to verify rich properties (e.g., QoS, causality, etc.)? 

• Trust: can we trust the network components used 
to generate and analyze telemetry data?
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