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/¥ -*- P4 16 -*- */
#include <core.p4>
#include <vlmodel.p4>

const bit<16> TYPE_IPV4 = 0x800;

JRFFE Rk kokkkkkkkkx I E A D ER S

typedef bit<9> egressSpec_t;
typedef bit<48> macAddr_t;
typedef bit<32> ip4Addr_t;

header ethernet_t {
macAddr_t dstAddr;
macAddr_t srcAddr;

bit<16> etherType;
}
header ipv4 t {
bit<4> version;
bit<4> ihl;
bit<8> diffserv;
bit<16> totallen;
bit<16> identification;
bit<3> flags;
bit<13>  fragOffset;
bit<8> ttl;
bit<8> protocol;

***********************************/

bit<16> hdrChecksum;
ip4Addr_t srcAddr;
ip4Addr_t dstAddr;

ruct metadata {
/* empty */
}

struct headers {
ethernet_t ethernet;
ipv4_t ipv4;

}

parser MyParser(packet_in packet,
out headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {

state start {
transition parse_ethernet;

}

state parse_ethernet {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {
TYPE_IPV4: parse_ipv4;
default: accept;

}

state parse_ipv4 {
packet.extract(hdr.ipv4);
transition accept;




= Verifiable Networks

Static Approaches
- Use programmability to get precise model
-Check network properties via static analysis

Dynamic Approaches
- Use programmability to instrument network
-Check observations against formal specification
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Static Verification

Approach
e Start with a program
e Extract mathematical model
» Check properties of interest

High-Level
Specification
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Example: ACL
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This is not a toy example!
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Evaluation: switch. p4

Statistics
« 5,599 LoC
« 58 parser states
« 120 match-action tables

Control-plane interface
« /58 LoC
.« ~2 days’ programmer effort
« Default actions (31
« Fabric wellformedness (14
- Table actions (66
« Guarded reads (10
« Action data (14

und 10 bugs

. Parser bugs

 Action flaws

. Infeasible control-plane
. Invalid table read

assune reach(fabric_ingress_dst_lkp)

(reads(fabric_ingress_dst_lkp,
fabric_header. dstDevice)
1FF

fabric_ingress_dst_lkp_valid_fabric_header_multicast

assune action(fabric_ingress_dst_lkp) == terminate_cpu_packet
iff

(reach_action(fabric_ingress_dst_lkp) and
fabric_ingress_dst_lkp_valid_fabric_header_cpu

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
) or

(Fabric_ingress_dst_lkp_valid_fabric_header multicast

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 0))

implies
(Fabric_ingress_dst_lkp_valid_vxlan
fabric_ingress_dst_lkp_valid_genv
fabric_ingress_dst_lkp_valid_nvgre
fabric_ingress_dst_lkp_valid_mpls_0

assune (((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

(fabric_ingress_dst_lkp_valid_fabric_header_multicast

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
)) and

Fabric_ingress_dst_lkp_valid_gre
inplies
not (fabric_ingress_dst_1kp_gre_C
fabric_ingress_dst_lkp_gre R
fabric_ingress_dst_lkp_gre_K
fabric_ingress_dst_lkp_gre_s
Fabric_ingress_dst_lkp_gre_s
fabric_ingress_dst_lkp_gre_recurse
fabric_ingress_dst_lkp_gre_flags
Fabric_ingress_dst_lkp_gre_ver
(fabric_ingress_dst_lkp_gre_proto
fabric_ingress_dst_lkp_gre_proto

or
»

assune (((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
) or

(Fabric_ingress_dst_lkp_valid_fabric_header_multicast

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

pe == 2)) and
(fabric_ingress_dst_lkp_valid_inner_ipvd or
fabric_ingress_dst_lkp_valid_inner_ipv6 == 1))

inplies
fabric_ingress_dst_lkp_valid_gre =

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
)or

(Fabric_ingress_dst_lkp_valid_fabric_header multicast

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe

implies
fabric_ingress_dst_lkp_valid_vxlan

assume ((fabric_ingress_dst_lkp_valid_fabric_header_unicast

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

) o

"
(fabric_ingress_dst_lkp_valid_fabric_header_multicast

Fabric_ingress_dst_lkp_fabric_header_multicast_ingressTumelTy
pe == 2))
implies
Fabric_ingress_dst_lkp_valid_gre

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast ==

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

or
(fabric_ingress_dst_lkp_valid_fabric_header_multicast
and

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 3))
inplies
((fabric_ingress_dst_lkp_valid_ipva or
fabric_ingress_dst_lkp_valid_ipvé == 1) and
(fabric_ingress_dst_lkp_valid_inner_ipvd
fabric_ingress_dst_lkp_valid_inner_ipve

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
) or

(Fabric_ingress_dst_lkp_valid_fabric_header multicast

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 4))

inplies
fabric_ingress_dst_lkp_valid_genv

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast ==
and

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
or

(fabric_ingress_dst_lkp_valid_fabric_header_multicast
and

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy
pe == 3))
inplies
fabric_ingress_dst_lkp_valid_nvgre

assune fabric_ingress_dst_lkp_valid_fabric_header_unicast
inplies

not(fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnel
Type
assune fabric_ingress_dst_lkp_valid_fabric_header_multicast ==

inplies

not(fabric_ingress_dst_lkp_fabric_header_nulticast_ingressTunn
elType

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast
and

not(fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnel
Typ

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType
)) or

(fabric_ingress_dst_lkp_valid_fabric_header multicast
an

not(fabric_ingress_dst_lkp_fabric_header_nulticast_ingressTunn
elType or

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

fabric_ingress_dst_lkp_fabric_header_multicast_ingressTunnelTy

)
inplies
fabric_ingress_dst_lkp_valid_npls_o

assune ((fabric_ingress_dst_lkp_valid_fabric_header_unicast

fabric_ingress_dst_lkp_fabric_header_unicast_ingressTunnelType

) or

o
(Fabric_ingress_dst_lkp_valid_fabric_header_multicast

(Fabric_ingress_dst_lkp_fabric_header_nulticast_ingressTunnell

inplies
fabric_ingress_dst_lkp_valid_inner_ethernet

assune action(validate_mpls_packet)
implies
reads (validate_npls_packet, mpls[¢])

set_valid_mpls_labell

assune action(validate_mpls_packet)

set_valid_mpls_label2

reads (validate_mpls_packet, mpls[1])

assune action(validate_mpls_packet)
implies
reads (validate_npls_packet, mpls[2])

set_valid_mpls_label3

assune (reach(validate_mpls_packet) and
not (uildcard(validate_mpls_packet, mpls[0].1abel) and
wildcard(validate_mpls_packet, mpls[0].bos)))
implies
reads (validate_npls_packet, mpls[¢])

assune (reach(validate_mpls_packet) and
not (uildcard(validate_mpls_packet, mpls[i].1abel) and
wildcard(validate_mpls_packet, mpls[1].bos)))
implies
reads (validate_npls_packet, mpls[1])

assune (reach(validate_mpls_packet) and
not (uildcard(validate_mpls_packet, mpls[2].1abel) and
wildcard(validate_mpls_packet, mpls[2].bos)))
implies
reads (validate_npls_packet, mpls[2])

assune (action(validate outer_ethernet)
set_valid_outer_unicast_packet_double_tagged or
action(validate_outer_sthernet)
set_valid_outer_multicast_packet_double_tagged or
action(validate_outer_ethernet
set_valid_outen broadeast_packet_double_tagged)
implies
(reads (validate_outer_ethernet, vlan_tag_[¢])
reads(validate_outer_ethernet, vlan_tag_[1])

assune (action(validate_outer_ethernet)
set_valid_outer_unicast_packet_qing_tagged or
action(validate_outer_ethernet)
set_valid_outer_multicast_packet_ging_tagged or
action(validate_outer_sthernet)
set_valid_outer broadcast_packet_qing_tagged or
action(validate_outer_ethernet)
set_valid_outer_unicast_packet_single_tagged or
action(validate outer_ethernet
set_valid_outer_nulticast_packet_single_tagged or
action(validate_outer_cthernet)
set_valid_outer broadcast_packet_single_tagged)
inplies
reads(validate_outer_ethernet, vlan_tag_[0])

assune reach(adjust_lkp_fields)
inplies
(action(adjust_lkp_fields)

ipva_lkp

o
reads(adjust_lkp_fields, ipva)

assune reach(adjust_lkp_fields)
implies
(action(adjust_lkp_fields)
16

ipv6_lkp

reads(adjust_lkp_fields, ipve)

assune action(native_packet_over_fabric)
inplies
reads(native_packet_over_fabric, 1pva)

ipva_over_fabric

assune action(native_packet_over_fabric)

ipv6_over_fabric

reads(native_packet_over_fabric, 1pv6)

assune action(vlan_decap)
implies
reads(vian_decap, vlan_tag_(0])

remove_vlan_single_tagged

assune action(vlan_decap)
inplies

(reads(vlan_decap, vian_tag_[2])

reads(van_decap, vian_tag_[1])

renove_vlan_double_tagged

and

assune (reach(rewrite_multicast) and

not(wildcard(rewrite_nulticast, ipvé.dstAddr)))
inplies

reads(rewrite_multicast, ipvd)

assune (reach(rewrite_nulticast) and
not (uildcard(rewrite nulticast, 1pv6.dstAddr)))

inplies
reads (rewrite_multicast, 1pve)

assune action(rewrite_multicast) =
implies
reads(rewrite_multicast, ipva) ==

rewrite_ipva_multicast

assune (reach(port_vlan_napping) and

not(wildcard(port_vlan_mapping, vlan_tag_[0].vid)))
inplies

reads(port_vlan_mapping, vlan_tag_[2])

assune (reach(port_vlan_napping) and

not (wildeard(port_vlan_mapping, vlan_tag_[1].vid)))
implies

reads(port_vlan_mapping, vlan_tag_[1])

assune (reach(13_rewrite) and

not(wildcard(13_rewrite, ipvd.dstAddr)))
inplies

reads(13_rewrite, 1pvd)

assune (reach(13_rewrite) and

not(wildcard(13_rewrite, ipvé.dstaddr)))
inplies

reads(13_rewrite, ipv6)

assume (action(13_rewrite)
action(13_rewrite)

inplies
reads(13_rewrite, ipvd)

ipva_unicast_rewrite or
ipva_nulticast_reurite)

assume (action(13_rewrite)
action(13_rewrite)

inplies
reads(13_rewrite, ipv6)

ipv6_unicast_rewrite or
ipv6_nulticast_reurite)

assune action(13_rewrite)
inplies
reads(13_rewrite, mpls[¢])

mpls_rewrite

assume action(mpls)

terminate_ipv4_over_mpls

reads(mpls, inner_ipva)

assune action(mpls) =
implies
reads(mpls, inner_ipve)

terminate_ipvé_over_mpls

assune (action(mpls)
action(npls)

inplies
npls_valid_inner_ethernet

terminate_eonpls or
terminate_vpls)

assume action(mpls)
implies

terminate_eonpls

not (action_data(mpls, terminate_eonpls, tunnel_type)

action_data(mpls, terminate_eonpls, tunnel_type)

action_data(mpls, terminate_eonpls, tunnel_type)
action_data(mpls, terminate_eonpls, tunnel_type)
action_data(mpls, terminate_eonpls, tunnel_type)
action_data(mpls, terminate_eonpls, tunnel_type)
action_data(mpls, terminate_eonpls, tunnel_type)

action_data(mpls, terminate_eonpls, tunnel_type)

assume action(mpls)
inplies

terminate_vpls

not(action_data(mpls, terminate vpls, tunnel_type)

or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)
or

action_data(mpls, terminate vpls, tunnel_type)

assune action(mpls) == terminate_ipva_over_mpls

not(action_data(mpls, terminate_ipvé_over_npls,
tunnel_type) or

action_data(npls, terminate_ipvd_over_mpls,
tunnel_type) == 1 or

action_data(npls, terminate_ipvd_over_mpls,
tunnel_type)

action_data(npls, terminate_ipvd_over_mpls,

tunnel_type) or

action_data(npls, terminate_ipvd_over_mpls,
tunnel_type) == 4 or

action_data(npls, terminate_ipvd_over_mpls,
tunnel_type)

action_data(npls, terminate_ipvd_over_mpls,

tunnel_type) or

action_data(npls, terminate_ipvd_over_mpls,
tunnel_type) == 12)

assume action(mpls)
impl.

terminate_ipvé_over_mpls

not (action_data(mpls, terminate_ipvé_over_mpls,
tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,
tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,

tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,

tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,
tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,
tunnel_type)

action_data(mpls, terminate_ipvé_over_mpls,

tunnel_type) or

action_data(mpls, terminate_ipvé_over_mpls,
B

tunnel_type)

assume (action(tunnel)
action(tunnel)
terminate_tunnel_inner_ethernet_ipva)
implies
reads(tunnel, inner_ipva)

terminate_tunnel_inner_ipva or

assume (action(tunnel)
action(tunnel)
terminate_tunnel_imner_cthernet_ipvs)
inplies
reads(tunnel, inner_ipvé) ==

terminate_tunnel_inner_ipvé or

assume action(tunnel)
inplies
(reads(tunnel, inner_ipva)

terminate_tunnel_inner_non_ip

reads(tunnel, inner_ipvé)

assume (action(tunnel) == terminate_tunnel_inner_ethernet_ipvé
or
action(tunnel) =
terninate_tunnel_inner_ethernet_ipvé)
inplies
not(reads(tunnel, tunnel_metadata. ingress_tunnel_type)

reads(tunnel, tunnel_metadata.ingress_tunnel_type)

reads(tunnel, tunnel_metadata. ingress_tunnel_type)

assune ((action(tunnel)
terminate_tunnel_inner_ethernet_ipva or
action(tunnel)
terninate_tunnel_inner_ethernet_ipvé) and
not(reads (tunnel, tunnel_metadata. ingress_tunnel_type)

reads(tunnel, tunnel_metadata.ingress_tunnel_type)

or

reads(tunnel, tunnel_metadata. ingress_tunnel_type)
or

reads(tunnel, tunnel_metadata. ingress_tunnel_type)

reads(tunnel, tunnel_metadata.ingress_tunnel_type)
or

reads(tunnel, tunnel_metadata. ingress_tunnel_type)
or

reads(tunnel, tunnel_metadata. ingress_tunnel_type)

reads(tunnel, tunnel_metadata.ingress_tunnel_type)
or

reads(tunnel, tunnel_metadata. ingress_tunnel_type)
inplies

tunnel_valid_inner_ethernet

assune action(tunnel_lookup_miss) =
inplies
reads(tunnel_lookup_miss, ipva)

assune action(tunnel_lookup_miss)
inplies
reads(tunnel_lookup_miss, ipve)

1pv6_lkp

assume action(egress_laport_fields)
set_egress_tcp_port_fields
inplies
reads (egress_laport_fields, tcp)

assume action(egress_laport_fields)
set_egress_udp_port_fields
inplies
reads (egress_laport_fields, udp)

assune action(egress_laport_fields) =
set_egress_icnp_port_fields
inplies
reads(egress_lport_fields, icnp)

assune action(ntu)
inplies
reads(mtu, ipv4)

ipva_ntu_check

assume action(mtu)

1pv6_mtu_check

reads(ntu, ipv6)

assune (action(tunnel_encap_process_inner)
inner_ipva_udp_rewrite or
action(tunnel_encap_process_inner)
inner_ipva_tcp_reurite or
action(tunnel_encap_process_inner)
inner_ipva_icnp_rewrite or
action(tunnel_encap_process_inner)
inner_ipv4_unknown_rewrite)
inplies
reads (tunnel_encap_process_inner, ipva)

assune (action(tunnel_encap_process_inner)
inner_ipvé_udp_rewrite or
action(tunnel_encap_process_inner)
inner_ipv_tcp_rewrite or
action(tunnel_encap_process_inner)
inner_ipv_icnp_rerite or
action(tunnel_encap_process_inner)
inner_ipv_unknown_rewrite)
implies
reads(tunnel_encap_process_inner, ipve)

assune (action(tunnel_encap_process_inner)
inner_ipv4_udp_rewrite or
action(tunnel_encap_process_inner)
inner_ipv6_udp_rewrite)
inplies
reads (tunnel_encap_process_inner, udp)

assume (action(tunnel_encap_process_inner)
inner_ipva_tcp_rewrite or
action(tunnel_encap_process_inner)
inner_ipv6_tcp_reurite)
inplies
reads(tunnel_encap_process_inner, tcp)

assune (action(tunnel_encap_process_inner)
inner_ipv4_icmp_reurite or
action(tunnel_encap_process_inner)
inner_ipv6_icmp_reurite)
inplies
reads(tunnel_encap_process_inner, icnp)

assume (action(tunnel_decap_process_outer)
decap_vxlan_inner_ipvé or
action(tunnel_decap_process_outer)
decap_genv_inner_ipva or
action(tunnel_decap_process_outer)
decap_nvgre_inner_ipva or
action(tunnel_decap_process_outer)
decap_gre_inner_ipv4 or
action(tunnel_decap_process_outer)
decap_ip_inner_ipva or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipva_pop1 or
action(tunnel_decap_process_outer)
decap_npls_inner_ipva_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipva_pop3 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipua_popl or
action(tunnel_decap_process_outer)
decap_npls_inner_ethernet_ipv4_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipvé_pop3)
inplies
reads(tunnel_decap_process_outer, inner_ipva)

assume (action(tunnel_decap_process_outer)
decap_vxlan_inner_ipvé or
action(tunnel_decap_process_outer)
decap_genv_inner_ipv6 or
action(tunnel_decap_process_outer)
decap_nvgre_inner_ipvé or
action(tunnel_decap_process_outer)
decap_gre_inner_ipvé or
action(tunnel_decap_process_outer)
decap_ip_inner_ipvé or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipvé_pop1 or
action(tunnel_decap_process_outer)
decap_npls_inner_ipvé_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipvé_pop3 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipv6_popl or
action(tunnel_decap_process_outer)
decap_npls_inner_ethernet_ipv6_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipv6_pop3)
inplies
reads(tunnel_decap_process_outer, inner_ipvé)

assune (action(tunnel_decap_process_outer)
decap_vxlan_inner_non_ip or
action(tunnel_decap_process_outer)
decap_genv_inner_non_ip
action(tunnel_decap_process_outer)
decap_nvgre_inner_non_ip or
action(tunnel_decap_process_outer)
decap_gre_inner_non_ip or
action(tunnel_decap_process_outer)
decap_mpls_inner_cthernet_non_ip_popl or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_non_ip_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_non_ip_pop3)
inplies
(reads(tunnel_decap_process_outer, inner_ipvé)

reads(tunnel_decap_process_outer, inner_ipv6)

assune (action(tunnel_decap_process_outer)
decap_vxlan_inner_ipvé or

action(tunnel_decap_process_outer)
decap_vxlan_inner_ipyé or
action(tunnel_decap_process_outer)
decap_vxlan_inner_non_ip)
plies
(reads(tunne1_decap_process_outer,
tunnel_metadata.ingress_tunnel_type)

reads(tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type)

assune (action(tunnel_decap_process_outer)
decap_genv_inner_ipva or
action(tunnel_decap_process_outer)

decap_genv_inner_ipvé or
action(tunnel_decap_process_outer)
decap_genv_inner_non_ip)
inplies
(reads (tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type) == 4)

assune (action(tunnel_decap_process_outer)
decap_nvgre_inner_ipva o
action(tunnel_decap_process_outer)

decap_nvgre_inner_ipvé or
action(tunnel_decap_process_outer)
decap_nvgre_inner_non_ip)

(reads (tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type) == 5)

assune (action(tunnel_decap_process_outer)
decap_gre_inner_ipva or
action(tunnel_decap_process_outer)

decap_gre_inner_ipvé or
action(tunnel_decap_process_outer)
decap_gre_inner_non_ip)
inplies
(reads (tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type)

assune (action(tunnel_decap_process_outer)
decap_ip_inner_ipva or
action(tunnel_decap_process_outer)
decap_ip_inner_ipve)
inplies
(reads(tunnel_decap_process_outer,

)

tunnel_metadata.ingress_tunnel_type)

assume (action(tunnel_decap_process_outer)
decap_mpls_inner._ethernet_ipv4_popl or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipvé_popl or
action(tunnel_decap_process_outer)
decap_npls_inner_ethernet_non_ip_popl or
action(tunnel_decap_process_outer)

decap_npls_inner_ethernet_ipva_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipvé_pop2 or

action(tunnel_decap_process_outer)
decap_npls_inner_ethernet_non_ip_pop2 or
action(tunnel_decap_process_outer)

decap_npls_inner_ethernet_ipva_pop3 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ethernet_ipvé_pop3 or

action(tunnel_decap_process_outer)
decap_npls_inner_ethernet_non_ip_pop3)

(reads (tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type)

action(mpls)
action(npls)

terninate_eompls or
terninate_vpls)

assune (action(tunnel_decap_process_outer)

decap_npls_inner_ipv4_popl or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipvé_popl or

action(tunnel_decap_process_outer)
decap_npls_inner_ipvd_pop2 or
action(tunnel_decap_process_outer)

decap_npls_inner_ipvé_pop2 or
action(tunnel_decap_process_outer)
decap_mpls_inner_ipvd_pop3 or

action(tunnel_decap_process_outer)
decap_npls_inner_ipvé_pop3)
inplies
(reads (tunnel_decap_process_outer,
tunnel_metadata. ingress_tunnel_type)

action(mpls)
action(npls)

terninate_ipv4_over_mpls or
terminate_ipvé_over_mpls)

assune (action(tunnel_decap_process_inner)
inplies
reads (tunnel_decap_process_inner, inner_tcp)

decap_inner_tcp)

assune (action(tunnel_decap_process_inner)
inplies
reads (tumnel_decap_process_inner, inner_udp)

decap_inner_udp)

assune (action(tunnel_decap_process_inner)
decap_inner_icnp)
inplies
reads (tunnel_decap_process_inner, inner_icnp)

assune (action(rewrite) == set_mpls_suap_push_rewrite 12 or
action(rewrite) == set_mpls_swap_push_rewrite_13)
implies rewrite_valid_mpls_e

assume action(ingress_port_mapping)
inplies

(action_data(ingress_port_mapping, set_ifindex,
port_type) or

action_data(ingress_port_mapping, set_ifindex,
port_type) ==

action_data(ingress_port_mapping, set_ifindex,
port_type) == 2)

set_ifindex

assune (action(ingress_port_mapping) == set_ifindex and
ction_data(ingress_port_mapping, set_ifindex,
port_type) == o)
implies
not(ingress_port_mapping_valid_fabric_header

assune (action(ingress_port_mapping) == set_ifindex and
ction_data(ingress_port_mapping, set_ifindex,
port_type) == 1)
implies
(ingress_port_napping_valid_fabric_header == 1 and
not (ingress_port_mapping_valid_fabric_header_cpu

assune (action(ingress_port_napping) == set_ifindex and
action_data(ingress_port_mapping, set_ifindex,
port_type) == 2)
inplies
(ingress_port_mapping_valid_fabric_header
ingress_port_napping_valid_fabric_header_cpu

assune action(fabric_ingress_dst_lkp)
terminate_fabric_nulticast_packet
inplies
reads (fabric

ngress_dst_lkp, fabric_header.dstbevice)

assune (action(fabric_ingress_dst_1kp) =
switch_fabric_unicast_packet or
action(fabric_ingress_dst_lkp) =
terninate_fabric_unicast_packet)
inplies
not(reads(fabric_ingress_dst_lkp,
fabric_header.dstbevice)

assune (reach_action(nat_src) and
not (action(nat_src) == on_miss))
inplies
not (reads(nat_src, ipvé_metadata.lkp_ipva_sa)

assume action(nat_src)
inplies

not (action_data(nat_src, set_src_nat_rewrite_index,

nat_rewrite_index)

set_src_nat_rewrite_index

assune (reach_action(nat_dst) and

not(action(nat_dst) == on_miss))
inpli

not(reads(nat_dst, ipvd_metadata.lkp_ipvd_da)

assume action(nat_dst) == set_dst_nat_nexthop_index

not(action data(nat_dst, set_dst_nat_nexthop_index,
nat_rewrite_index)

assune (reach_action(nat_twice) and
not(action(nat_twice) == on_niss))
inplies
(not(reads (nat_twice, ipvé_metadata.lkp_ipvd_sa)

not (reads(nat_twice, ipva_metadata.lkp_ipva_da)

assune action(nat_twice)
inplies
not(action_data(nat_twice,
set_tuice_nat_nexthop_index,
nat_reurite_index) == o)

set_twice_nat_nexthop_index

assune (action(nat_flow)
action(nat_flow)
action(nat_flow)

inplies
(not (reads (nat_flow, ipvé_metadata.lkp_ipvd_sa)

set_src_nat_rewrite_index or
set_dst_nat_nexthop_index or
set_twice_nat_nexthop_index)

not (reads(nat_flow, ipva_metadata.lkp_ipvé_da)

assume action(nat_flow) == set_src_nat_rewrite_index

not(action data(nat_flow, set_src_nat_rewrite_index,
nat_rewrite_index)

assume action(nat_flow) == set_dst_nat_nexthop_index

implies
not(action_data(nat_flow, set_dst_nat_nexthop_index,
nat_rewrite_index)

assume action(nat_flow) == set_twice_nat_nexthop_index
implies
not(action_data(nat_flow, set_twice_nat_nexthop_index,
nat_rewrite_index) == 0)

assume (action(egress_nat)
action(egress_nat)
action(egress_nat)

inplies
not(reads (egress_nat, nat_netadata.nat_rewrite_index)

set_nat_dst_rewrite or
set_nat_src_rewrite or
set_nat_src_dst_reurite)

assune (action(egress_nat) == set_nat_src_dst_tcp_rearite or
action(egress_nat) == set_nat_src_tcp_rewrite or
action(egress_nat) == set_nat_dst_tcp_rewrite)
inplies
egress_nat_valid_tcp

assune (action(egress_nat)
action(egress_nat)
action(egress_nat)

inplies
egress_nat_valid_udp

set_nat_dst_udp_reurite or
set_nat_src_udp_rewrite or
set_nat_src_dst_udp_rewrite)

assune (reach_action(system_ac1) and
reads(systen_acl, ingress_metadata.drop_flag)
inplies
(action(systen_ac1)
action(systen_acl)
action(systen_acl)
action(systen_acl)
action(systen_acl)

redirect_to_cpu or
redirect_to_cpu_with_reason or
drop_packet or
drop_packet_with_reason or
negative_nirror)

assune action(tunnel_rewrite)
inplies
(action(tunnel_encap_process_outer)
mpls_ethernet_pushi_rewrite or
action(tunnel_encap_process_outer)
mpls_ip_pushi_rewrite)

= set_mpls_rewrite_pushl

assune action(tunnel_rewrite)
inplies
(action(tunnel_encap_process_outer)
mpls_ethernet_push2_reurite or
action(tunnel_encap_process_outer)
mpls_ip_push2_rewrite)

set_mpls_rewrite_push2

assune action(tumnel_reurite)
inplies
(action(tunnel_encap_process_outer)
mpls_ethernet_push3_rerite or
action(tunnel_encap_process_outer)
mpls_ip_push3_reurite)

set_mpls_rewrite_push3

assune action(tunnel_src_rewrite)
inplies
(action(tunnel_encap_process_outer)
ipva_vxlan_rearite or
action(tunnel_encap_process_outer)
ipva_genv_rewrite or
action(tunnel_encap_process_outer)
ipva_nvgre_rewrite o

rewrite_tumnel_ipv4_src

action(tunnel_encap_process_outer)
ipva_gre_rewrite or
action(tunnel_encap_process_outer)

ipva_ip_rewrite
or

action(tunnel_encap_process_outer)
ipva_erspan_t3_reurite)

assume action(tunnel_src_rewrite)

rewrite_tunnel_ipvé_src

action(tunnel_encap_process_outer)
ipv6_vxlan_rewrite or
action(tunnel_encap_process_outer)
ipv6_genv_rewrite or
action(tunnel_encap_process_outer)
1pv6_nvgre_rewrite or
action(tunnel_encap_process_outer)
ipv6_gre_reurite or
action(tunnel_encap_process_outer)

ipve_ip_rewrite
or

action(tunnel_encap_process_outer)
1pv6_erspan_t3_reurite)

assune action(tunnel_dst_rewrite)
inplies
(action(tunnel_encap_process_outer)
ipva_vxlan_rewrite or
action(tunnel_encap_process_outer)
ipva_genv_rewrite or
action(tunnel_encap_process_outer)
ipva_nvgre_rewrite or
action(tunnel_encap_process_outer)
ipva_gre_reurite or
action(tunnel_encap_process_outer)

rewrite_tunnel_ipvd_dst

ipva_ip_reurite
or

action(tunnel_encap_process_outer)
ipva_erspan_t3_reurite)

assune action(tunnel_dst_rewrite)
inplies
(action(tunnel_encap_process_outer)
ipv_vxlan_rewrite or
action(tunnel_encap_process_outer)
ipv6_genv_rewrite or
action(tunnel_encap_process_outer)
ipv6_nvgre_rewrite or
action(tunnel_encap_process_outer)
ipvé_gre_rewrite or
action(tunnel_encap_process_outer)

rewrite_tunnel_ipvé_dst

ipv6_ip_rewrite
or

action(tunnel_encap_process_outer)
1pv6_erspan_t3_reurite)

assune not(wildcard(ip_acl, tcp.flags))
inplies
13_netadata. 1kp_ip_proto

assune not(fabric_ingress_dst_lkp_valid_fabric_header_mirror

assune ingress_valid_genv

ingress_valid_inner_ethernet

assune reach_action(fabric_ingress_dst_1kp)
inplies
(action(fabric_ingress_dst_lkp)
terninate_cpu_packet o
action(fabric_ingress_dst_lkp)
switch_fabric_unicast_packet or
action(fabric_ingress_dst_1kp)
terninate_fabric_unicast_packet or
action(Fabric_ingress_dst_lkp)
switch_fabric_nulticast_packet or
action(fabric_ingress_dst_lkp)
terninate_fabric_multicast_packet)

assume (action(egress_nat) == set_nat_src_dst_reurite or
action(egress_nat) == set_nat_src_rewrite or
action(egress_nat) == set_nat_dst_rewrite or
action(egress_nat) == set_nat_src_dst_tcp_rewrite or
action(egress_nat) == set_nat_src_tcp_rewrite or
action(egress_nat) == set_nat_dst_tcp_rewrite or
action(egress_nat) == set_nat_dst_udp_rewrite or
action(egress_nat) == set_nat_src_udp_rewrite or
action(egress_nat) == set_nat_src_dst_udp_rewrite)

inplies

egress_nat_valid_ipva

assune not(wildcard(ip_acl, tcp.flags))
inplies
ip_acl_valid_tcp

assune not(wildcard(ipvé_acl, tcp.flags))
inplies
1pv6_acl_valid_tcp

assune (action(npls)
action(mpls) =

inplies
mpls_valid_inner_ethernet

terminate_ipva_over_mpls or
terminate_ipvé_over_mpls)

assune reach_action(tunnel)

(action(tunnel) == tunnel_lookup_niss or

action(tunnel) == terminate_tunnel_inner_non_ip or

action(tunnel)
terninate_tunnel_inner_ethernet_ipvé or

action(tunnel) == terminate_tunnel_inner_ipvd or

action(tunnel)
terninate_tunnel_inner_ethernet_ipvé or

action(tunnel) == terminate_tunnel_inner_ipvs)
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Limits of Static Verification

Operational



Run-Time Verification

Approach
o Start with a specification
o Compile to local predicates
 Wrap components with a SDN Controller
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Verifiable Closed-Loop Control

High-Level
Specification

Fine-Grained Network Telemetry



Research Opportunities

Efficiency: can we make collection and analysis of
fine-grained telemetry scalable and efficient?

Expressiveness: can we use run-time techniques
to verify rich properties (e.g., QoS, causality, etc.)?

Trust: can we trust the network components used
to generate and analyze telemetry data?
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