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Background and context



ECMP load-balancing
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— ECMP [1] works statelessly on 5-tuples
— Weighted ECMP with active probing [2]
— Common problem: Not resilient to back-end configuration changes



Resilient L3 load-balancing: Maglev

« Maglev [3]:
— Routers dispatch flows (with ECMP)
between Maglev instances &8 ~ & Routers
— Softwarized instances, scalable at will W —
— Consistent hashing (buckets): with high
probability, flow-to-server assignment is r e Maglev
consistent when adding/removing servers Consistent
Hashin
— Virtual IP address (VIP) ’
— Direct Server Return (DSR) ﬁ ﬁ Application
Server

— Per-flow state (if memory permits)



Maglev resiliency example

Server 2 removed only 1/4 flows reset
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Issues with Maglev

Resiliency Statefulness Fairness

A

>0.3% of bucket-to- One entry per flow in oes not take the
server assignment the load-balancer current load of servers
change when server => vulnerable to SYN into account

fails occur [3] floods




Improving on Maglev resiliency: Beamer

| Server | Server
Bucket Bucket
Before After Before After

Maglev:
Beamer:

— Beamer [4]: in the previous example,1/7 wrong assignments

— Main idea: embed the previous configuration in the packet (w/ IP option)
— Allows for stateless implementation of the load-balancer => P4 prototype
— Agent in servers takes care of daisy-chaining upon reaching bad a server



Issues with Maglev

Resiliency Statefulness Fairness
>0.3% of bucket-to- One entry per flow in Does not take the
server assignment the load-balancer current load of servers
change when server => vulnerable to SYN into account
fails occur [3] floods




Improving on Maglev fairness: 6LB

— 6LB [5]: Almost the same hashing algorithm as Maglev’s but...

— Uses the power of two choices [6] with Segment Routing (SR) to
dispatch new flows among two pseudo-random candidates

— Goal: consider actual server capacities without control messages



Improving on Maglev fairness: 6LB

— 6LB [5]: Almost the same hashing algorithm as Maglev’s but...

— Uses the power of two choices [6] with Segment Routing (SR) to
dispatch new flows among two pseudo-random candidates

— Goal: consider actual server capacities without control messages

1=Vl SA=A:
/@ DA=C::
D::
SR C::
Hdr B::
SL=1

Payload




Improving on Maglev fairness: 6LB

Bucket Candidates | Candidate

(6LB) (Maglev) et

1E Flow 1 R -
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4 0, 1) 0 § :
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6 (1, 0) 1 « Server 1is already loaded, so it forwards the

connection request to its next candidate, server 0.
« State is then installed in the LB to map the 5-tuple
to server 0.



6LB requires state

Client LB Router(s) SO “busy” S1
E ‘ : ﬁ i

“SYN”

SR Search (to S0 or S1) SIDs:
—— —>-@ @ Connectif Available (SA.CA)
. LB icki
“SYN-ACK” S1 signals acceptance to Create Stlcklnes.s (L.B.CS)
. @ Acknowledge Stickiness (SA.AS)
= @ Remove Stickiness (LB.RS)
Upstream Data/Ack (always to S1)
“ACK” -;.

‘ Signalend of flow to LB
“FlN”



6L B requires state

Client LB Router(s) SO “busy” 81
- SIS
— “SYN”
SIDs:
—0— - @ Connectif Available (SA.CA)

Create Stickiness (LB.CS)
@ Acknowledge Stickiness (SA.AS)
@ Remove Stickiness (LB.RS)

“SYN-ACK”

Downsirea

Signal end of flow to LB



Issues with Maglev

Resiliency

Statefulness

Fairness

server assignment

fails occur [3]

>0.3% of bucket-to-

change when server
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SHELL Overview



What information do we need?

Consistent hashing table

Potential servers
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Lookup = bucket (from 5 tuple)
Build SRH with some (e.g. 2) candidates for bucket
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Where to store flow information?

« We don’t want state (flow table) in the LB

« The server accepting the connection (1 or 2) must find a way
(a field in the packet) to communicate that to the client,
which will be reflected and used by the LB

- |.e. we need a covert channel

« An agent runs in the servers
— records the index of the accepting server of SYN packets

— transmits it back to the client on subsequent packets, through the
covert channel



What information do we need?

Consistent hashing table
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Lookup = bucket (from 5 tuple)

+ choice index (from covert channel

in packet)




Resiliency — SHELL History Matrix

choice index

Potential servdrs

choice index

Potential servggrs

choice index

Potential sengers

bucket
ISYN Choice 1 | Choite 2
—— | 281 12
2 1 8
2 42
42 90
12 20
21 16
now-2

Build SRH with some (e.g.

bucket
Choice 1 | Cholce 2
1 1 2
2 3 12
2 42
13 15
60 88
21 16
now-1

bucket
Choice 1 | Chdice 2
1 1 2
2 1 12
2 42
13 90
77 88
21 16
now

2) old values of bucket+choice index




History Matrix: Summary
« SYN: build SRH with candidates for bucket (row in matrix)

« Non-SYN: build SRH with history for both bucket and choice
iIndex as found in covert channel (column in matrix)

ISYN

Bucket 9 Choice 1 Choice2  Choice 3
Epoch 1 $4 S5 S,
Epoch 0 S5 So S7




Covert channel

— Covert channel: field echoed by the client without him knowing SHELL
encodes data in it

— Easy in QUIC (64 bits in connection ID), but QUIC isn’t universally adopted
- Challenge: Use TCP: what fields are echoed in a TCP session?

- SHELL implementation uses TCP Timestamp, with only a few bits

- Other possibilites...

[ NON ) £ utun1

ja|m g © X Qe EF IS H QaqE
[I[tcp.stream eq1 <= ] v] ro— "
Time Source Destination Protocol  Leng! Info

10.61.108.123 208.97.177.1.. 49968 - 80 [SYN, ECN, CWR] Seq=671108406 Win=65535 Len=0 MSS=1366 WS=32 TSval 1948530467 TSecr=0 SACK_PERM=1

1. 208.97.177.1.. 10.61.108.123 TCP 64 80 - 49968 [SYN, ACK] Seq=1241689476 Ack=671108407 Win=65535 Len=0 M 64 SACK_PERM=1 TSval=3476377101 TSecr=1948530467
1. 10.61.108.123 208.97.177.1.. TCP 56 49968 - 80 [ACK] Seq=671108407 Ack=1241689477 Win=132288 Len=0 TSva Secr=3476377101

1. 10.61.108.123 208.97.177.1.. HTTP 490 GET / HTTP/1.1

1. 208.97.177.1.. 10.61.108.123 TCP 56 80 - 49968 [ACK] Seq=1241689477 Ack=671108841 Win=65664 Len=0 TSval=3476377121 TSe

1. 208.97.177.1.. 10.61.108.123 HTTP 301 HTTP/1.1 304 Not Modified

1. 10.61.108.123 208.97.177.1.. TCP 56 49968 - 80 [ACK] Seq=671108841 Ack=1241689722 Win=132032 Len=0 TSval=194§

1. 10.61.108.123 208.97.177.1.. TCP 56 49968 - 80 [FIN, ACK] Seq=671108841 Ack=1241689722 Win=132032 Len=0 TSva't 7301

1.. 208.97.177.1.. 10.61.108.123 TCP 56 80 - 49968 [ACK] Seq=1241689722 Ack=671108842 Win=66112 Len=0 TSval=3476379321 TSecT

1.. 208.97.177.1.. 10.61.108.123 TCP 56 80 - 49968 [FIN, ACK] Seq=1241689722 Ack=671108842 Win=66112 Len=0 TSval=3476379321 TSecr=1948532669

1. 10.61.108.123 208.97.177.1.. TCP 56 49968 - 80 [ACK] Seq=671108842 Ack=1241689723 Win=132032 Len=0 TSval=1948532687 TSecr=3476379321



Life of a flow



Life of a flow (1/8)
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Life of a flow (2/8)

Bucket9 | Choice1  Choice2 Choice3

History Matrix

Epoch 0 \ 8 So S,
covert

channel bucket n® =
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Life of a flow (3/8)

Bucket9 | Choice1  Choice2 Choice3
Epoch 0 \ S So

History Matrix

P

Server 1 is overloaded,
the server agent

e . forwards the SYN

e L[~ request to the second

SYN(1,0,2) P candidate

o

Flow 2 Consistent SYN(4, 0, 2)
Data plane B T PRI R PY Y AL

of five-tuple

-

N

buuu uuuw
@uuu uuum



Life of a flow (4/8)

Bucket9 | Choice1  Choice2 Choice3

History Matrix

Epoch0 | s So S
Server 0 is also
overloaded, the server
covert agent forwards the SYN
.\, [ B .., requestto the third and
—n final candidate, who is
, SN forced to accept it
Flow 2 Consistent SYN(, 0, 2) 3 5
Data plane QT e Y = —y o
of five-tuple =0 —y
[ o R o |
X< /3 B
(= — §— ]



Life of a flow (5/8)

Bucket9 | Choice1  Choice2 Choice3

History Matrix

Epoch 0 ‘ S So )
The server agent writes
encodes in the covert
covert Channel Of the SYN'ACK
channel ucket n° = g . .
D N . — the position in the choice
— list of the server that
-'- Flow 2 Consistent —x ) accepSted the connection
Data plane LA—— hen | |0 — K —n —o
of five-tuple =0 — —x
[ o R o |
g > =N =D
SYN-ACK
(choice n°3 accepted the connection) q q



Life of a flow (6/8)

Bucket9 | Choice1  Choice2 Choice3
Epoch 0 \ S So

History Matrix

&P

The load-balancer reads
the covert channel value.
At the moment, the only
server that can be third
choice is s2, so the
packeSt is sent to s2

covert

channel bucket n°
value '

Flow 2 Consistent

Data plane  TmmE et FI B S — X
of five-tuple =
[

D — |

ACK
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Life of a flow (7/8)

History Matrix

Data plane

Bucket® | Choice1  Choice2  Choice3
Epoch 1 S S5 S,
Epocr. 0 " so "
One backend
) reconfiguration happens,
channel ket el but choice 3 for bucket 3
LERN oy =" does not change, so
nothing changes

Flow 2 Consistent
E — hash |3|9 Data 2) (i 1
of five-tuple =

D — |

ACK




Life of a flow (8/8)

History Matrix

Data plane

Bucket 9 Choice 1 Choice 2 Choice 3
Epoch 2 83 S4 So
Epoch 1 S S5 S,
Epocl.‘ 0 n so n

covert

channelj bucket n°

value |

Flow 2 Consistent /
————— 3|9

hash
of five-tuple

:

ACK

Other changes happen,
the inserted SR header
(SRH) is modified
accordingly, and the
packet reaches s2




Evaluation



P4-NetFPGA Implementation

- P4 dataplane for NETFPGA-SUME: TCP timestamp parsing + SRH insertion

SYN
4l [%2]
’ Layer 2 (Data-Link) ’ s‘ l§ ’ ’ Layer 2 (Data-Link) ‘
& =9 ! !
Layer 3 (IPv6) E 2 Action: Layer 2 Action: Layer 3 (IPv6)
| © SRH
= 28 - Create SRH _ = | A dacer| * Add MAG_addr *
3 - Fill with Segment List By - to Layer 2
< Layer 4 (TCP) S, - Change IPv6 -3 - xO - Hop.lim Layer 4 (TCP)
I SYN - Destination Address 153 e - Set Output Port
TCP Options a g g TCP Options
o w
\ Paoad gg g y ‘ Payoad  J
3% =
38 &
Parser Match-Action Pipeline De-Parser

« A bit tricky due to “TLV” (type/length/value) fields

. » Maximum segment size: 1366 bytes
_ » No-Operation (NOP)
Only a subset of TCP options parsed e R ity by 32)
» No-Operation (NOP)
. H » No-Operation (NOP)
— Namely SACK (different lengths) and timestamps " Tinestanpe: Tsval 1949534393, Tsecr 0
» TCP SACK Permitted Option: True
. . . » End of Option List (EOL)
— Different maximum parsing depths evaluated 730 02 00 00 00 45 00 00 40 <8 Oc 40 @0 40 06 ba 2d
210 @a 3d 6¢c 7b 2e b6 12 7e ¢3 dd @1 bb 2c ea 8b 77
220 00 00 00 00 bo c2 ff ff 03 c8 00 00 02 04 05 56
230 01 03 03 05 01 01 08 0a 74 33 88 b9 @0 @0 00 00
240 04 02 00 00




P4-NetFPGA dataplane evaluation

« Latency = 9us; Throughput = 60 million packets/s

« Different “TCP option parsing complexities” (maximum size
of TCP option field) implemented/evaluated
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P4-NetFPGA dataplane evaluation
 Latency = 9us; Throughput = 60 million packets/s

« Different “TCP option parsing complexities” (maximum size
of TCP option field) implemented/evaluated

Max data

ttsot LUT LUT as RAM FF BRAM
8 36.9% 19.4% 33.3% | 59.3%
11 40.1% 22.0% 36.4% | 63.2%
13 43.8% 24.9% 40.2% | 67.7%
15 48.7% 28.6% 45.8% | 74.1%




Consistent hashing resiliency evaluation

« Connection duration model built from:
— A model of the number of back-end reconfigurations per second [7]
— A model of connection durations [8]

* In real life situations, about 5 times less connections lost
than with Maglev equivalent (where history depth = 1)

0.07

>

= h=1 —. Connection duraltions from model
g 006 h=o ——

S oosf h=8—

s . /A/A/A’-A—F&—-r

§ 0.04

(0]

< 0.03 /

'.§ 0.02

O 0 = © — —

0 50 100 150 200 250 300
Number of server reconfiaurations



Conclusion/References

— No monitoring, but application-informed decisions

— Using SRv6 to direct one query to multiple candidates

— Using covert channel to steer to server having accepted

— Consistent hashing history matrix for resiliency

— Stateless P4-NetFPGA prototype => low latency/high throughput
— Future work: large-scale experiment on actual H/W

— Future work: hybrid stateful/stateless approach
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