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code

Netronome Agilio CX 2 x 10GbE

What is the solution built around...
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OpenFlow

P4Runtime

Thrift

CodiLime

CodiLime 

CodiLime 

PoC architecture overview
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Firewall function P4 code (V1 Model)

FFB

state start {
    transition parse_ethernet;
}
state parse_ethernet {
    packet.extract(hdr.ethernet);
    transition select(hdr.ethernet.ether_type) {
        ETH_TYPE_IPV4: parse_ipv4;
        ETH_TYPE_ARP: parse_arp;
        default: accept;
    }
}

  state parse_ipv4 {
      packet.extract(hdr.ipv4);
      transition select(hdr.ipv4.protocol) {
          IPV4_PROTO_TCP: parse_tcp;
          IPV4_PROTO_UDP: parse_udp;
          default: accept;
      }
  }

state parse_arp {
    packet.extract(hdr.arp);
    transition accept;
}

  state parse_tcp {
      packet.extract(hdr.tcp);
      transition accept;
  }

  state parse_udp {
    packet.extract(hdr.udp);
    transition accept;
}

table t_fwd {

    key = {

        standard_metadata.ingress_port : exact;

    }

    actions = {

        Fwd;

        NoAction;

    }

    default_action = NoAction();

}

table t_firewall {

    key = {

        standard_metadata.ingress_port : ternary;

        hdr.ethernet.src_addr : ternary;

        hdr.ethernet.dst_addr : ternary;

        hdr.ethernet.ether_type : ternary;

        hdr.ipv4.src_addr : ternary;

        hdr.ipv4.dst_addr : ternary;

        hdr.ipv4.protocol : ternary;

        hdr.tcp.src_port : ternary;

        hdr.tcp.dst_port : ternary;

        hdr.udp.src_port : ternary;

        hdr.udp.dst_port : ternary;

    }

    actions = {

        Drop;

        Allow;

        NoAction;

    }

    default_action = NoAction;

}

apply {

    t_fwd.apply();

    t_firewall.apply();

}

apply {

    packet.emit(hdr.ethernet);

    packet.emit(hdr.arp);

    packet.emit(hdr.ipv4);

    packet.emit(hdr.tcp);

    packet.emit(hdr.udp);

}

IngressParser Deparser
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CodiLime

CodiLime 

CodiLime 

PoC architecture overview
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PoC - leaf-spine fabric + hosts
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PoC - physical arch. overview
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CodiLime 

CodiLime 

CodiLime

PoC architecture overview
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Protocols supported:

● P4Runtime Support

● Thrift based BMv2 like protocol

Protocols supported:

● P4Runtime Support

ONOS <-> SmartNIC communication

SmartNIC
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Protocols supported:

● P4Runtime Support

● Thrift based BMv2 like protocol

Protocols supported:

● P4Runtime Support

SmartNIC

ONOS <-> SmartNIC communication
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Protocols supported:

● P4Runtime Support pre-1.0.0 (version 

from mid 2018)

Protocols supported:

● P4Runtime Support 1.x

SmartNIC proxy SW development

SmartNIC
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Protocols supported:

● P4Runtime Support pre-1.0.0 (version 

from mid 2018)

Protocols supported:

● P4Runtime downgraded to pre-1.0.0

SmartNIC proxy SW development

SmartNIC
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Protocols supported:

● P4Runtime Support pre-1.0.0

(version from mid 2018)

● P4Runtime implementation in preview version

○ Ternary matching didn’t work

○ Packet-Out didn’t work

Protocols supported:

● P4Runtime downgraded to pre-1.0.0

SmartNIC proxy SW development

SmartNIC
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Protocols supported:

● P4Runtime Support

● Thrift based BMv2 like protocol

Protocols supported:

● P4Runtime Support

● No Thrift based protocol support ? ?

ONOS + SmartNIC Connectivity

SmartNIC
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smartNIC proxy

SmartNIC

SmartNIC proxy SW development

CodiLime
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gRPC

P4Runtime

DATA

gRPC

P4Runtime

DATA

DATA

SmartNIC

smartNIC proxy

SmartNIC proxy SW development

CodiLime
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Thrift

Proprietary

DATA

Thrift

Proprietary

DATA

DATA

SmartNIC

smartNIC proxy

SmartNIC proxy SW development

CodiLime
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CodiLime

CodiLime 

CodiLime 

PoC architecture overview
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Pipeconf Control
Application

Behavior
(Pipeliner)

Extension
(P4 Code)Model GUI CLIFirewall Service

RulesManager

RulesStore

ONOS firewall 
application

ONOS Firewall Application - Overview

CodiLime
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ONOS customization & app development
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ONOS customization & app development
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ONOS: flows related to smartNIC-proxy
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DEMODEMO

Demo
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SERVER_1
IP: 10.0.1.11/24 
MAC: 00:10:00:01:00:11

HOST_A
IP: 10.0.10.101/24 
MAC: 00:10:00:10:01:01

HOST_B
IP: 10.0.10.102/24 
MAC: 00:10:00:10:01:02

NGINX server
listening on TCP ports: 
9051-9060

CodiLime

CodiLime 

CodiLime 

Demo - Scenario #1 (TCP)
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Demo - Scenario #1 (TCP)
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SERVER_1
IP: 10.0.1.11/24 
MAC: 00:10:00:01:00:11

HOST_A
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HOST_B
IP: 10.0.10.102/24 
MAC: 00:10:00:10:01:02

TCP, dst_port: 9051

TCP, dst_port: 9051
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NGINX server
listening on TCP ports: 
9051-9060
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Demo - Scenario #1 (TCP)
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https://docs.google.com/file/d/1PWNV22PGv-trH81BRmCsHYB-0ZZQCMo-/preview
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SERVER_1
IP: 10.0.1.11/24 
MAC: 00:10:00:01:00:11

SERVER_2
IP: 10.0.1.22/24 
MAC: 00:10:00:01:00:22

HOST_A
IP: 10.0.10.101/24 
MAC: 00:10:00:10:01:01

ICMP

CodiLime

CodiLime 

CodiLime 

Demo - Scenario #2 (ICMP)
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https://docs.google.com/file/d/1TIoVhu-wtPbwnJr9wpouGhxFdQ1F5siI/preview
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https://www.youtube.com/watch?v=IwjoggSEOmI

More technical details...

https://www.youtube.com/watch?v=IwjoggSEOmI
https://www.youtube.com/watch?v=IwjoggSEOmI
https://www.youtube.com/watch?v=IwjoggSEOmI
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