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Firewall function P4 code (V1 Model

Parser

state start {
transition parse_ethernet;
}
state parse_ethernet {
packet.extract(hdr.ethernet) ;
transition select(hdr.ethernet.ether_type) {
ETH_TYPE_IPV4: parse_ipv4;
ETH_TYPE_ARP: parse_arp;
default: accept;
}

state parse_ipv4 {
packet . extract(hdr.ipv4);
transition select(hdr.ipv4 protocol) {
IPV4A_PROTO_TCP: parse_tcp;
IPV4_PROTO_UDP: parse_udp;
default: accept;
}
}
state parse_arp {
packet.extract(hdr.arp);
transition accept;
}

state parse_tcp {
packet extract(hdr. tcp);
transition accept;

}
!

state parse_udp {
packet .extract(hdr.udp):
transition accept;

(
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Ingress

table t_fwd {
key = {

standard_metadata.ingress_port : exact;

}

actions = {
Fwd;
NoAction;

}

default_action = NoAction();

apply {

table t_firewall {

key = {
standard_metadata.ingress_port : ternary;
hdr .ethernet.src_addr : ternary;
hdr .ethernet.dst_addr : ternary;
hdr .ethernet.ether_type : ternary;
hdr.ipv4 src_addr : ternary;
hdr .ipv4 .dst_addr : ternary;
hdr.ipv4 protocol : ternary;
hdr .tcp.src_port : ternary;
hdr . tcp.dst_port : ternary;
hdr .udp.src_port : ternary;
hdr . udp.dst_port : ternary;

}

actions = {
Drop:
Allow;
NoAction;

}

default_action = NoAction;

l

Deparser

apply {
packet . emit(hdr.
packet.emit(hdr.
packet . emit(hdr.
packet.emit(hdr.
packet . emit(hdr.

ethernet) ;
arp)
ipv4);
tep)
udp) ;

codilime

CREATING VALUE




PoC architecture overview

cod’\\:\me
ONOSa-lI; l::susl:om
.\_"“\e
cod‘I SmartNIC proxy I
l cod.\\—.\me \ 4

emulated leaf-spine
fabric (OVS)

firewall P4 code

& P4 SmartNIC

docker docker
app_server
: - -
cccccc
enduser g enduser

enduser

codilime




PoC - leaf-spine fabric + hosts
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PoC - phy
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PoC architecture overview
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ONOS <-> SmartNIC communication

Protocols supported: Protocols supported:

e  P4Runtime Support e  P4Runtime Support
e Thrift based BMv2 like protocol
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ONOS <-> SmartNIC communication

Protocols supported: Protocols supported:

e  P4Runtime Support e  P4Runtime Support
e Thrift based BMv2 like protocol
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SmartNIC proxy SW development

Protocols supported: Protocols supported:

e  P4Runtime Support 1.x e  P4Runtime Support pre-1.0.0 (version
from mid 2018)
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SmartNIC proxy SW development

Protocols supported: Protocols supported:

e  P4Runtime downgraded to pre-1.0.0 e  P4Runtime Support pre-1.0.0 (version
from mid 2018)
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SmartNIC proxy SW development

Protocols supported: Protocols supported:
e  P4Runtime downgraded to pre-1.0.0 e  P4Runtime Support pre-1.0.0
(version from mid 2018)
e  P4Runtime implementation in preview version
o Ternary matching didn't work

o  Packet-Out didn’t work
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ONOS + SmartNIC Connectivity

Protocols supported: Protocols supported:
+—P4RuRtmMe-Support +—P4RuAtme-SHpport
e No Thrift based protocol support ? e Thrift based BMv2 like protocol ?
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SmartNIC proxy SW development
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SmartNIC proxy SW development

gRPC gRPC

P4Runtime P4Runtime

ork Operating System

SmartNIC
codilime (v7)




SmartNIC proxy SW development
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ONQOS Firewall Application - Overview —
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ONOS customization & app development

Firewall Enabled Devices (1 Total) O
Search All Fields v
DEVICE ID
device:smartnic-proxy device:smartnic-proxy X
Device ID nartnic-proxy
Rules O + Search All Fields &
= Source MAC Destination Source IPv4 Destination 1P Source Destination Ingress
IDJI AL O Sletus Address MAC Address Address IPv4 Address Protocol Port Port Interface ECErlvEe
L} v 1.11/32 0x6 9051
4 L v 0.0.1.11/32 0x6
7 [} v ox11 7031
8 ] v ox 30123
L 5 10.0.10.101/32 0x1
0 4 v 10.0.10.101/32 00.1.0724 0x1
L 2 00:10:00:01:00:11 0x806

21
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ONOS customization & app development

devic artnic-
: DENY for
DENY
DENY
DENY : i 3 & - .22
DENY p\ C 10.1¢ 2 D | 0 1.0/2 ipvé4 |
ALLOW fo X i 1/ pvé_ ir=1 1.0 ipv4_|
11: DENY f S 0 6

6b

=Null, ipv4DstA

DENY for

DENY for

DENY for

DENY for vé4_s
ALLOW for ipv4
DENY for src_i
DENY for t

re
Device: device:smartnic-

DENY for

DENY for

DENY for

DENY for

DENY for

ALLOW fo

DENY for
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ONOS: flows related to smartNIC-proxy

ws -s --filter smartnic-proxy

deviiceId=devic Vsmartnic~proxy, flowRuleCount=22

ADDED, bytes=0, packets=0,

ADDED, bytes=0, packets=0,

ADDED, bytes=0, packets=0,

ADDED, bytes=0, packets=60,
fimmediate=[Drop()]]

ADDED, bytes=60,
fimmediate=[Drop()]]

ADDED, bytes=0, packets=6,
fimmediate=[Drop()]]

ADDED, bytes=0, packets=60,
fimmediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=6,
mediate=[Drop()]]

ADDED, bytes=0, packets=6,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=6, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

ADDED, bytes=0, packets=0,
mediate=[Drop()]]

packets=0,

codilime
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table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,
table=t_firewall,

table=t_firewall,

priority=7,
priority=6,
priorit

priority=4,
priority=4,
priority=3,
priority=3,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=2,
priority=1,

priority=1,

selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.
selector=[hdr.

selector=[hdr.

ethernet.src_addr=0x1000010011&8&80xffFfffffffff, hdr.ethernet.ether_type=0x806&&&0xffff], treatment=[immediate=[Drop()]]

ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.

ipv4.

hdr.
hdr.
hdr.

src_addr=0xa000a65&8&OxfFF{fff,
src_addr=0xa000a65&8&0xFFFFFfff,
src_addr=0xa00146788&OxFFFFFfff,
src_addr=0xa001467&8&OxFFFFFfff,
src_addr=0xa00146788&OxFFFFFfff,
src_addr=0xa001467&8&OxfFFFffff,
src_addr=0xa000a66&8&OxfFFFffff,
src_addr=0xa000a66&8&OxfFFFffff,
src_addr=0xa000a66&8&OxfFFFffff,
src_addr=0xa000a66&8&&OxfFFffff,
src_addr=0xa000a6688&0xFFFFffff,
src_addr=0xa000a66&8&OXfFFFffff,
src_addr=0xa000a6688&0xfFFfffff,
src_addr=0xa000a66&880xffffffff,
src_addr=0xa000a66&8&0xfFFfffff,
src_addr=0xa000a66&8&0xfF I fff,
src_addr=0xa000a0088&0xffffffee,

src_addr=0xa000a00&8&0xffffffee,

ipv4.
ipv4.
ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.
.ipv4.

.ipv4a.

dst_addr=0xa000100&88&0xffffffeo,
dst_addr=0xa000100&8&8&0xffffffee,
dst_addr=0xa000116&8&0xffFfffff,
dst_addr=0xa000116&8&0xffFfffff,
dst_addr=0xa000116&8&0xffff{fff,
dst_addr=0xa000116&88&0xfFFFffff,
dst_addr=0xa00010b&&&exffffffff,
dst_addr=0xa00010b&&&Oxffff{fff,
dst_addr=0xa00010b&a&oxffffffff,
dst_addr=0xa00010b&&&Oxffff{fff,
dst_addr=0xa00010b&&&exffffffff,
dst_addr=0xa00010b&&&OxffFFffff,
dst_addr=0xa00010b&&&oxffffffff,
dst_addr=0xa00010b&&&oxffffffff,
dst_addr=0xa00010b&&&oxffffffff,
dst_addr=0xa00010b&&&exffffffff,
dst_addr=0xa00010b&&&oxffffffff,

dst_addr=0xa00010b&&&oxffffffff,

hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.

hdr.

ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.
ipv4.

ipv4.

protocol=0x18&&&0xff],
protocol=0x18&8&&0xff],
protocol=0x118&8&8&0xff,
protocol=0x118&8&8&0xff,
protocol=0x118&8&8&0xff,
protocol=0x118&8&8&0xff,
protocol=0x68&8&8&0xff,
protocol=0x68&8&8&0xff,
protocol=0x688&8&0xff,
protocol=0x68&8&8&0xff,
protocol=0x68&8&8&0xff,
protocol=0x68&8&8&0xff,
protocol=0x688&8&0xff,
protocol=0x68&8&0xff,
protocol=0x688&&0xff,
protocol=0x688&0xff,
protocol=0x688&0xff,

protocol=0x68&8&0xff,

hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.
hdr.

hdr.

treatment=[immediate=[Allow()]]
treatment=[immediate=[Drop()]]
hdr.tcp.srcPort=0x75ab&8&oxffff], treatment=[
hdr.udp.srcPort=0x75ab&&&0xffff], treatment=[
hdr.tcp.dstPort=0x1b7788&0xffff], treatment=[

hdr.udp.dstPort=0x1b7788&0xffff], treatment=[

hdr.udp.dstPort=0x23638&&0xffff], treatment=[1

udp.dstPort=0x2360&8&0xffff], treatment=[1

tcp.dstPort=0x23618&8&8&0xffff], treatment=[1

tcp.dstPort=0x236288&0xffff], treatment=[1

tcp.dstPort=0x23638880xffff], treatment=[1

udp.dstPort=0x2362888&0xffff], treatment=[1

tcp.dstPort=0x23648880xffff], treatment=[1

tcp.dstPort=0x23608880xffff], treatment=[1

udp.dstPort=0x2361&8&0xffff], treatment=[1

udp.dstPort=0x2364888&0xffff], treatment=[1

udp.dstPort=0x235b&8&&0xffff], treatment=[1

tcp.dstPort=0x235b&8&8&0xffff], treatment=[1
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Demo - Scenario #1 (TCP)
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Demo - Scenario #1 (TCP)
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/app #

/app #

/app # netstat -tunlp

Active Internet connections (only servers)

Proto Recv- Q Send-Q Local Address Forel, State PID/Program name
tcp © 0.6.0.0:9051 0.6.0. LISTEN 8/nginx
tcp 0 © 0.0.0.0: 0.0.0. LISTEN 8/nginx
1<} o 0 0.0.0. 0.0.0. LISTEN 8/nginx
1<<] 0 © 8.6.0. 8.0.6. LISTEN 8/nginx
tcp [ 6 0.0.0. 8.0.6. LISTEN 8/nginx
tcp 0 0 0.0.0. 0.0.0. LISTEN 8/nginx
tcp ) 0 6.6.0. 8.6.0. LISTEN 8/nginx
tcp ] 0 0.0.0. 0.0.0 LISTEN 8/nginx
tcp 0 0 0.0.0. 0.0.0. LISTEN 8/nginx
tcp 8 0 6.0.0. 08.0.0. LISTEN 8/nginx
Japp #

[app #

/app # curl localhost:9656

ptions [nop nop,TS val 1300109804 ecr 27303827], length ©
0x0060: 0000 0060 0001 0010 K061 6011 0860 4500

0x0010: 0034 96c9 4000 4006 7a89 0200 016b 0200
6x0020: 1467 235b dfile 8c7d ef93 6fSe be33 8011
0x0030: 01fd 2998 6000 0101 080a 4d7e 19ec 01ad
0x0040: 993

10:37:16.677652 00:00:00:00:00:20 > 00:10:00:01:00:11, ethertype IPv4 (6x0800), length 66: (tos €x0, ttl 64, id 513
1, offset 0, flags [DF], proto TCP (6), length 52)
10.0.20.103.57118 > 10.0.1.11.9051: Flags [.], cksum @x96a8 (correct), seq 86, ack 472, win 501, options [nop,n
op,TS val 27303827 ecr 1300109804], length ©
0x0000: 0010 0001 0011 0600 0060 G020 0800 4500

0x0010: 0034 146b 4000 4006 fd47 6200 1467 0a00
0x0020: ©16b dfie 235b 6f50 be33 8c7d ef94 8610
06x0030: 01fS 9638 6000 0101 680a 61a0 9f93 4d7e
0x0048: 19ec

10:37:21.845086 00:10:00:01:00:11 > 60:060:60:00:00:01, ethertype ARP (6x0866), length 42: Ethernet (len 6),

en 4), Request who-has 10.0.1.1 tell 10.0.1.11, length 28
0x0000: 0000 0000 0001 0010 0001 G011 0806 0001
0x0010: 0800 66064 0001 60160 0001 6011 0200 018b
0x0020: 0000 0OGO 00O 0a00 0101

10:37:21.846582 00:00:00:00:00:01 > 00:

en 4), Reply 10.0.1.1 is-at 00:00:00: oe.oe.ez, l

IPva (1

ength
0x0000: 0010 0001 0011 0000 0060 G001 0806 0001
0x0010: 0800 0604 0002 0000 0000 0001 0200 0101
0x0020: 0010 6001 6011 0200 616b 0000 0000 0000
0x0030: 0600 0060 6006 0600 0060 6000

- *** Codilime P4 demo ***
ENJOY !!!

pademog@rd-trexi:-$
pademo@rd-trex1:~$
pademo@rd-trexi:~$ hostB curl
ACpadeno@ird-trex1:-§
pddemo@rd-trex1:~$ hostA curl 10.6.1.11:
ACpddeno@rd-trexi:~$

p4demo@rd-trex1:~$

pddemo@rd-trex1:~$ hostC curl 10.6.1.11:

16.6.1.11:

--- THIS IS
Codilime P4 demo *** -

<= ENJOY !1!

pademogrd-trexi:
pademo@rd-trexi:
p4demo@rd-trexi:
p4ademogrd-trexi:
pddemo@rd-trexi:
p4demog@rd-trexi:

nop,TS val 1300109864 ecr 27303827], length ©
0x0000: 0000 6000 0001 0010 6001 6611 6860 4560

-5
~$ hostA curl 10.6.1.11:9051f

0x0010: 0034 96c9 4000 4006 7a89 000 016b 0200
6x0026: 1467 235b dfile 8c7d ef93 6f50 be33 8e11
0x0030: 01fd 9630 0000 0101 080a 4d7e 19ec 01a0
0x0046: 9f93

10:37:16.677628 00:00:00:00:00:20 > 60:10:60:61:00:11, ethertype IPv4 (0x0860), length 66: (tos 6x8, ttl 64, id 513
1, offset @, flags [DF], proto TCP (6), length 52)

10.06.20.103.57118 > 10.0.1.11.9051: Flags [.], cksum 8x2998 (incorrect -> 8x96a8), seq 80, ack 472, win 581, op
tions [nop,nop,TS val 27303827 ecr 1300109804], length ©

©0x6000: 0010 6001 0011 00060 6000 0020 0860 4500 E.

0x0010: 0034 140b 4000 4006 fd47 0a00 1467 0a06 .4..0.Q..G..
0x0020: ©10b dfie 235b 650 be33 8c7d ef94 8010 ..#[oP.3.}....
0x0030: 01f5 2998 0000 0101 ©80a 6130 9193 4d7e¢ ..)........... M~
0x0040: 19ec

10:37:21.845161 ©0:10:60:01:00:11 > 60:00:00:00:00:01, ethertype ARP (0x0806), length 66: Ethernet (len 6),
en 4), Request who-has 10.0.1.1 tell 10.6.1.11, lmgth 46
Ox0000: 0000 0000 0001 0010 G001 0011 0806 0001
6x0010: 0800 0604 6601 6010 6001 6011 0360 016b
0x0020: 0000 GOOO 0GOO 02O 0101 0600 6060 GOOE
0x0030: 0000
10:37:21,846511 60:00:
en 4), Reply 10.0.1.1 ls
0x0000: 0010
0x0010: 0800
0x06020: 0010 6001 601

1Pva (1

length 28

trexi.intra.codililL
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Demo - Scenario #2 (ICMP)
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p4demo@rd-trexl

pademo@rd-trex1:~$
pademo@rd-trex1:~S
pademo@rd-trex1:~$

0x0010:
0x0020:
0x0030:
0x0640:
0x0050:
0x0060:
11:55:16.229233 00:00:00:00:00:10 > ©0:10:00:01:00:11, ethertype IPv4 (6x08080), length 98: (tos 6x0, ttl 64, id 864
9, offset 0, flags [DF], proto ICMP (1), length 84)
10.0.10.101 > 10.0.1.11: ICMP echo request, id 28418, seq 1, length 64
0x0000: E.
0x0010:
ox0020:
0x0036:
0x0040:
0x0050:
0x0060:
11:55:16.229288 00:10:00:01:00:11 > 00:00:00:00:00:01, ethertype IPv4 (6x0800), length 98: (tos ox@, ttl 64, 1d 158
35, offset 0, flags [none], proto ICMP (1), length 84)
10.6.1.11 > 10.6.10.101: ICMP echo reply, id 28418, seq 1, length 64
0x0000: 0000 0000 0001 0010 0001 0011 0800 4560 .E.

0x0010: 0054 3ddb 0000 4001 1d5f 6a0e 016b 0200
0x0020: 0365 0000 22bd 6f02 6061 2d8O 46bf 06000
0x0030: 0000 0000 0000 0000 0000 G000 0000 0060
0x0040: 0000 0000 0000 0000 0OCO GO0C 0000 ©000
0x0050: 0000 0060 6000 0600 0060 6006 0600 0060
0x0060: 0600

--- 10.0.1.11 ping statistics ---
4 packets transnitted, © packets received, 100% packet loss
pddemo@rd-trexi:~$

p4demog@rd-trexi:~$

pademo@rd-trex1:~$ host8 ping 10.6.1.11

PING 16.6.1.11 (16.0.1.11): 56 data bytes

64 bytes from 16.6.1.11: seq=0 ttl=64 time=1.213 ms

64 bytes from 10.0.1.11: seq=1 ttl=64 time=0.254 ms

ag

--- 10.0.1.11 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.254/0.733/1.213 ms
p4demo@rd-trexi:~$

pademo@rd-trex1:~$ hostC ping 10.0.1.11

PING 16.6.1.11 (16.0.1.11): 56 data bytes

64 bytes from 10.0.1.11: seq=0 ttl=64 time=1.513 ms

64 bytes from 10.0.1.11: seq=1 ttl=64 time=0.332 ms

L

--- 10.0.1.11 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.332/0.922/1.513 ms
pademog@rd-trex1:~$

pademog@rd-trexi:~$

pddemo@rd-trexi:~$ hostA ping 10.6.1.11

PING 16.0.1.11 (10.0.1.11): 56 data bytes

64 bytes from 10.0.1.11: seq=0 ttl=64 time=1.334 ms

64 bytes from 10.6.1.11: seq=1 ttl=64 time=0.285 ms

0x0010: 0054 3d85 0000 4001 1dbS 6200 ©
0x0020: 0a6S 6000 d200 6f02 0000 8d3d 3
0x0030: 0000 0000 0000 00O OOEO 0000 0060
0x0040: 0060 G060 0COO 00O ©OEC 6600 006
0x0050: 0000 0000 0000 00G0 6000 0600 0060
Ox0060: 0000
11:55:16.229191 00:00:00:00:00:10 > 00:10:00:01:60:11, ethertype IPv4 (6x08060), length 98: (tos 6x0, ttl 64, id 864
9, offset 0, flags [DF], proto ICMP (1), length 84)
10.0.10.101 > 10.0.1.11: ICMP echo request, id 28418, seq 1, length 64
©Ox0000: 0010 6001 6011 0000 0000 6010 06860 4500 E.
0x0010: 0054 21c9 4000 4001 970 0200 0a65S 0ade
0x0020: 016b 0800 1abd 6f62 6001 2d80 40bf 6000
0x0030: 0000 0000 0CO0 00CO G000 BOOO 0060 606
0x0040: 0000 6000 0000 00CO 6000 0600 0060 6000
0x0050: 0000 0000 0000 OOCO 0DOO 0000 00GO 00O
0x0066: 0000
11:55:16.229351 ©0:10:00:01:00:11 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98: (tos 6x@, ttl 64, id 158
35, offset ©, flags [none], proto ICMP (1), length 84)
180111>10010 1)

1: ICMP echo reply, id 28418, seq 1, length 64
0x0000: E
0xe010:
0x0020:
0x0030:
0x0040:
0x0050:
0x6060:

"rd-trexi.intra.codill
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