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Problem

Traffic changes might indicate an anomaly in the network.
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Problem

Traffic changes might indicate an anomaly in the network.

Their timely detection is of paramount importance to network operation!

Network Attack o

A change detection primitive for the network data plane
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Traditional change detection

‘ low Analyzer EE - Central Reporting Server

Sampling via Flow-based measurements:

192.168.'i'-1.18[l --> IfIndex8 --> Top Traffic

application Source Destination QoS Conversation .NBARRepurt .CBQDS

p— N gy | [LastHourReport | [From:[z003-10-1316:03 | To: 2009-10-15 17:05 |
« Standard, e Netflow and sFlow TR seEverp s
J " ") : g = E
Yolume ha Utilization | Packets
’ . Start Time : 2009-10-19 16:03 Last Hour Report End Time : 2009-10-19 17:03

1 Minute Average

« Sampling — CPU, memory, bandwidth

Traffic {in Kbps)

« Low sampling rate — Low Fidelity

0 . . .
16-05 16-10 16-15 16-20 16-25 16-30 16-35 16-40 16-45 16-50 16-55 17-00
Time

Link Speed is 1,0 Mbps

Category Total Max Min Avg 95th Percentile
N 9.14 MB 30,66 Kbps 9,33 Kbps 19.97 Kbps 26 66 Kbps
B out 9.54 MB 32.0 Kbps 10.66 Kbps 20.85 Kbps 29.33 Kbps

Based on fixed-function equipment that is

I Traffic OUT Details
Traffic Time Traffic
5.33 Kbps 2009-10-19 16:03 18.66 Kbps
16.0 Kbps |2009-10-19 16:04 25.33 Kbps

difficult to manage and to configure.

20.0 Kbps 2009-10-19 16:05 21.33 Kbps
22,86 Khps 2008-10-19 16:06 28.0 Khps

15.66 Kbps 2009-10-19 16:07 18.66 Kbps
17.33 Kbps 12008-10-19 16:08 26,66 kbps
12.0 Khps 2009-10-19 16:09 18.66 Khps
21.33 Kbps 12008-10-19 16:10 29.33 Kbps
17.33 Kbps 2009-10-19 16:11 2666 Kbps

A change detection primitive for the network data plane 4



Networks are changing!

Software Defined Networking (SDN):
» Separation of the network planes.

» Programmability of each plane.

A change detection primitive for the network data plane
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_ |Network
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Networks are changing!

Software Defined Networking (SDN):

Control Control Control Control
» Separation of the network planes. App App App | -+ | App
. A Global
» Programmability of each plane. Network 05 .__. ‘.Hetu'::;k
e p
. Control Plane
I Data Plane
Programmable Switching Chips: e :
» Detection of traffic changes inside the custon_rovter pa
actions{
data plane forward(next_hop);
, drop();

A change detection primitive for the network data plane 6



In-network change detection

Some solutions already enable change detection using 4 to program the data plane.

However, these are often heavy-hitter based.

But sometimes the problem is with smaller flows!

P
Hashpipel! X X
Elastic Sketch!?! X X
SketchLearnl3! X X
K-ary Sketch!(4] X X
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But sometimes the problem is with 3maller flows!

P

Hashpipel! X
Elastic Sketch!?! X
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In-network change detection

Some solutions already enable change detection using 4 to program the data plane.
However, these are often heavy-hitter based.

But sometimes the problem is with smaller flows!

P
Hashpipel! X X
Elastic Sketch!?! X X
SketchLearnl3! X X
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Contributions

« The design of K-meleon, an online change detection system that

leverages programmable switches.
* The implementation of a prototype in P4 for Tofino switch.

* An evaluation using the software switch bmv2 that demonstrates K-meleon

achieves the same level of accuracy as the k-ary algorithm.

A change detection primitive for the network data plane 1



Design

K-meleon

e

[




Sketches

Sketches are compact summaries of network traffic, which enable the

design of memory-efficient network monitoring systems.

A
h1 0 0 0
ho 0 0 0

H

h3 0 0 0
hy 0 0 0

\

< >




Sketches

Sketches are compact summaries of network traffic, which enable the

design of memory-efficient network monitoring systems.
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Sketches

Sketches are compact summaries of network traffic, which enable the

design of memory-efficient network monitoring systems.
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Sketches

Sketches are compact summaries of network traffic, which enable the

design of memory-efficient network monitoring systems.

Packet
A Fields

with Count-min

H —>» min(3,3,2,2) = 2




K-ary Algorithm

Batch-based approach.

» Splits time into a series of time

intervals, called epochs.

» Performs all operations at the

end of each epoch.

packet
trace

next
epoch

Sketch Module

Update one epoch

Forecasting Module

Change Detection
Module

Change
Detection

Flow
Keys



K-ary Algorithm

Batch-based approach.

» Splits time into a series of time

intervals, called epochs.

» Performs all operations at the

end of each epoch.

next
epoch

Sketch Module

Update one epoch

Forecasting Module

Change Detection
Module

Change
Detection
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K-ary Algorithm

Batch-based approach.

» Splits time into a series of time

intervals, called epochs.

» Performs all operations at the

end of each epoch.

packet
trace

next
epoch

Sketch Module

Update one epoch

Forecasting Module

Flow
Keys

Change Detection
Module

Change
Detection
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K-ary Algorithm

Batch-based approach.

» Splits time into a series of time

intervals, called epochs.

» Performs all operations at the

end of each epoch.

packet
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next
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K-ary Operations

The forecasting module uses forecasting models, such as the EWMA:

Jaa-Se(t -1+ (1 —a)-Sf(t—1), t>2
Si(t) = { S, (1), t=2

The change detection module computes estimates on top of the error sketch:

et : ~ medians ot . ~
Vo =(median;eg{vy’} ™ —=(median;c g {F, " }

where

v _ Tillhi(@) <Gum(S)/R K 1
Yoo = 1-1/k B =53 Z

Sum of all values in JE[K]
the sketch squares

A change detection primitive for the network data plane

where
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Programming the data plane

Programmable Match-Action Pipeline

Programmable A Programmable
Parser ( N\ Deparser

) - | (Eme ;
= > e (e e 2B
SOy Ly I )| || |y =10
= gl gl =
= b e (e . (==
e e e (. 3
I\gmhmdi.on Figure from p4.org

age (Unit)
Protocol-Independent Switch Architecture (PISA) Memory and budget of

operations are limited!

A change detection primitive for the network data plane 24



K-ary algorithm - limitations

Performs batch-based operations at the end of each epoch, thus;
* Does not fit the constraints of the data plane programming model;

« Performs complex operations not supported in P4;

A change detection primitive for the network data plane
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The k-meleon

Stream-based approach.

' i Applicati
»Performs operations incrementally pplications

Attack Microburst Fault Load

with each packet. Detection | Detection | Tolerance | Balancing

Y A Y A Y A Y A

»Sends changes to the controller ad
Control Plane

hoc.

Network Stream configurationl Tchanges detected

[ ]_) K-MELEOI\J

Data Plane
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The k-meleon

Stream-based approach.

»Performs operations incrementally

with each packet.

»Sends changes to the controller ad

hoc.

A change detection primitive for the network data plane

CONTROL
PLANE

DATA
PLANE

ESTIMATE
ERROR

Network Stream

Ex
Error
Sketch
S St
,| Forecasteur J—S:(t) = S,(0) - S(0)
S¢(t)
I Il IForecastext
Epoch
So—t18 Se(t+1)
L}

S((t+1) = alpha*S,(t)+(1-alpha)*S(t)

COMPUTE

Ta

» THRESHOLD

27




The k-meleon on TNA

Change epoch if needed, compute

hashes to index the sketches.

/'

CONTROL

PLANE

DATA
PLANE

Network Stream

Control
Flags

ESTIMATE
ERROR
Ex

Error
Sketch

Se(t)

Forecastcy,

St(t)

Selt) = Solt) - S(1)

S'o(t)

f
S,

I I |Forecastyext
Epoch

SR Sr(t+1)

Sf(t+1) = alpha*Sy(t)+(1-alpha)*S(t)

Control Plane

Network Stream

Data Plane

Notify

Check +| Update +| Update - Compute

Control ”|Forecast “| Error |  Estimates
Pre-compute forecast update »| Update
Forecast

dedicated recirculation port

Detect

Y

Change

Recirculate?

i
-

A change detection primitive for the network data plane
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The k-meleon

Check if epoch changed, and

update forecast sketch accordingly.

/

CONTROL

PLANE

DATA
PLANE

Network Stream

Control
Flags

ESTIMATE

ERROR
Ex

Error
Sketch

Se(t)

1
Forecastoy J—s:(t) =540~ S

St(t)

S((t+1) = alph =88

e

Network Stream

ontrol Plane
Data Plane
Notify

Verify « [Compute Update Update - Compute +| Detect o o
Epoch “| Hashes “|Forecast Error | Estimates "] Change K
S
©
[0}
o

Pre-compute forecast update »| Update

Forecast
A\ 4

dedicated recirculation port

A change detection primitive for the network data plane

100Gbps
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The k-meleon

Update error sketch according to
the control check.

t

CONTROL

PLANE

DATA
PLANE

Network Stream

Control
Flags

ESTIMATE
ERROR
Ex

Forecastcy,

St(t)

Error
Sketch
Se(t)

S'o(t)

EpIc h

Flag

S(t+1) = alpha*So(t)+(1-alpha)*S(t)

Contro| Plane

Network Stream

Notify

Data Plane
Verify « [Compute +| Check +| Update Update Compute
] Epoch “| Hashes ”| Control “|Forecast Error Estimates
Pre-compute forecast update »| Update
Forecast

dedicated recirculation port

Detect
Change

Y

Recirculate?

i
-
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100Gbps

-

Forecastext

Se(t+1)

30

COMPUTE
THRESHOLD
Ta




CONTROL

PLANE
I h e k m e I eo n IESTlMATEp
ERROR
DATA ﬁI
PLANE
S'o(t) ] Error COMPUTE
Sketch THRESHOLD
f Selt) a
Forecastgy, - -
....... °£’.2;'§"—> S(t) Se(t) = So(t) - Se(t)
. Network Stream ;
Compute estimates and perform ] Freasios
S‘Dm"’L_", f(t+1)

d ete Ctl 0 n . Si{t+1) = alpha*S(t)+(1-alpha)*S(t)

AN

Control Plane

Data Plane

Verify « [Compute +| Check +| Update +| Update Compute Detect &,
] Epoch “| Hashes ”| Control “|Forecastf “| Error Estimates "] Change 2
Network Stream §
©
[0}
o

Pre-compute forecast update »| Update

Forecast
A\ 4

dedicated recirculation port
100Gbps
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The k-meleon

Recirculate to change epoch.

CONTROL
PLANE

DATA
PLANE

Control
Flags

| Forecastcy,
| Si(t) i

Network Stream

S(t+1) = alpha*So(t)+(1-alpha)*S(t)

Control Plane

Data Plane

e

Network Stream

Verify « [Compute +| Check
Epoch “| Hashes ”| Control

«| Update

”|Forecast

+| Update - Compute
“| Error |  Estimates

Detect

Pre-compute forecast update

Update

Forecast

Change

Recirculate?

dedicated recirculation port
100Gbps

A change detection primitive for the network data plane

| Sdt+)

Se(t) = So(0) - SO

ESTIMATE
ERROR
Ex

Error
Sketch

Se(t)

Forecastext

32

COMPUTE
THRESHOLD
Ta




=/,

.....

Y

)

Evaluation
off



Questions

Q1. How does k-meleon perform compared to k-ary?
Q2. What is the expected performance of k-meleon?

Q3. What is the resource usage of k-meleon?

A change detection primitive for the network data plane
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Experimental setup

The evaluation of k-meleon uses several packet traces from two datasets:
CSE-CIC-IDS2018°1 — Network attacks.

Data-center measurement (UN1)¢1 — Microburst events.

K-ary in python A Establish a baseline
K-meleon in P4 for bmv2 B Verify the correctness

K-meleon in P4 for TNA P Final target - Evaluation




Ql. K-meleon vs. k-ary

We vary the size of the sketch, 1 |
which affects the number of complex 08 | -
computations performed. 8 o6l |
3 -'ff':
g 04} [ -
L H=1 ——
n u u u H=2
Median relative difference is very 02 L i i
H=5
: -/ :
low for any value of H (<0.2%). N , ~ H=10
-0.3 -0.2 -0.1 0 0.1 0.2 0.3
Relative Difference (%)
A change detection primitive for the network data plane 36



Q2. Performance

Our P4 prototype for TNA compiled

successfully.

»Thus, it should run at line-rate,

sustaining Tbps net traffic.

However, we have not yet moved

all computations to the data plane.

CONTROL

PLANE

- ————————]
S 0 Error

Network Stream

e
I

Sketch

Selt)

Forecast,,

() = Su(t) - SHt)
St(t)

J—;
z ! |Forecas thext
Epoch

Flag Sf(t+1 )

S(t+1) = alpha*S(t)+(1-alpha)*Se(t)



Q3. Resource Usage on TNA

Only 7 stages are used by our preliminary prototype in P4 for TNA.

Only ingress is used for performing computation.

Stages 58%
Meter ALU 16.7%
Hash Dist Units 13.9%
VLIWSs 4.7%

SRAM 2%

TCAM 0%




Conclusions

« The design of , an that

leverages programmable switches.
* The implementation of a prototype in P4 for Tofino Switch.

* An evaluation using the software switch bmv2 that demonstrates K-meleon

achieves the same level of accuracy as the k-ary algorithm.



Discussion and future work

Still not implemented in the data
plane.

Control Plane

Data Plane

But we still have several stages

Network Stream

:__, Verify « [Compute | Check +| Update +| Update Compute Detect & avallable N the Ingress plpellne !
Epoch “|Hashes Control “|Forecast “| Error Estimates ”| Change £
3
o
os &

L o Update ]
Pre-compute forecast update Forecast UZSt _ medianie[H]{v,’;Z}
where
F5*' = medianie[H]{FQh"’} o = T'[i][hi(a)] — sum(S)/K
@ 1— 1/K
where

Fpt= S @il - e (sum(S))?
JE[K]
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Discussion and future work

The tuning of some parameters
Applications . .
Improves detection accuracy of our
Attack | Microburst | Fault Load primitive for different use cases.
Detection | Detection | Tolerance | Balancing
2 v A Y ALY
Parameter Optimizer
[ 4 I

Control Plane

Network Stream configuration changes detected

[ ]_> K-MELEON

Data Plane
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Discussion and future work

COMPUTE
THRESHOLD

y

CONTROL
PLANE
Flow key ESTIMATE
DATA =
PLANE
Error
Sketch
S| St
....... Contror || FOreC@Stur j(t) = So() - Sft)
Flags Sf(t)
Network Stream I M oreoast,e
Epoch
(1) Flag Sf(t+1 )
I

S((t+1) = alpha*S,(t)+(1-alpha)*S(t)

A change detection primitive for the network data plane

Ta

The K meleon sketch does not maintain
the culprit flow keys.

We are considering two options:

e, a) Using the flow keys directly from

packets as they traverse the switch
in the subsequent epoch.

Using a scheme based on some sort
of voting mechanism (e.g., based on
the MV Sketch!”),

42
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