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Context

e Distributed Denial of Service (DDoS) attacks remain an issue
e Even short downtime can resultin losses

o Amazon's 1 hour of downtime cost over $72 million on Prime Day 2018
e Detection is difficult

o |IP and Port Spoofing

o Application-layer exploits

o Accuracy vs Scalability
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Motivation

e Programmable Data Planes (PDP)
o Custom logic defined by software artifacts
o Designed to process packets at line-rate

e Random Forests (RF)
o Able to identify patterns to classify network traffic
o Requires simple logic and arithmetic operations
o Processing classification trees can be parallelized
o Relatively compact data structures
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Classification Tree Nodes

Roo_t Node R
e Internal Nodes A vl
o Feature Chidren:AB | e
o Threshold value .. Packet Count 5 Packet Count > 7
. Internal Node A| . g
O Children Feature: Total Length - 4 \

. Value: 114 \
e Node structures are naturally recursive Children: C D / \wngtwm /
o A node contains another node (children) el Lengt < 114 \
e P4 does not support recursion |

o Cannot predict number of calls
e Leaf Nodes / \ / /
o Classification S
\ / P

Leaf Node O

Classification:
Legitimate
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Mapplng nodes to the Data Plane

Root Node R Match Value Acti Parameters
Feature: Packet Count /”\ Node ID ction Threshold Child1 Child 2
Ch\i/IzIrL:\.: ,75\ B | 0 compare_pkt_count 7 1 2
"""""""""" 1 compare_total_length 114 3 4
-..._ Packet Count < Packet Count > 7 2 compare_feature_B y 5 6
Internal Node A| . 8 compare_feature_H Z 15 16
Feature: Total Length
Value: 114
Children: C D / \%Il_ength 544 / \
otal Length < 114
Match Value ) Parameters
) Action . .
Node Identifier Classification
/ \ / 5 classify_flow  LEGITIMATE
9 classify_flow  LEGITIMATE
10 classify_flow  MALICIOUS
11 classify_flow LEGITIMATE

\ / | 12 classify flow  MALICIOUS
Leaf Node J Leaf Node O 13 classify_flow  MALICIOUS

Classification: Classification:

Malicious Legitimate
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BACKORDERS Architecture

map_to_dataplane(random_forest)

v
train_forest(flows[], features[]) T : RF Mapper
compute_features(data) E table: tree_i_depth_j, |
Feature Computation RF Trainer ' match: ..., : l Table Structure
; (Algorithm: .. ) e ! action_name:.., |
A : o — e ! action_params:{ ! Tree 1 | [ Tree N
Network Traffic (optional) !send(flows[], features][]) P —— ' tT’TdShIOId: s Layer1 || Layer 1
Collector ; » — i chrie_k ..., : Tree 1 Tree N
Y Max. Depth: ... : , child_r: ... ; Layer2 || Layer2
4)[ Offline Classifier Y i Tree 1 TN :
label_flows(data) train_forest(flows[], labels[]) C forast it jsoni Layer M || Layer M
GontolPlane | L o e m m m - e — - ——————— - S_elefteEFgreit e e e ————
DataPlane @ T ewin | ee— T R £

Programmable Switch table tree_i_depth_j{

key ={
meta.node_id: exact;

Parser 'j;
classify_flow()

parse_ethernet{}| extract_features() E E
. $ ¢ parse_ipv4{} i ’
3 parse_tcp{} £ i  ‘tactonsi={ H
| Tree N-1 Layer M | Tree 1 Layer 1 parse_udp{} i compare_feature_X; ¥
: : - x 3 compare_feature_Y; -
O|: ID | Action | Threshold | LNode | RNode 1 '
next_tree() ! . !
ul: A { classify_flow; {} '
T | | Feature Extractor : ¥
IZI <:! p|: Tree N Layer M next_layer() . Shd forest_layout.p4 | :
Network U | E—— | Registers Metadata :
Packet T tally_votes() y reg_iat max | meta.iat max Switch API -+
S
Vnext_layer() — reg_pkt_size | meta.pkt_size € N
Vote Tallyi : N~
g e 2ying ‘ Tree 1 Layer M | reg_prev_time meta.iat : R <:|
| (U
| T Network
next_tree() next_tree() : Packet 6
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Feature extraction in the Data Plane

e RFsrequire flow features as input

e Most statistical features are simple
o Sum, max, min, duration

e Some statistical features require complex operations
o Quantiles, means, variance

e \We focused on approximating moving means (averages)
o P4 does not support division
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Approximating Means

i | e | Sald) 84(1) M, (7) Mean Formula: S, (7) Formula: M, (1)
8 | 15 | 160 160 20 20 Se(8) S.(8)/8

Se(7) =145 Vg=15 M,(8) = 12 =20
Se(8) = S,(8) = 145 + 15



EuroP4 ‘22 December 9th 2022

Bruno Coelho, Alberto Schaeffer-Filho

Approximating Means

| Vi | Seld) Sa (1) M, (2) Mean Formula: S,(7) Formula: M, (i)
8 [15 | 160 160 20 20 Se(8) S.(8)/8
9 [25] 185 165 20.625 | 205 | S,(8) — M,(8)+ Vo | S.(9)/prev_pow2(9)

Vo =25 S,(9) = Sa(8) — Ma(8) + Vg
S,(9) = 160 — 20 + 25 = 165

M,(9) = 2200~ M, (9) = 18 — 20.625

prev_pow2(9)
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Approximating Means

%500 j//\ Avmvf//\/\% W’M VNMWMJV/U\N
e |

el Approximate mean
Exponential mean
=R | | | | | Exact mean —
20 40 (6]0) 80 100 120 140 10

Number of Values
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Evaluation - Dataset

CICIDS 2017 Dataset

O

O

692,703 flows
m 440,031 legitimate (63.52%)
m 5,796 DoS Slowloris
m 5,499 DoS SlowHTTPTest
m 231,073 DoS Hulk
m 10,293 DoS Goldenkye
m 11 Heartbleed

Binary division of classes

Legitimate
DoS (including all classes)

SlowHTTPTest
0.8%

DoS Hulk
33.4%

Legitimate
63.5%

DoS GoldenEye

1.5%
DoS Slowloris

0.8%
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F1-Score for RF configurations
— | |
0.98
0.96
o
c0.94
O
%0.92
" 0.9
0.88
0.86

3
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Numbersof Trees
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Conclusion

e BACKORDERS
e Classification of network flow in programmable data planes
o Assisted by Machine Learning technique
e Maps nodes into match+action table entries
o Sequential evaluation as opposed to recursive
e Extraction of features in the data plane
o Approximation of means
e Proof-of-concept for utilizing ML in the data plane
o Small forests with over 90% accuracy

13
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Approximating Means

| W | Seld) Sa(?) M, (7) Mean Formula: S, (7) Formula: M, (i)

8 | 15 | 160 160 20 20 S.(8) S.(8)/8

9 | 25 | 185 165 20.625 20.5 Sa(8) — M, (8) + Vo Sa(9)/prev_pow2(9)
10 | 10 | 195 | 154.375 | 19.29875 | 19.5 | S4(9) — M,(9) + Vig | Sa(10)/prev_pow2(10)

Vip = 10
S,(10) = 165 — 20.625 + 10 = 154.375

M,(10) = 22225 = 19.296875
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Sealability Analysis

e Processing time is limited by maximum depth

(R
o O(M) per tree
o O(NM) per forest / \
e Memory

A B
o Each node is mapped into a single match+action entry / \ / \

o Table entry number is limited by maximum depth

E F
m 1layer=1node
m 2 (full) layers = 3 nodes / \ / 4
m 3 (full) layers = 7 nodes K

o O(2M) per tree
o  O(N(2M)) per forest ‘ Y / %

16
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Sealability Analysis

e Processing time is limited by maximum depth

o O(M) per tree  Nod
o O(NM) per forest o

e Memory
o Each node is mapped into a single match+action entry } 2 Nodes
o Table entry number is limited by maximum depth
m 1layer=1node
m 2 (full) layers = 3 nodes } 4 Nodes

m 3 (full) layers = 7 nodes
o O(2M) per tree
o  O(N(2M)) per forest
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Sealability Analysis

# Trees | Max. Depth | Comparisons/tree | Total comparisons | Memory/tree | Total memory
| 6 6 6 63 63
7 7 7 127 127
5 5 15 31 93
3 6 6 18 63 189
7 i) 21 127 381
S 3 25 31 i35
3 6 6 30 63 315
7 7 35 127 635
9 6 6 54 63 567
y/ 7 63 127 1143

18



EuroP4 ‘22 December 9th 2022

Bruno Coelho, Alberto Schaeffer-Filho

Future Work

e Optimize memory utilized per feature

o Current implementation may not scale for a high number of flows
e Include only the features that were selected by trees

o Less memory utilization per flow
e [eature selection

o Lessregisters

o Lower depth
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