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Motivation
DDoS is a well studied area in many different forms



P4 as a Solution?

ØHigh line rate processing (e.g. – Tbps)
ØProgrammability using DSLs such as P4

Enabling the dataplane to dynamically 
adjust telemetry collection based on 
emergent network traffic patterns.

Alert React



Background – State-of-the-Art

Programmable Data Planes for Threat Mitigation

Method Approach Controller Adaptive 
Telemetry Data Plane Alert Mitigating 

Triggers

Stats101 Online 
Computation Yes By Controller Yes No

Sonata Reactive Query Yes Reactive by Admin No By Admin

DynATOS Reactive Query Yes Reactive by Admin No By Admin

Poseidon Predefined DP 
Policy Yes Policy-based Yes DDoS only

Jaqen Sketch-based Yes No Yes DDoS only
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Background – State-of-the-Art

Programmable Data Planes for Threat Mitigation

Method Approach Controller Adaptive 
Telemetry Data Plane Alert Mitigating 

Triggers

Stats101 Online 
Computation Yes By Controller Yes No

Sonata Reactive Query Yes Reactive by Admin No By Admin

DynATOS Reactive Query Yes Reactive by Admin No By Admin

Poseidon Predefined DP 
Policy Yes Policy-based Yes DDoS only

Jaqen Sketch-based Yes No Yes DDoS only

LANTERN Layer-based ML Yes Layer-based Yes Diverse attacks



Scenario - Internal à External IoT DDoS Attack

Attack 
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LANTERN*: System Overview

Anomaly 
Explanation

Anomaly 
Mitigation

Link-Level 
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Packet-Level 
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Flow-level 
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Packet-level 
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* Layered Adaptive Network TElemetRy CollectioN for Programmable Dataplanes

ØTechnique – VAE
ØFeatures - # of new flows, finished flows, 

active flows (5s, 60s), avg flow duration, 
total pkts/s, total bytes/s

Ø Technique – Decision Tree
Ø Features - # of pkts, # of bytes, avg. pkt 

size, minimal pkt size, max packet size, size 
of first ten pkts, inter-arrival time of first ten 
pkts

Ø Technique – Rabin Fingerprint
Ø Features – Payload



Evaluation Setup

• Dataset – CIC-IDS – [LINK]
• Model trained on Monday benign 

traffic
• Tested on Tuesday, Wednesday, and 

Friday traffic
• Testbed
• 1 switch (bmv2, Tofino)
• 2 end hosts (mininet)
• Python based controller Experiment Topology

H1 H2

Controller

https://www.unb.ca/cic/datasets/ids-2017.html


Evaluation: Link-Level Anomaly Detection

Key Takeaways
ØVAEs can detect vast majority of attacks with limited telemetry
ØFalse positives can be corrected at the next layer

Tuesday



Evaluation: Flow-Level Attack Classification
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Tuesday

Key Takeaway
ØDecision Tree can perform attack classification using flow 

features with high accuracy
ØUnbalanced dataset



• Sample packets from attack flows
• Background flows à Benign
• Eliminate from candidate signatures

Evaluation: Packet Level Mitigation

Key Takeaway
ØOur detection algorithm captured all 187 attack 

flows without false positives.

Exemplar Benign Signature

Exemplar Attack Signature



• Hardware Utilization

• Latency
• Compared against basic forwarding program
• ~7ns overhead on average across 2000 packets

Evaluation: Resource / Performance

Resource Usage
TCAM 0
SRAM 8.75%
VLIW 6.77%

Map RAM 13.89%



üProposed a layered approach for dynamically adjustable tunable 
telemetry collection to make it easier to integrate different types of 
ML algorithms to defend against security threats
üVAEs, DTs, Rabin Fingerprints

üValidated our layered approach using the CIC-IDS dataset and 
conducted a performance evaluation of the system.

Ongoing/Future Work

ØOffloading ML algorithms to data plane + switch native 
implementation of mitigating triggers

ØScalability testing on diverse datasets

Conclusion and Future Work
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